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THE ELECTRONIC COMMERCE USE BY SENIORS
(PEOPLE 55+) IN POLAND
PAULA BAJDOR, JOANNA TABOR
Department of Econometrics and Informatics, Faculty of Management,
Czestochowa University of Technology

This article presents the results of a research conducted among persons 55+,
according their use of the Internet. The main aim of the article was to answer
whether and to what extent, people 55+ benefit from the electronic commerce
(e-commerce). What they usually buy, and for what purpose. In addition to online
shopping, the selected group has been also asked about other Internet tools and
applications used by them. At the end of the article, we have also asked about the
problems and barriers encountered during Internet shopping.
Keywords: people 55+, e-commerce, Internet, tools, applications, barriers, problems

1. Introduction
Seniors in Poland constitute almost 20% of the population [1] and according
to recent studies [2 − 4], their share will be growing. On the one hand, people
55+ in Poland are seen as people without energy, constantly sick, who spend their
time watching television, in church or on the bench in parks (this is the image
mostly created by the media). However, an increasing part of them, denies this
stereotypical perception, more and more seniors are still active, even though they
are retired, and they try to spend their time actively [4]. A lot of them attend the
Universities of the Third Age, on the last year there were more than 800 candidates
for this kind of study, organized by the Czestochowa University of Technology [5].
Many of them work in organizations, associations, clubs or theaters [6]. However,

in places (small cities or villages) where there is not so many offers directed to
seniors, they actively spend time outside. The evidence of this can be a group of
seniors, who are dominant group in the mountains, in the autumn; they are actively
engaged in nordic walking. Of course due to their free time, they are able to visit
mountain at this time, but they are also a much more visible group during the
summer time as well. The same we can observe in the case of their computer and
Internet use, it is a clear upward trend (Fig. 1).
60
40
20

35

38

38

39

12

14

18

19

2010

2011

2012

2013

46
24

0

55-64

2014

65-74

Figure 1. The rate of computers users (%) [7]

The figure 1 clearly shows that the percentage of computers users over 55
years old, from year to year, increases. In the case of computers users aged 65-74
years, in the past five years, the percentage doubled, from 12% to 24%. This age
group is also characterized by a higher growth rate, than the group of people aged
55-64. Indeed, in the case of the first group, in the past 5 years, the percentage of
people using computers increased from 35% to 46%, which is only 11%.
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Figure 2. The rate of Internet users (%) [8]

There is clearly increasing trend in the case of Internet use by seniors (Fig. 2).
For a group of people aged 55-64, in the last 5 years, this percentage increased
from 32% to 45% - it means that almost half of those in this age group use the
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Internet. In the second group it is also a clear upward trend and in the last year
almost a quarter of people between 65 and 74 years of age habe been using the
internet. Such a high rate of computer and Internet users, constitute that seniors in
Poland are able to use a computer and surf over the Internet. We may only assume
that this trend will continue to grow. More and more people 55+ also use the
solutions offered by e-government: to get in touch with public administration,
download the needed information, download, fill in and submit forms or tax
settlement (Fig. 3).
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Figure 3. Using the e-administration by the users between 55-64 years [8]

In addition, in the year 2013, 6% of people between 55 and 64 years old
settled the taxes via the Internet, and only 2% of people between 65 and 74 years of
age. In the case of the "younger" group, this means that more than 333 thousands
seniors have opted for this method of taxes settlement, while among people aged
between 65-74 years, more than 113 thousands (Fig. 4)
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Figure 4. Using the e-administration by the users between 65-74 years [8]
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2. Research methodology
The aim of the study was to examine to what extent, people 55+ benefit from
online stores – how often do they purchase products offered by this kind of stores,
what are the most important pros and cons, what are the determinants to chose one,
particularly shop and are there any barriers, which can affect senior’s online
shopping? It is common knowledge that older people’s main purpose of Internet
use is to send emails, search for information or communication with the loved
ones. To a lesser extent, they use the Internet to take advantage of electronic
banking, make purchases or use chat rooms.
The target group of the research was a group of people 55+, which are the
students of the University of the Third Age at the Technical University of
Czestochowa, who use the Internet to make online shopping. A total of 400
questionnaires were distributed over the students, but only 336 questionnaires were
qualified to the final research. The research were conducted during the spring
semester in 2014 year. The minimum sample size, with the adopted confidence
level 1-2 = 0.90, and the accepted level of highest error e = 6%, should be 267
questionnaires. Due to the fact that the research involved 336 questionnaires, it can
be assumed that this condition has been met, however it cannot be treated as a
representative group for the entire seniors population in Poland.
In the first part of the survey, we asked about gender, age, length of Internet
use and the type of most commonly used applications. Another questions were
related only to make an online shopping.
3. Research results
The majority part of the respondents group, were 255 women (74%) and 81
men (26%). Although the study was directed to all people 55+, there were 277
(83%) people in the 55-64 age group and 59 ones aged 65-74 years (17%). With
regard to the length of using the Internet, the largest percentage of respondents
(114) use the Internet for more than 3 and less than 5 years (Fig. 5).
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Figure 5. The rate of Internet users by the period of time [9]
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On a second place was the group of people (97) who use the Internet more
than a year, but less than 3 years. 61 people use the Internet more than five years
but less than 10 years, a little less people, 41 are Internet users more than 10 years.
While the smallest group are the people who use the Internet less than twelve
months (23). It can therefore be concluded that, most of the people 55+ from the
surveyed group are familiar with the Internet and are its active users.
However it is noteworthy to mention that in questions about: the most often
used Internet’s applications, the determinants of choosing the Internet shop, the
pros and cons of Internet shopping, the most often bought products and barriers and
problems during the Internet shopping, respondents were asked to give a range to
the selected answers. So they did not need to select only one answer but put them
in order.
In the case of most frequently used Internet applications, in the first place is
e-mail, through which users send messages (Fig. 6).
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Figure 6. The most often used Internet applications [9]

On the second place are web browsers, used to search for information. During
the research, in direct talks, it turned out that search engines are used to search all
kinds of information - from eg. information about doctors’ office hours to
medications leaflets. On further places are Internet portals from which, users get
information about the country or a city. They can replace the traditional
newspapers, and allow to be up to date with the news. Internet communicators are
also quite popular; they allow to keep in touch with their loved ones, especially
those who are staying abroad. Online shopping is on the further place, and Internet
banking, social networsk, forum and panel discussion are on the last three places.
When it comes to social networking, a small part of the respondents have an
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account on Facebook or Nasza Klasa. Also, the Internet banking is still a certain
"niche" for the participants, but during the study, many people declared that in the
near future, they intend to start using this solution. This issue completes the first
part of the survey, dedicated to the overall and general issues when it comes to
Internet use by individuals 55+ from the selected group. Another presented results
of research apply only to issues related to the Internet shopping.
The most often respondents make purchases over the Internet, used online
stores (62%), the remaining portion use the ads (21%) and auction (17%). In these
last two cases, the most often visited pages are Allegro.pl and Olx.pl (former
Tablica.pl). In the case of frequency of shopping online, then they are most often
made during the Christmas or special events, for example 6th December
(Mikolajki) but also for birthdays and name-coming (19%) (Fig. 7).
4% 2%
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Few times during the years

At least once a month

Few time during a month

Figure 7. The frequency of Internet shopping [9]

A large group of respondents (121) do their online shopping several times a
year, not only to celebrate the holidays and celebrations, but also during the sales,
promotions and discounts. The smallest percentage of respondents do their
shopping at least once a month (13) and only 6 people indicated, that they do
online shopping several times a month. It follows, therefore, that in most cases,
Internet shopping is done rather due to special occassion than simply the desire
or habit.
The greatest advantage of online stores, respondents considered lower prices
than in stationary stores, which again confirms the fact, that lower prices, however,
are the main factor to make purchases over the Internet (Fig. 8).
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Figure 8. The pros of Internet shopping [9]

On second place was the opportunity to make purchases at any time,
customers of online shops, in contrast to stationary shoppers, are not constrained to
the opening and closing times. Purchases can be made 24 hours a day. On the next
place was the convenience of shopping: no need to leave the house, which for
many people may be associated with many drawbacks - long time to dress up, steps
on a high floor, long way to the store, and exposure to adverse weather conditions.
Internet shopping make it possible to avoid it all. It is noteworthy that a wide range
of products as an advantage of online shopping, found itself at a later place. This
can be explained by the fact, that a wide range of products is treated more as a
determinant of choice online store, rather than as an asset purchasing. Further down
was the anonymity, home delivery, the ability to negotiate the possibility of a free
refund.
For the last two, it may be due to the fact, that seniors are not accustomed to
haggling (general bargaining or otherwise price negotiations are not public domain
in Poland) but also often do not know, that there is a possibility to negotiate prices.
In contrast, the ability to free return was at the very end, probably due to the fact
that none of surveyed people have never returned once purchased goods.
However, in the case of the risks associated with online shopping, respondents
primarily marked the three options receipt of goods: non-compliant with the order,
contrary to the description and defective goods (Fig. 9).
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Figure 9. The cons of Internet shopping [9]

Bearing in mind that, the majority of respondents do not have full information
on returns and complaints policy, which stems from the previous figure, it can be
assumed, that such concerns are mainly caused by the fact, that the reception
of such "inconsistent" good, there is no possibility of its return or exchange.
On further places, disadvantages of online shopping have been found,
concerning the inability to see the goods, the potential problems of the complaint or
late delivery. With the late delivery of goods is quite rare, and only one person had
to deal with this case, but due to a lack of communication between the store and the
customer - the package was to receive at the point of delivery, however the
customer did not receive any information on the purchase. The majority of
respondents have also a greater tolerance to treat any delays in deliveries in the socalled hot periods - especially during the holiday season, many people have
indicated that such purchases make at least in early November.
The products’ price is the main determinant for a choice of a store, auction
portal or portal with announcements, this is the first and most important criterion
for selecting an object to make purchases (Fig. 10).
Next to this criterion, the products’ range is also important, the bigger the
better, because it increases the probability to find a products which fully matches
the needs.
The knowledge store and review by other users is also important. Most people
agreed that, always at the beginning, they browse stores’ offer, in which they have
already purchased, and look it up in others, where they could not find the
corresponding products in already known stores. As for the opinion of other
buyers, it plays an important role in choosing the store where shopping will be
done for the first time. In another case, respondents were guided by their own
impressions and opinions. Promotions and discounts, variety of available forms
of payment and delivery are less important, as well as the handling of complaints
and returns or stores advertising. It therefore appears that the stores ads do not have
much with an impression on potential customers and this is the criterion, which has
the smallest impact to make an online store selection.
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Figure 10. The determinants of choosing the Internet shop [9]

The issue on the advantages of making purchases over the Internet, again the
lower price criterion was the leading one. Only a few people said that met the
lower prices in traditional stores than online, usually the opposite in a vast
majority. Therefore, it becomes increasingly common opinion that in the near
future, stationary shops will serve as "exhibitions", in which the products are
viewed but their purchase will be done through the Internet. Very often we
encounter situations, that the same shop offers merchandise in store at a price
higher than the purchase price of the goods through the website. An important
criterion is also the opportunity to do shopping at any time, no need to worry about
opening or closing hours.
The most often bought articles are the home appliances and electronics, and
the majority of respondents have indicated, during purchasing, the ask for the help
from children or grandchildren, they help to choose the right equipment or device,
and often, they even carry out the whole process of shopping (Fig. 11).
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Figure 11. The most often bought products [9]
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At the next place are toys, here the respondents often pointed out, that, first
they watch them in the stationary store and then make an order via the Internet. On
further positions were clothing, footwear, sports equipment and food. The first
three categories of products are bought due to the fact, that in general these articles
are purchased very rare. It can therefore be assumed, that the rarity of buying such
products is not due for example. certain prejudices to purchase them in online
mode, but shows itself, because traditionally, the respondents also rarely buy these
articles. The same largely applies to food – here, an important role plays, for
example. shopping in a local department store, and the possibility to make it online
is very often not even considered.
The most frequently chosen form of payment for Internet shopping is
a transfer - this method of payment was chosen by 56% respondents (188 people).
Respondents have indicated, that currently the process is very fast, because after
you select the type of payment type "transfer", you are asked to select the bank,
where you have an account, and you are directed immediately to log into an
account. Immediately after logging in, all the data to transfer are displayed - only
approval of the transaction is needed and the transfer is completed.
On second place is the ability to pay cash on delivery, despite the fact that this
form of payment, usually bear higher supply costs. But the respondents explained
this by the fact, that they have then the impression that they pay on receipt of the
goods in real not virtual. This method of payment was chosen by 28% respondents
(94 people). With a credit card use 11% (40 persons) and installment purchases
only 5% (14 people). Such a small percentage of people paying by credit card, is
due to the fact that so little people own it, and shopping on the installment plan are
burdened with the most high additional costs. In the case of most frequently chosen
form of delivery, 33% (110 people) of respondents used Poczta Polska, explaining
it by habit, a second, equally large group (29% - 97 people) selects opportunity to
receive personal, because there will not be added any additional charges to the
supply.
Slightly fewer (21% - 70 people) select points receipt In-Post, if they have
such an opportunity. This form of reception is primarily due to lower shipping
charges than in the case of the Poczta Polska. Almost the same amount of people
choose the courier service and Paczkomaty - 9% (30 people) and 8% (29 people).
People choosing a courier service explain this by late purchasings, therefore they
care delivery as soon as possible, even if this entails additional costs. While the low
people using Paczkomaty stems from ignorance about them. In the same study,
quite a large group of respondents agreed that they have heard about Paczkomaty
for the first time. One can be assumed that, for example in the case of a similar
survey conducted later, the percentage of people using Paczkomaty may increase.
The last issue related to problems encountered by shoppers on the Internet. In the
first place there were statements concerning navigation on the website (Fig. 12).
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Figure 12. Barriers and problems during the Internet shopping [9]

In many cases, respondents have indicated that they had the impression that
designed online stores take into account the capacities and capabilities of younger
people only. Also a quite big disadvantage is the need of registration, receive
e-mail and confirm the e-mail address. On the other hand, the option of shopping
without having to register was treated as a big advantage of the store. For many
people, a complaint and return procedures were difficult to understand. This is also
because the fact, that the complaints may result in the cessation of purchases on the
Internet.
On further place a difficult to contact with the seller took place - no possibility
of dialing or contact the store was possible only by filling out the form. In most
cases, however, the respondents admitted that, it is quite rare when the contact is
impossible to establish. On last places, were cursory descriptions and photos.
However, as is apparent from the figure, such problems are relatively rare and most
often products are accompanied by very detailed descriptions and clear images.
Conclusion
Today's seniors are not like seniors 20 years ago - today people 55+ are more
active and have full of energy. In many cases, these people continue to lead active
professional life or being retired are students of the University of the Third Age,
members of many groups and associations. Also, today's seniors are not afraid of
modern technology and are users of computers and internet, smartphones or digital
cameras, which can be supported, that an increasing percentage of seniors use
computers and the Internet, moreover, there is a clear growing trend here, which,
among others, it is submitted that an increasing number of them opting for
electronic tax settlements [4].
In contrast, on the basis of the acquired results of the study, it can be said that,
still e-mail and web browsers are the most commonly used Internet. Internet
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purchases are made, but mostly to celebrate the holidays. Choosing an online store
is determined largely by commodity prices and the size of the product range.
In contrast, the least important is shop advertising. Also the argument of lower
prices than in stationary stores is a major determinant of making purchases over the
Internet. In turn, the greatest fear, causing abstains from online purchasing, is the
fear of receiving the goods: non-compliant with the order, as described or faulty.
For the greatest barriers, respondents considered navigation at the store and need
for registration when making purchases. While individual stores for the possibility
of making purchases without registering it still requires it most, even to send
information about discounts or promotions.
To sum up, we can assume that online shopping are positively perceived by
respondents, and despite some shortcomings, due to failure in noticing the seniors’
Leeds by the stores, this form of shopping is increasingly popular. And one of the
determinants of increase will be the increasing trend in the number of users of
computers and the Internet among people 55+.
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OVERVIEW AND IMPLEMENTING SQL SERVER HIGH
AVAILABILITY SOLUTIONS
MICHAŁ BLEJA
Faculty of Mathematics and Computer Science, University of Lodz

The paper presents the concepts related to the design of high availability
solutions for Microsoft SQL (MS SQL) Server database servers. MS SQL Server
from version 2012 offers a new capability called AlwaysOn which is aimed at
reducing downtime of servers or databases during a failure. It includes several
mechanisms such as Failover Cluster Instances, Availability Groups, Database
mirroring, Log shipping. The paper presents the implementation of some of these
concepts in our prototype. We also compare these mechanisms focusing on their
aptitude in contemporary information systems.
Keywords: high availability, windows clusters, availability group, failover cluster
instance, database mirroring, log shipping

1. Introduction
High availability is implemented in most contemporary database management
systems such as Microsoft SQL Server [1, 2], MySQL [3], Oracle [4], PostgreSQL
[5]. Database administrators use various mechanisms to increase fault tolerance,
especially for mission critical database servers. High availability can be
implemented on different levels including the hardware level and the software
level. One of the most important hardware-based technique is called Redundant
Array of Independent Disks (RAID) [2, 6]. It is aimed at distributing data over
multiple disks which guarantees automatic data recovery after the occurrence of
hard disk crashes. RAID provides several techniques such as striping (RAID 0),

mirroring (RAID 1), stripping with parity (RAID 5), etc. It can be also
implemented on the software side.
The research presented in this paper concerns concepts related to
implementing high availability by using MS SQL Server AlwaysOn capabilities.
We deal with mechanisms such as AlwaysOn Failover Cluster Instances,
AlwaysOn Availability Groups, Database Mirroring, Log Shipping. The first
approach provides redundancy at the database server level. A single copy of MS
SQL Server is installed on several nodes which forms a Windows Server Failover
Clustering (WSFC) cluster. Such the copy is called a failover cluster instance
(FCI). The last three approaches act on the database level. They allow to maintain
one or more standby databases for a production database. The above mechanism
allow database administrators (DBAs) to cope with main recovery objectives:
recovery time objective (RTO) and recovery point objective (RPO). The first one
determines how long the system can be down and should be minimized.
The second one refers to the point in time in the past to which data should be
recovered in the case of failure. Implementing high availability is crucial to meet
enterprise expectations because they often require no data loss and no downtime
when the system crashes.
2. Database level high availability
There are three commonly applied mechanisms for ensuring high availability
on the database level: Log shipping, Database mirroring, AlwaysOn Availability
Groups. They provide software based failover solution by replicating data between
database servers. It is also common practice to deploy not only mechanism for a
given database. In particular, log shipping and database mirroring can act on the
same database to provide high availability and disaster recovery.
2.1. Log Shipping
In SQL Server versions prior to 2012, DBAs utilized log shipping and
database mirroring to maintain standby databases on remote servers for their
primary databases. In contrast to Always on Availability Groups, these two
approaches do not offer readable secondary databases which would be very close to
their primary counterparts. Besides Availability Groups support multiple secondary
servers to which data can be replicated in both asynchronous and synchronous
manner. Deploying log shipping involves the following steps [7, 8]:
• Switch the primary database to the full recovery model and perform its full
backup.
• Restore the full backup of the primary database on the secondary server.
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• Execute the procedure sp_add_log_shipping_primary_database on the primary
server. The procedure returns the job identifier which is responsible for backup
of the log file. DBA must schedule this job according to the recovery point
objective.
• Run sp_add_log_shipping_secondary_database on the secondary server with
parameters describing the primary server. The procedure returns two job
identifiers. The first job will copy the log backups of the primary server to the
second server. The second job will regularly restore these log backups.
• Run sp_add_log_shipping_primary_secondary_database on the primary server
providing information about the secondary server.
The secondary server can act as a report server if the log backups are restored with
the standby option on the secondary one. However such report server is available
only during the intervals between restore logs. Besides subsequent log backups
cannot be restored if there are active connections to the secondary server. It can
lead to significant differences between the primary and the secondary database. In
consequence during a failover more transaction log backups must be applied to the
secondary server before it becomes the primary server.
2.2. Database mirroring
Database mirroring [7, 9] is another mechanism for increasing database
availability. It assumes maintaining two copies of a database which are hosted by
various SQL Server instances. One instance called primary server stores a database
available for users. The other instance acts as the mirror server and accepts all the
transactions previously applied to the primary server. Database mirroring can be
implemented in two various modes: synchronous mode and asynchronous mode.
The first one called also high-safety mode assumes that transactions are committed
on the primary server once the mirror server receives and commits them. In the
second mode clients who applies transactions to the primary server do not wait for
confirmation from the mirror server. Clients receive acknowledgement only from
the primary server as soon as it sends transaction log records to the mirror server.
For that reason this mode is called high performance mode. It can result in gap
between instances especially when the primary server workload is high.
Establishing database mirroring sessions between two SQL Server instances
involves the following steps [7, 9]:
• Restore the proper backups (the most recent full and differential backups,
unbroken sequence of log backups) of the primary database on the mirror
server.
• Create an endpoint on each server instance if it does not exist.
• Configure security on each server instance (Windows based authentication or
certificate based authentication).
• Configure the primary instance and the mirror instance as partners.
465

--Restore the most recent full backup of demoDB on MSSQL02
restore database demoDB
from disk=’\\backup_server\demoDB_full_backup.bak’ with norecovery
--Restore the most recent differential backup of demoDB on MSSQL02
restore database demoDB
from disk=’\\backup_server\demoDB_diff_backup.bak’ with norecovery
--Restore the log backups taken after the most recent full backup or
--differential backup
restore database demoDB
from disk=’\\backup_server\demoDB_log_backup_1.bak’ with norecovery
...
restore database demoDB
from disk=’\\backup_server\demoDB_log_backup_n.bak’ with norecovery
--Implement security on MSSQL01 (Run in the master database)
create master key encryption by password = fhfd#kk!JkL’
create certificate MSSQL01_cert
with subject = ‘MSSQL01_ certificate’
--Create an endpoint on MSSQL01
create endpoint mirroring state=started as tcp (listenr_port=51033)
for database_mirroring (authentication = certificate MSSQL01_cert
encryption=disabled, role=all)
backup certificate MSSQL01_cert to file=’c:\cert\MSSQL01_cert.cer’;
--Copy the file MSSQL01_cert.cer from MSSQL01 to MSSQL02
--Implement security on MSSQL02 (Run in the master database)
create master key encryption by password = ‘jyr#kk!Opl’
create certificate MSSQL02_cert
with subject = ‘MSSQL02_ certificate’
--Create an endpoint on MSSQL02
create endpoint mirroring state=started as tcp (listenr_port=51033)
for database_mirroring (authentication = certificate MSSQL02_cert
encryption=disabled, role=all)
backup certificate MSSQL02_cert to file=c:\cert\MSSQL02_cert.cer’;
--Copy the file MSSQL02_cert.cer from MSSQL02 to MSSQL01
--Configure MSSQL01 for inbound connections (Run in master)
create login MSSQL02_login with password = fgfsGv#!h’;
create user MSSQL02_user from login MSSQL02_login;
create certificate MSSQL02_cert authorization MSSQL02_user
from file = ‘c:\cert\MSQL02_cert.cer’;
grant connect on endpoint::mirroring to MSSQL02_user;
--Configure MSSQL02 for inbound connections (Run in maste)
create login MSSQL01_login with password = fjdOGv#!h’;
create user MSSQL01_user from login MSSQL01_login;
create certificate MSSQL01_cert authorization MSSQL01_user
from file = ‘c:\cert\MSQL01_cert.cer’;
--Configure the mirroring partners
--Run on MSSQL02 and MSSQL01 correspondingly
alter database demoDB set partner = ‘TCP://MSSQL01:51033’;
alter database demoDB set partner = ‘TCP://MSSQL02:51033’;

Figure 1. Implementing database mirroring

466

For instance, it is assumed that the primary and secondary servers are called
MSSQL01 and MSSQL02, respectively, and the database is called demoDB. Then
Fig. 1 presents the T-SQL code which is adequate to establish database mirroring
session.
Database mirroring supports also automatic failover if the following conditions are
satisfied:
• It is configured in the high-safety mode.
• It involves a third SQL Server instance called witness.
2.3. Always on Availability Groups
Availability Groups have been introduced in SQL Server 2012 [2]. An
availability group consists of a set of user databases (called primary replica) and
one to four corresponding secondary replicas. Replicas are hosted by SQL Server
instances which are installed on the Windows Server Failover Clustering (WSFC)
cluster nodes. Each instance can be Failover Cluster Instance (FCI) or non-FCI.
Hence implementing a WSFC cluster is crucial for deploying AlwaysOn
Availability Groups. The general architecture is presented in Fig. 2.

Figure 2. Architecture of AlwaysOn Availability Groups

Transactions applied to the primary replica are sent to each secondary replica.
Each secondary database is synchronized individually with each primary database.
One of secondary replicas is usually configured to accept read only connection to
its databases. Backup operations of databases stored in secondary replicas are also
supported.
The following steps are required to configure an AlwaysOn Availability Group [10]:
• Enable the AlwaysOn Availability Groups feature on each server instance
(it can be done using PowerShell command: Enable-SqlAlwaysOn -Path
SQLSERVER:\SQL\Computer_Name\Instance_Name).
• Create and configure an availability group listener.
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• Connect to an instance which is dedicated to host a primary replica and create
an availability group.
• Join a secondary replica to the availability group.
• Prepare each secondary database by restoring the proper backups of the
databases belonging to the primary replica.
• Initialize data synchronization by adding secondary databases to the availability
group.
3. Implementing SQL Server AlwaysOn Failover Cluster Instances
The approach is based on a Windows Server Failover Clustering (WSFC)
cluster [11]. Such the cluster consists of several independent servers called nodes
which work together to ensure availability of the MS SQL Server instance after a
crash. Cluster nodes can be physical or virtual servers. The cluster configuration
steps are the same both for physical and virtual nodes. We have implemented our
prototype on the Windows Server 2012 with the Hyper-V role enabled. It involves
the following components:
• Windows Server 2012 domain controller (cluster nodes belong to the same
Active Directory domain).
• Shared storage - it is implemented using the Microsoft iSCSI Target service.
• Two cluster nodes with Windows Server 2012.
3.1. Creating Domain Controller
Microsoft Active Directory Domain Services are the most important
component of any networks built on Windows server operating systems. They act
as storage systems for network objects such as services, computers, users, printers,
etc. A domain controller is a Windows server with Active Directory Domain
Services (AD DS) installed. It deals with authentication and authorization requests
within a Windows Server domain. The following steps are required to create and
configure a domain controller:
• Create a new virtual machine with Windows Server 2012.
• Assign a network adapter with IP address 172.20.0.10 to this server – it allows
clients connect to the cluster.
• Install the Active Directory Domain Services server role.
• Promote the server to a domain controller (We set the root domain name to
wmii.pl).
• Create a domain account (called wmii\clu_admin) with the proper permissions
to manage the cluster under this security context.
• Create two standard domain accounts (called wmii\sql_srv and wmii\sql_agent)
for MS SQL Server services.
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3.2. Creating iSCSI Target Server
iSCSI stands for Internet Small Computer System Interface. It allows servers
to connect to a remote storage systems through a network. Targets are logical
entities which involve logical unit numbers (LUNs) created on iSCSI devices. Each
target has an IP address and some security settings. Servers use iSCSI initiators to
communicate with LUNs assigned to targets. The following steps are required to
create and configure an iSCSI target server and its clients:
• Create a new virtual machine with Windows Server 2012 (The server is called
target).
• Join the target server to the wmii.pl domain.
• Assign a network adapter with IP address 172.20.1.10 to this server – it allows
servers connect to the remote storage system.
• Install the iSCSI Target Server role.
• Create a new iSCSI target which contains the virtual hard disk to store MS SQL
Server database files.
3.3. Creating cluster nodes
The following steps are required to create and configure the first cluster node
(The second node should be configured in analogous manner):
• Create a new virtual machine with Windows Server 2012 (The server is called
node1)
• Assign three network adapters to this server (Network adapter 1: 172.20.0.20,
Network adapter 2: 172.20.1.20 – this network is dedicated for communication
with the iSCSI target server, Network adapter 3: 172.20.2.20 – the heartbeat
signal between nodes is sent using this network adapter)
• Join the node1 server to the wmii.pl domain.
• Run iSCSI Initiator and configure the connection to the iSCSI Target server
hosted on target.wmii.pl
• Initialize the disk (bring it online and create a single partition)
• Install the Failover Clustering feature on the node1.wmii.pl server.
• Run Failover Cluster Manager and create a cluster consisting of two nodes
(node1.wmii.pl and node2.wmii.pl)
• Provide the cluster name (mssql_cluster) and the IP address for it
(172.20.0.100)
• Change quorum configuration from Node and Disk Majority to Node and File
Share Majority
• Create a shared folder called mssql_cluster on target.wmii.pl and assign the
proper share and NTFS permissions to it
• Configure a file share witness in Failover Cluster Manager for
mssql_cluster.wmii.pl
• Provide the file share path (\\target\mssql_cluster).
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The cluster architecture is presented in Fig. 3.

Figure 3. Architecture of a Windows Server Failover Clustering cluster

3.4. MS SQL Server Failover Cluster Installation
The following steps are required to install a SQL Server failover cluster:
• Run SQL Server Installation Center on node1.wmii.pl.
• Choose New SQL Server failover cluster installation.
• Install Database Engine Services and Management Tools.
• Set service account for the database engine service to wmii\sql_srv.
• Set service account for the agent service to wmii\sql_agent.
• Set network name for the MS SQL Server instance to mssql and set its IP
address to 172.20.0.80.
• Run SQL Server Setup on node2.wmii.pl and choose Add node to a SQL Server
failover cluster.
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4. Conclusions
In this paper we have presented the overview of the high availability solutions
for MS SQL Server. Mechanisms such as AlwaysOn Failover Cluster Instances,
AlwaysOn Availability Groups, Database mirroring, Log shipping have been
implemented and verified in our prototype environment based on a Windows
Server Failover Clustering cluster. Log shipping and database mirroring provide
high availability only at the database level. They have to be implemented
separately for each database. In most cases a DBA work is required to make a
secondary server available for user connections. Besides these techniques often
require transferring logins and the passwords between MS SQL Server instances.
Besides some data loss is possible in the case of failure. Database mirroring allows
to eliminate such situations if its session is configured in the high safety mode. It
can deteriorate performance because users receive conformations from the
principal server if their transactions are committed on both partners. Database
mirroring support automatic failover if its session involves the third server called
witness and is configured in the synchronous mode. It is worth emphasizing that
Database mirroring and Log shipping do not require shared storage and heart beat
network. They are not based on a WSFC cluster.
AlwaysOn Availability Groups also implement high availability on the
database level. The fact that an availability group can involve several databases is
what gives it the advantage over database mirroring. Besides AlwaysOn
Availability Groups support up to five availability replicas (one primary replica
and one to four corresponding secondary replica). Each secondary replica can be
configured to accept read only connections. In contrast to database mirroring
availability replicas must be implemented in MS SQL Server instances which are
stored on the cluster nodes. AlwaysOn Availabilty Groups provide three types of
failover: automatic, manual and forced (with possible data loss). Automatic
failover does not require the witness server like in case of a database mirroring
session. Besides availability groups provide encryption and compression
capabilities. Backups of secondary database are also supported.
AlwaysOn Failover Cluster Instances guarantee protection at the instance
level. Failover is performed automatically in the case of hardware failures,
operating system failures, services failures, etc. In contrast to the above solutions
no configuration of clients and application is required during a failure. However
FCI requires shared storage which can be implemented using iSCSI, Fibre
Channel, server message block (SMB) file shares.
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In the recent years, one can observe the increase in the number of malicious
software (malware) samples analyzed by the antivirus companies. One explanation is
associated with attacker's antivirus systems hider tactic, which modifies hostile
programs form, without changing it functionality. In effect, the first step of analysis is
associated with the check if a given sample is a new threat or modification of existing.
Very often such simple test can be performed automatically by dedicated information
system. Paper describes information system, which allows dynamic analysis of
malicious sample. Presented system was developed and deployed in the Institute of
Computer Science, Warsaw University of Technology. During performed security
research concerning ransomware threats system proves its usefulness. Additionally,
the system become a knowledge base of known malware recently analyzed by our
security team.
Keywords: malware, ransomware, dynamic analysis, expert system

1. Introduction
Today, the first step of analysis is associated with the check if a given sample
is a new threat or modification of existing. Malicious samples can be analyzed
using one of two methods - static or dynamic analysis. In the first one, analyzed
sample is manually decompiled and dissembled. In effect person, who performs
analysis, poses assembler code of the whole program. Using these instructions,
analyst can manually reconstruct what actions perform malicious software. This is

not an easy task, due to the complexity of modern malicious software and
intentionally introduced by the attacker parts of code, which disable modern
software used for reverse engineering. For example, some assembler instruction in
malicious program can jump into middle of other instruction - such program works;
however disassembler did not properly decode further part of the code. On the
other hand, analyst can perform dynamic analysis. In this kind of analysis
malicious sample is executed in controlled environment and its activity is observed.
This type of analysis is faster; however some malware functionalities can be
omitted. Due to our previous experience with this kind of analysis and rapid rise of
number of gathered samples, we decided to use the dynamic approach. However,
even dynamic analysis of such number of samples without dedicated support
software becomes almost impossible. For example, during analysis of CryptoWall
ransomware family we gathered more than three hundreds of samples. The most
important information found during analysis concerns detection of Command and
Control Servers (C&C servers). Shortly number of such machines rise over one
thousand. Due to this fact we have decided to develop and deploy in the network
of the Institute of Computer Science, Warsaw University of Technology dedicated
system which supports our work. The system allows automatic dynamic analysis of
new samples and initial analysis of used by tested samples Command and Control
servers. The system was called ARTA (Automatic Ransomware Traffic Analyzer).
To easy work system has Web interface which allows addition of new samples and
search in all gathered data. The first weeks of work with ARTA system shows that
it becomes a knowledge base concerning analyzed malware samples.
The paper is organized as follows. The next section introduces currently most
active malicious type called ransomware. This kind of malware locks victim's
computer and demand some money for enabling access. The third section describes
ARTA system in details. The fourth section presents preliminary results of
dynamic analysis concerning CryptoWall 3.0 ransomware. The last, fifth section
contains conclusions.
2. Ransomware malware
In the last decade the main motive of attackers' actions is associated with
money. In the previous years the most precious treasures are credit cards numbers
or data used for accessing to e-banking systems. However, it is worth mentioning
that as a reaction to these threats from, financial organizations made such attacks
harder. From the last few years, more and more popular are attacks that lock
victim's computers and demand some ransom for enabling access to the infected
machines. Due to fact of ransom request malware used during these attacks is
called ransomware. Reports prepared by antivirus companies' show huge increase
in this kind of attacks in the last two years. For example, McAfee shows that only
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in the first quarter of the 2015 year, the number of observed ransmoware samples
rose by 165% [1]. Symantec shows even more horrific data, accordingly to its
report number of ransomware which encrypts files in the hard drive rise almost 45
times, from 8274 samples observed in 2013 to the 373342 in 2014 [2].
The first generation of ransomware only locks access to the computer,
preventing logging to the machine. For skilled users these threats can be easily
overcome. In the most severe cases full system reinstallation is needed; however,
all user's data stored in the infected machine can be restored. Due to this fact,
shortly second generation of ransomware will become popular which works in
more hostile fashion. In this generation malware encrypts various types of files
associated with user precious data generated by, for example, word processor,
spreadsheet or game - yes, some ransomware encrypts games' saves files. As such
program in most cases uses modern encryption algorithms, like AES (Advance
Encryption System), the decryption without key is almost impossible. The first
examples of this new generation utilize symmetric-key algorithms, which use the
same key for encryption as well decryption. In effect, this key can be extracted
from poor implementation of the malware (key was not deleted after encryption of
the whole data) or during its transfer from victim to the attacker. However, the
most sophisticated ransomware family called CryptoWall 3.0, which appears at the
beginning of the 2015 starts using asymmetric-key encryption algorithm. Such
algorithm uses two separate keys: public used for encryption and private used for
decryption. In this situation both keys are generated somewhere in the Internet and
only public key used for encryption of users' data is transferred to the infected
machine. Private key used for decryption newer appears in the victims' machines.
Considering that this malware uses 2048 bit RSA asymmetric-key algorithm,
decryption of victim's data without private key is unfortunately impossible.
Detailed analysis of various ransomware families can be found in [3].
At the end of March 2015 our security group clean infected machine in the
Institute of Computer Science. Gathered from victim's machine CryptoWall 3.0
sample was examined using dynamic analysis. Performed analysis reveals very
interesting behavior concerning network activity of the ransomware. After
infection the sample contacts attacker's Command and Control server using list of
prior infected Web servers. We called this kind of Web server a CryptoWall proxy.
What should be emphasized, these servers are innocent victims, too. A few
analyzed samples show that these proxies' lists contain many infected servers, and
are centrally managed by attackers. Detailed description of this network activity
and results from initial analysis can be found in [4]. During continuation of this
research many samples of CryptoWall family are soon gathered. Manual analysis
of all samples soon became almost impossible. We decided to develop and deploy
automatic system which can support our research. The ARTA system is a result of
this work.

475

3. ARTA system
The most important and interesting results gained from dynamic analysis of
gathered CryptoWall 3.0 samples are connected to CryptoWall proxy servers list.
The initial research shows, that attacker prepares a list of previously compromised
Web servers and uses it for a while in several distinct variants of malware. When
the numbers of active proxy servers, these which still are not cleaned by
administrator, fall below some level, the attacker starts using the new list. As was
described in the previous chapter, soon the number of analyzed samples increased
and its' manual analysis became almost impossible. The importance of reviled from
dynamic analysis data and huge numbers of new samples lead to the development
of support system called ARTA. The system combines various systems developed
and deployed in the network of Institute of Computer Science, for example,
Maltester and WebHP. The ARTA system not only uses other security systems for
automation of analysis process, but also contains Web interface enabling easy
management and access to gathered data. The first observations from work with
ARTA system prove that it supports the analyst. The usage of the system decreases
analysis of single sample from about ten minutes to less than three minutes.
Moreover, it shortly becomes main knowledge base and source of all information
concerning analyzed malware samples in our security team.
Dynamic analysis of malware sample is performed using, deployed in the
network of Institute of Computer Science, Maltester environment. The Maltester
system allows execution of malicious samples using a clean virtual machine in
controlled environment that protects other network users. Moreover, after
preconfigured time execution is automatically stopped and machine is investigated,
for example, for downloaded malicious executables. More details concerning
Maltester environment can be found in [4]. During manual analysis, ransomware
samples are passed to the Maltester system using dedicated management software
from command line interface. ARTA system directly contacts Maltester using
dedicated XML-RPC interface. The analyst simply adds new sample in Web
interface, and results are provided in less than three minutes, where two minutes
are used for execution of analyzed sample.
When samples are analyzed manually all traffic related to the DNS service,
which is used for resolving human readable names to the IP address used in
Internet, was forwarded to custom DNS server. This server records all queries, and
responds that domain is unknown. This behavior leads analyzed sample to try all
proxy servers contained in hardcoded proxies list. Gathered from the custom DNS
logs contains server list. Further the list was manually sorted and compared to the
previous ones. ARTA system automates this process as well. Custom DNS server
is used, but instead blocking of all queries, it forwards traffic to our dedicated Web
HoneyPot called WebHP [5, 6]. The WebHP system records all details concerning
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received connections and stores them in the data base. Simple python script
extracts all used by the analyzed sample domains, sorts them and compare results
with previously analyzed samples. In effect ARTA system gives to the analyst
information whether this sample uses new or previously observed list of
CryptoWall proxy servers.
All accesses to the data base and executions of external programs are hidden
from the analyst, which interacts with the ARTA system using dedicated Web
interface. Web interface is used for management of analysis processes and access
to the results. It is implemented using Python language and Django framework.
Figure 1 presents sample screen of ARTA system concerning detected CryptoWall
proxy lists.

Figure 1. Sample screen of ARTA system - detected CryptoWall proxy lists

Developed interface is interactive; where it is possible presented data are
connected using hyperlinks to other views. For example, in the view from figure 1
presenting CryptoWall proxy servers' list user can simply navigate to another view
containing list of URLs or samples associated with particular name. All this
actions can be simply accessed by ne click using appropriate hyperlinks. As first
experiences shows, this simple solution eases further analytical work which uses
results from previous analyses.
Figure 2 presents all previously described elements which in cooperation
forms ARTA system. All elements are installed on five dedicated virtual machines
running in one physical machines controlled by the Xen hypervisor. For security
purposes, two virtual networks which connects all elements are introduces. The
first one contains potentially hostile traffic generated by infected machine. This
traffic is recorded for further analysis and firewalled before forwarded to the
Internet. The second network is used for the management of analysis process.
Using this network analyst access Web interface if the ARTA system.
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Figure 2. Network infrastructure used by the ARTA system

4. First results
The ARTA system was developed and deployed due to the increase in number
of malicious samples makes manual analysis almost impossible. As soon as
prototype was implemented our analysis are supported by it and first feedbacks
from analyst introduced some project changes and improvements. Following
paragraph contains some numbers concerning performed automatic analysis.
Using ARTA system 332 samples of CryptoWall 3.0 ransomware from
February 2015 to the middle of November 2015 are analyzed. Samples are
gathered from freely available sources [7, 8]. Analysis reveals usage of 1397
unique URLs in 1356 distinct domains. Forty five distinct CryptoWall proxy list
are detected. Table 1 presents automatically gathered information concerning 27
detected proxy lists, which are used by at least five analyzed samples. What should
be emphasized these data is directly accessed from ARTA Web interface (compare
Figure 1).
The usage of Web interface which enables interactive access speed up further
analysis which are based on automatically gathered data from dynamic analysis.
Using ARTA system and analyst knowledge some new, before unknown facts
concerning CryptoWall 3.0 activity was discovered. The first behavior is associated
with re-usage of CryptoWall proxies in various lists. Research shows that in most
cases addresses is used only once. From 1397 URLs 1119 URLs are used only
once and only 31 are used more than twice. Additional investigation shows that in
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most cases these reused addresses are associated with servers that probably have
poor management and are not cleaned for longer period of time.
Table 1. Automatically gathered from ARTA system information concerning
CryptoWall 3.0 proxy lists (list name, number of URLs contained in list
and number of samples which uses this list)

cryptowall542

URL-s
no.
37

Samples
no.
25

cryptowall565

URL-s
no.
32

Samples
no.
9

cryptowall41

25

22

cryptowall10

43

8

cryptowall28

51

19

cryptowall25

53

8

cryptowall511

39

16

cryptowall06

33

7

cryptowall08

67

15

cryptowall79

37

7

cryptowall527

29

15

cryptowall48

43

6

cryptowall17

41

14

cryptowall72

43

6

cryptowall101

58

13

cryptowall85

49

6

cryptowall03

36

12

cryptowall89

58

6

cryptowall22

41

12

cryptowall15

40

5

cryptowall47

36

12

cryptowall57

40

5

cryptowall04

29

10

cryptowall579

28

5

cryptowall601

41

10

cryptowall596

23

5

cryptowall02

24

9

List name

List name

The second discovered behavior shows some changes in attackers' tactic.
From the beginning of this threat, the activity in compromised server used later as
CryptoWall 3.0 proxy hostile script was placed only once. But at the end of
October 2015 we observed that the same server hosts more than one hostile script.
Currently, this activity concerns minority of URLs but a new trend was observed.
In most cases one CryptoWall proxy list contains few doubled URLs, however one
of observed domain have hostile script in five distinct places. This trend was
detected by one of analyst during periodic manual scan of recently discovered
proxy lists.
5. Conclusions
The ARTA system was developed due to limitations of pure manual analysis
caused by increase number of malware samples. Usage of the ARTA prototype
shows system usefulness. The main advantage from usage of the ARTA system
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was a decrease in time spends by the analysts for sample analysis. Previously
utilized manual analysis takes about ten minutes per sample, using ARTA system
analysis is performed automatically and takes no longer than three minutes. The
second big advantage of the ARTA system was associated with Web interface
which ease access to full analysis results. Usage of interactive views which are
connected one to other using hyperlinks is very beneficial. The analyst can change
one view to another associated with presented data just after one click, for
example, from samples list he or she can go directly to detailed information
concerning interesting one. Shortly after deployment of the ARTA prototype it
become a knowledge base of all analyzed to date samples and theirs features.
Search functionality enabled in the ARTA system allows easy access to interesting
information. For example, when some pieces of information concerning
CryptoWall 3.0 activity are founded in the Internet, a quick search for sample hash
or used domains gives clues if this sample was analyzed by our security team. The
last observation from works with ARTA systems shows that this kind of system is
a good approach to automation of analyst work. It is planned to be improved and
enhanced in the future.
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EXTENDING ICINGA MONITORING CAPABILITIES
PIOTR GAWKOWSKI
Institute of Computer Science, Warsaw University of Technology (WUT)

Nagios and Icinga are very popular IT infrastructure monitoring systems. Several
commercial systems are also based on or evaluated from them. The paper presents
the experiences with Icinga in the Institute of Computer Science WUT. Practical usage revealed some system shortages related to many worthless plugins, configuration problems and the Icinga modules itself. They are addressed in this paper by
some extensions developed towards deeper diagnostic analysis of the monitored systems and mobile and Internet of Things systems monitoring support.
Keywords: dependability, monitoring, diagnostics, Icinga, Nagios, Internet of Things

1. Introduction
The companies’ IT infrastructure is constantly growing. Despite of huge step
forward in performance every few years, the complexity of the systems, especially
in the software domain is bigger and bigger. Virtualization, among other advantages, was supposed to simplify IT resource management. However, having
new possibilities, users tend to utilize them. As a result, the number of deployed
systems and complexity of interconnections between them is much higher than
several years ago. Along with that, users are more and more attracted by possibilities to use mobile devices, like smartphones and tablets. Bring Your Own Devices
(BYOD) vision become a reality – companies widely use mobile devices. Here
arises the problem of monitoring not only the static but also mobile infrastructure.
Its specificity rest in a power source and connectivity: temporal unavailability in

the company network is normal. However, the devices should be somehow monitored toward their dependability and usage profile monitoring.
In recent years the Internet of Things (IoT) concept is more and more popular.
A plenty of IoT-dedicated solutions are available on the market. At the same time,
the number of interconnected systems at homes become quite high. Due to their
Internet connectivity and interoperability with various flavors of cloud solutions
their security and dependability (e.g. reliability, safety, data availability) are hot
topics. The manageability problem in this case is usually omitted as (it has to be
stressed that) the most of home users are not even aware of the possible problems
[1]. As the home infrastructure becomes quite complex, that is surely a challenge
for the next years.
Monitoring the IT infrastructure has several advantages. First of all the owner
is aware how the systems are utilized – he can, for instance, move virtual appliances between hardware nodes to balance and optimize performance, estimate and
predict resources for projects in a future and plan the necessary purchases. Secondly, the monitoring can give hard evidence of temporal system misbehavior. Such
situations were faced several times in the Institute of Computer Science: providing
raw measurements of service quality proved users complains and pushed administrators to look for problem origins (see Fig. 1). In top of the figure there is a oneyear overview of the ping response for one of our Institute’s server. As can be seen,
starting from the August many intermittent disturbances were caught by the Icinga.
Problems were significantly escalated in September. In practice, users were complaining about the temporary communication problems. The lower graph focuses
on the interesting time period. Identification of the exact time helped administrators
to point the failing router that was installed at that time.

Figure 1. Ping response characteristics for Institutes server over the one year (top graph)
and selected period (lower graph)

482

Finally, correlation of events, service quality measurements and system related diagnostic info (e.g. performance data, error logs) can help to detect, diagnose
and point the problem origins. However, that requires online monitoring on the
monitored node and availability of the diagnostic data for the long term in monitoring system. Complex analysis of the system state has to be made on the monitored
node to detect local anomalies but the long term historical data is necessary to allow analysis of correlated anomalies across all the IT infrastructure.
The paper discusses the above mentioned problems on the basis of practical
experience of using Icinga monitoring system in the Institute of Computer Science
of Warsaw University of Technology. The paper is organized as follow: the next
section presents an overview of the Icinga monitoring system. Its advantages and
drawbacks are discussed. Section 3 focuses on some important problems identified
in practice. Some solutions towards mobile device monitoring are presented in
Section 4 while complex Windows diagnostic concept is described in Section 5.
The paper concludes in Section 6.
2. Icinga overview
Icinga was introduced in 2009 as a fork of the Nagios system. Comparing to
its predecessor, it has several functional improvements and architectural advantages. All the plugins developed for the Nagios are also compatible with Icinga,
so, at the project startup the set of covered monitoring functionality was already
huge. The basic concept of monitoring is the same as in Nagios.
Icinga web interface is developed in more contemporary technology (it uses
AJAX) than Nagios. The user security model is more sophisticated: users can be
limited to specific systems and services and take only particular kind of administrative actions. These polices are defined at the web application level. Also the way of
communication between the monitoring core and the web interface has changed: it
is not a file but the abstraction layer – now the monitoring core can be placed independent on physically different machine than the web interface. The data is kept in
the autonomous database that can also be placed on dedicated machine. For now,
the supported database engines are MySQL, PostgreSQL, and Oracle.
Architectural changes described so far has led to modular system. Moreover,
the number of monitoring cores is no longer limited to one. In very large and complex network configurations it is now possible to place several monitoring core
modules in distributed manner as well as with redundancy (high availability clusters) [3]. In effect, even a large number of monitored systems or global scale companies with many branch offices over the world can be covered easily by several
independent core modules.
The main Icinga module is its Core responsible for processing data about systems and services. These data can be collected in active or passive way. Active
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checks are implemented by periodic execution of check commands defined in the
configuration file for a given system or service. Usually, such command can be
simply the execution of an application (an Icinga monitoring plugin) with specific
arguments. In passive mode the external system can report asynchronously its state
using so-called external-command file of the Icinga (actually it is a named pipe).
The remote system or service can be checked actively through the NRPE (Nagios
Remote Plugin Executor) service installed on the target machine or passively with
NSCA service (see Fig. 2).

Figure 2. Active and passive checks of remote system/service. Source: [3]

As a part of the check command any application or a script execution can be
invoked, however, they should keep the guidelines for plugin development given
in [3]. There are three kind of data passed from the plugin to the Icinga Core:
• Exit code of the plugin provides general system/service status (i.e. OK, WARNING, CRITICAL, UNKNOWN, UP, DOWN),
• Text data – minimum single line of text should be sent to the standard output of
the plugin:
o The first part (before the | character - 0x7C ASCII code) should be humanreadable description of the system/service state
o The second, optional part (after | character) is so-called performance data
in a format of key=value pairs.
The performance data part, although optional, is crucial in the light of the previously
mentioned diagnostics and historical data analysis because the Icinga Web module
(default user interface) presents only the current state and the changes of the system/service state in history (when the state changed). Moreover, the user will not
know how the system/service behaved during unacceptable state (i.e. CRITICAL).

484

Fortunately, the Icinga provides a mechanism to export (in real-time) the obtained performance data for external (from Icinga point of view), additional processing. At the same time, the Icinga Web can also be extended with modules. One
of the most useful is inGraph [5]. As its name suggests, it is basically module for
reporting in the form of sophisticated graphs (user can define graph templates,
customize views, etc.). However, it collects the performance data in a separate
database through the ingraph-collector service. In this way, the Icinga user can
analyze the historical performance data. inGraph is not perfect: the presented data
while changing the time window scale (e.g. from one week to one month) is somehow aggregated and averaged – depending on the type of the data it can be misleading for the user. Some information, important for diagnostic analyses, can be
missed in different views. There is no possibility to present on a single graph or a
timeline both: status changes and the performance data.
Both, active and passive checks have some drawbacks. Active checks are in
fact periodic samples executed typically every ten minutes. If the check result is
not OK then the check is repeated several times (usually ten) more frequently (every minute or seconds – depending on the configuration for a given system or service). If the system/service state is still not ok then the frequent checks are not
made any more and the item’s state is considered as permanently bad. As a result,
the user will see in the item’s state history only the state from the frequent checks.
The next item’s state available for him will be the one obtained after the item’s
state change. Another issue is that in periodic sampling any potentially interesting
for the user situations will not be caught. Most of the transient fluctuations will
most likely to occur just between the checks. From the diagnostic point of view
more suitable are passive checks – online and continuous monitoring module of the
target system/service will report the issues as they occur. However, the NSCA service has some major drawbacks (discussed in Section 3).
The check command concept is very simple but powerful. The user can use
various ways to check the target system or a service. Checking plugin can use
agentless checking with the built-in services in the target system, like:
• Inteligent Platform Management Protocol (IPMI) to get information out of the
Baseboard Management Controller (BMC) of the system board (sensors providing measures like temperatures, voltages, fan speeds, and system events – system boot events, hardware errors, etc.),
• Simple Network Management Protocol (SNMP) – giving the access to tree-like
structure (MIB – Management Information Base) of system parameters and
control fields,
• Windows Management Instrumentation (WMI) – a set of protocols and extensions providing an operating system interface implementing Web-Based Enterprise Management (WBEM) and Common Information Model (CIM) standards
– it allows to manage (locally and remotely) Windows resources (hardware –
like network adapters, physical devices, sensors – and software, like processes,
opened files, etc.),
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• Target service specific protocols – by measuring the time needed to communicate with the service, e.g. ping. DNS, Active Directory, HTTP, SMTP, IMAP,
SSH responses.
Checking plugin can also use on-target agents to gather data unavailable in other
ways (like S.M.A.R.T. data for hard drives, status of backups, application specific
data etc.). Regardless to the way the check is implemented, each method inherits its
drawbacks, like security issues, configuration problems or just inchoate set of data
to describe complex system state. Some of them are discussed in Section 3. Despite
of that, it is worth noting that the whole Icinga software is free and still in development. So, there is still a lot of work to be done. Nevertheless, with a good will
end little effort it is a very powerful and useful system.
3. Practical problems
There is a huge number of checking plugins developed for the Nagios and
Icinga. As for the 22nd of October 2015 the official Icinga plugin site [11] reported
573 plugins. However, it has to be stressed that most of them are very trivial (like
checking the free file system space or operating memory) or simply low quality
plugins. There is a plenty of plugins covering the same functional checking. That
might confuse a new Icinga user. Most of plugins reports only single aspect of the
monitored system – that is useless in further dependability analysis and identification of unwanted system behaviors. For example, if the system is used as a testing
platform in software development companies it is not bad if the system’s CPU
utilization goes high as the testing goes on. There are many usage scenarios in
which it is even desired to have maximum CPU load at some instants while at the
others CPU load should be very low. Analyzing only single property is not enough
for such systems. So, more sophisticated plugins are needed. They should be convergent: observe many different aspects of the system to decide wherever the current state is or not a critical or correct. Moreover, plugins can report only a coarse
class of the system/service state (see Section 2). There is no workaround to extend.
The other problem is necessity of manual configuration of the check commands. Sometimes, for some different system instances the one has to exclude
some parameters. We faced that in the case of IPMI plugin. On some of our systems the BMC reported failed fans while these fans are simply not existing – however, the BMC cannot be reconfigured to omit them.
Check command can provide some performance data but the size of it is limited to 8KiB. In some cases it is not enough – for instance, to report system
memory dumps. That means limited capabilities for further analysis.
One of the most important aspect of checking plugins is their security and
how they can affect the dependability and security in particular of the whole infra-
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structure. The one has to be aware that accessing remotely a system or a service the
network ports and particular protocols are opened. For instance, Supermicro BMC
firmware bug lets anyone to download PSBlock file with BMC user names and
their passwords in plain text [4]. So, deciding to use some protocols or plugins it
has to be well prepared in the infrastructure. Dependability is another issue – for
instance, IPMI on many systems is not perfectly implemented. From time to time,
checking some systems’ state through the IPMI reports “unknown user”, “BMC
busy” or simply timeouts without any reasons.
Another security issue concerns the NSCA module. Its security model is very
poor. The communication with the reporting agents is encrypted with symmetrical
cypher but there is no other authentication of the reporting agent beside knowing
the encryption key. The key is calculated basing on the shared password written in
the configuration file. Revealing that password compromise the whole infrastructure. It is important, as there is no control if the reporting agent sends the data for
the host it is running on – it can report any data for any host or service. moreover,
in the communication protocol there is no acknowledgement of the sent data –
reporting agent simply sends the data and is not informed if they were accepted by
the Icinga.
In the light of mobile device monitoring the most important disadvantage is
improper handling of the timestamps for passively reported data. NSCA assigns the
timestamp from the instant of data delivery by remote host – not the timestamp of
data creation. In effect, the data is wrongly placed in the time series. The NSCA
simply does not properly handle historical, off-line buffered data. This is the main
motivation for implementing our own, new version of NSCA module (presented in
Section 4).
Finally, Icinga and its extensions present only collected information. Unfortunately, there is no information about periods of unavailability. User will not see
any messages about periods during which no data was reported about monitored
system or service. Moreover, there are no extensions to correlate event-driven data
with performance ones nor modules to collect workstations’ users remarks about
noticed problems. We addressed this issue in a prototype of FEETS system presented in [6].
4. Mobile device monitoring
Monitoring mobile device we face the problem of its temporal unavailability
in company intranet. The device can temporarily be unreachable for the Icinga
instance as the device can be used in the field, for instance, during the user’s journey through the subway, disconnected from the network or simply out of company
network. However, we are interested in collecting the device performance and
events despite its temporal connectivity issues. That means, the monitoring performed on the mobile device should be locally buffered till the Icinga connectivity
restoration. As the resources available on the device (IoT device, smartphone, tab-
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let etc.) are usually limited and the connection time window might be very narrow,
in many cases it would be reasonable to carefully filter the buffered data to be reported or preprocess them (e.g. aggregate some collected data). Such approach is
not reasonable only for mobile devices – for instance, if the workstation loose network connection, the one is still interested in how the workstation behaved during
that time.
To solve these problems the new version of the NSCA module was developed
as part of the diploma work [7]. The solution proposed there introduced a new protocol to communicate with the remote agent. This protocol supports authentication
of the monitoring nodes, asymmetric cryptography that solves the problem of system comprising by getting the shared key. At the same time, the new NSCA module can verify if the contacting agent is allowed to report the data from the specific
system and given service. The asymmetric algorithm is used only to set the symmetric key for the current session. That saves the resources in further communication (important in mobile devices). The whole data is validated for integrity using
SHA2 function and packets acknowledged. The timestamp provided by the agent
with the performance data is now correctly passed to the Icinga – it is the only parameter that orders the performance data in the timeline, no matter what is the order of the sent data as it was in the original NSCA implementation. As a result, the
most valuable information (about the most recent state of the device) can be sent
first to the Icinga while the locally buffered historical data can be sent later.
In [8] the monitoring agent for Android devices is presented that uses new
NSCA module. Figure 3 presents exemplary graphs (made in inGraph) of the battery life in the Android phone and the strength of the Wi-Fi signal.

Figure 3. Android phone battery and Wi-Fi signal levels over the time. Source: [7]
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5. Complex monitoring of Windows systems
Microsoft Windows operating system family offers a very rich set of performance, event and diagnostic data. Unfortunately, there is no Icinga plugin which
would cover complex analysis scenarios towards workstation diagnosis. In [10] the
DiMAS system was introduced which was dedicated to collect hard disks
S.M.A.R.T. attributes from the Institute’s workstations. In [6] the architecture of
the complex monitoring system was proposed. It supposes to process convergent
analysis of the system state, detect anomalies, and collect user notes.
The unique concept of the on-line monitoring and diagnostics, suitable for Icinga, can use on-line system performance analysis (i.e. Windows performance
counters) as shown in Fig. 4. To limit the reported data amount, the on-site analysis
can do fine-grained system checking. The performance counters can be easily recalculated for different periods. If no anomaly is detected for a coarse period only
the coarse performance data will be sent to the Icinga (marked as longer green arrows). However, the fine-grained data is buffered locally for at least one coarse
period. In case of any anomaly detection the buffered performance data can be
reported (from the buffer) with higher (fine-grained) frequency back to the depth of
the buffer. That will hopefully store more detailed data from the instant of anomaly
occurrence. Moreover, a deeper diagnostic procedure is initiated.

Figure 4. Fine and coarse grained performance data analysis and system
diagnostic concept

All the contemporary Windows editions (at least from the Vista edition) provide sophisticated analytical module built-into the performance monitor tool (perfmon). Beside the well-known performance monitoring the sets of data to be collected can be defined. Two of them are already defined – one of them is “System
Performance”. It collects NT Kernel events and some vital performance counters.
Data collection can be initiated manually, scheduled or invoked from the command
line. Gathering of data lasts for a predefined time (in this case for one minute).
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After that the data analysis is automatically made and synthetic report generated.
The report is in a HTML and XML files. It consists many useful information
hard to obtain other way. For example, the set of presented data consists (but not
limited to):
• The most CPU intensive process, service
• The most disk intensive process and file operation
• The most network intensive process, interface and connection
• CPU, disk, memory, and network loads
Such rich set of information can help to identify the problems and bottlenecks in
the system, so, it would be good to allow workstation users to initiate such analysis
on demand. However, the size of the collected data as well as the size of the final
report is bigger than the limit of the Icinga’s plugin. So, to collect such data in
Icinga more complex changes must be done (i.e. downloading and storing reports,
integrate access to these reports in the Icinga web interface). The work is in progress right now as an engineering diploma project. However, similar functionality
is already implemented as a prototype of proprietary monitoring system [9].
6. Conclusion
Contemporary operating systems have many built-in diagnostic utilities. It is
obvious that single parameter is not the right way of system state characterization.
Unfortunately, most of the monitoring systems, especially from the free-software
community, still base their operation on simple periodic checks. In the paper, one
of the most sophisticated freeware monitoring system – Icinga – is discussed. Some
of the identified drawbacks and shortages presented in the paper has been successfully solved through system extensions and plugins. Some complex solutions, not
integrated with Icinga so far, are already tested on other prototype systems. In particular, the new way of Windows workstation monitoring and diagnosis is presented in the paper as well as the Icinga support for mobile devices.
Despite of drawbacks, it has to be stressed that the Icinga system proved to be
a very useful tool in practice. Several times it helped to identify the problems in the
Institutes infrastructure (e.g. intermittent failures of the routers, fiber channel quality, attacks on the servers). Further work will focus on thereinafter integration of the
introduced monitoring concepts to extend analytical capabilities of the Icinga.
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The article analyses the changes resulting from the UINF amendment related to
co-financing of information projects, availability of ePUAP services, confirmation
of trusted ePUAP profiles and responsibilities of entities performing public tasks in
relation to the ePUAP. This article also discusses the historical and existing legal
regulations essential for the creation of the Electronic Platform of Public Administration Services (ePUAP).
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1. Introduction
ePUAP was meant to be an integrated information system which enables electronic availability of public services for respective offices in one place. The platform was to consolidate, standardize, and first of all integrate the other information
systems within the country.
Since January 2011 the ePUAP with a new graphic interface has been available. However, the change of the platform’s colour from gray into navy blue, reconstruction of the website template (added were: header, search bar, margin on the
right side) and construction of a catalogue of life matters available through the
portal are not sufficient for the ePUAP to become a uniform, secure and wholly
law-abiding electronic channel of contacts between offices, citizens and entrepre-

neurs. The portal was used non-intuitively, and the slow development of e-services
resulted, among other, from the lack of the commonly available electronic signature, e.g. in identity cards. That gap was to be filled with a gratuitous trusted
ePUAP profile, however during three years from making this tool available merely
277 thousand people used it, even though in the meantime such services arose as
CEIDG and PUE-ZUS which enable authorization with the use of a trusted profile.The report State 2.0 – a new start for e-administration [1] clearly indicated that
if the ePUAP had a better interface and rendered more services available, it would
be more popular.
The processes of the construction of information society (SPI) and its tools,
i.e. e-government and public administration informatization, are based on appropriate legal acts of both European and Polish laws as well as many strategic
documents.
Another amendment (of 10 January 2014.; Official Journal of Laws item 183)
of the act of 17 February 2005 about informatization of entities which perform
public tasks [2] (consolidated text of the Journal of Laws of 2013, item 235 with
amendments; UINF) changed the duties of entities which perform public tasks
related to ePUAP. On the other hand, the Decree issued by the Minister of Administration and Digitalization on 6 May 2014, related to the scope and conditions of
the use of electronic platform of public administration services (Off. Journal of
Laws, item 584) [3] determines the way of creating an account on ePUAP and conditions of information exchange between ePUAP and other teleinformation
systems.
For the end of November 2014 the productive launching of modernized (with
new functions) version of ePUAP is planned.
2. Historical and mandatory legal regulations before launching the ePUAP
platform
The first Polish document which indicated the need for interactive contacts of
citizens with offices was: ePoland – Plan of activities for the development of information society in Poland for the years 2001-2006 [4], prepared by the Scientific
Research Committee (KBN) – governmental administration body which was the
first in Poland to undertake activities for the State’s informatization. It was developed according to the programme document Objectives and trends of the development of information society in Poland for the years 2001-2006 [5] drawn up jointly
by the KBN and Ministry of Communication.
Due to amendment of the Act on governmental administration divisions [6]
(UoDAP), a new division could be introduced, i.e. Informatization, and on 1 July
2002 the Ministry of Science and Informatization (hereinafter referred to as MNiI)
was formed, headed by minister M. Kleiber – at that time the minister of Science
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(in the Ministry of Science and Higher Education) and simultaneously the president of KBN. Also in July that year the Act on electronical provision of services
was introduced [7].
In the same year two new departments were formed in MNiI: Department of
Public Administration Information Systems (DIA) and the Department of Information Promotion Society (DPI). The DPI activities schedule comprised, among
other, design works of the e-government system.
In December 2002 the document The Gate – preliminary concept of the project was prepared [8]. It was developed by KBN to present a concept of the construction of e-government system. The term „The Gate of Poland” (in strict meaning) was proposed as the name for this system. Assumptively, it was to be an integrated information system comprising the whole public administration, allowing
for a free contact and exchange of information or documents electronically, especially through the Internet. The originators of the Gate of Poland programme intended to coordinate the construction of the e-government system at the central
level and implement it in a continuous way, according to a specific strategy, all
over the country. The initial concept of the Gate of Poland, apart from the definition of the public service, contains a classification of priority groups of services for
natural persons and for companies.
The definition of the public service presented in [8] reads as follows: „a service provided by public administration bodies for citizens and organizations, as
well as other forms of communication between public administration bodies and
citizens and organizations used for accomplishment of public administration tasks
or fulfilling - by citizens and organizations - their tasks for the State.”
„The initiative of the Gate of Poland, to put it more comprehensively, was defined as a steady programme firstly to emphasize that it is not a closed program
and will be subject to significant modifications according to changes in law, technology and social expectations and advancement and experiences from informatization processes, secondly – it was to symbolize Poland’s receptiveness to new
techniques and citizens’ needs as well as cooperation with other countries” [8].
Furthermore, the Gates of Poland presented also in detail the adjustment of
legal background and specified which priorities should be mandatory in informatization of our State.
A long-standing mission was to increase by 10% the actual, and by 40% potential effectiveness of public administration, connected with the provision of public services and performance of other public tasks, with maintained adaptability
principle, i.e. the capability of fast adjustment of one’s functioning to changes in
law and citizens’ needs. A short-term objective, only for 2003, was preparation of a
detailed schedule of works, including methods of reaching the mission realization
through ministerial activities and the fastest possible implementation of these ser-
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vices which were in pilot phase at the time or were available to a limited extent
according to information systems of State administration bodies.
The document The Gate of Poland is the first plan in Poland which uses concrete terms and does not contain as many general statements as the earlier documents dating back to 2000-2002. It states that it is necessary to integrate, and not
standardize, many independent information systems of particular institutions and in
the meantime solve problems of the standards of data formats and communicated
contents (metadata, communication protocols). It could seem that these are purely
technical matters, but they appeared indispensable for coordinated implementation
of ePoland plan… [4] .
In the opinion of the Polish Chamber of Informatics and Teleinformatics
(PIIiT) the ePoland plan was appreciated, as it was considered to be an important
document in the process of organizing activities which determine the development
of information society and within it - e-government. Despite the Gate of Poland as
a good basis for implementation of the ePoland plan…, PIIiT submitted also several objections to it. The main charges were [9]:
- lack of correlation of the presented programme mostly with the territorial selfgovernment and professional and research organizations,
- determining the development of infrastructure as "objective 0", even though it
should not constitute an objective by itself,
- lack of clearly specified activities related to unification of the State’s information systems with EU systems,
- a failure to include in it a strategy of the development of information systems
about the terrain, which refer to natural resources management, functioning of
courts, transport, building structures, tourist information, surveyors’ services etc.
Presently, the studies on the Gate of Łódź Region are pending. It is important that
the objectives accomplished through implementation and conducting of regional
gates are mostly focused on transferring of as many public services as possible
onto electronic platform and processing and circulation of documents in electronic
version as well as providing the offices with tools for management and conducting
of the portal, and not only on publishing the information which promotes respective administrative units.
In the ups and downs of the Gate of Poland there were both difficult moments
(for example invalidation – due to too few valid bids – of the procedure for public
procurement for supporting the project management and development of a vision
of information architecture of public services electronic platform) and exceptional
situations (consortium of companies Infovide S.A. and McKinsey & Company won
the competition organized by MNiI for consulting services within the programme
of the Gate of Poland, and selection of companies in a competition was the first
such solution in IT sector, which was enabled by the amended public procurement
law). The victorious consortium presented the project of ePUAP – electronic Plat-
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form of Public Administration Services, and finally the document Programme of
implementation of the project „The Gate of Poland” arose, which on 21 December
2004 was accepted by MNiI [10, p. 538].
Apart from the mentioned roles, the programme the Gate of Poland played
two more important roles: it was our country’s pass to EU structures and served to
develop the UINF project, while the processes of the construction of SPI and its
tools, i.e. e-government and public administration informatization, take place on
the ground of appropriate legal acts of both European and Polish law.
For the Gate of Poland initiative, in external, official formulations the project
term was not used intentionally for two reasons: firstly, because the term „project”
was not defined yet in any of the then mandatory legal acts; secondly – the „Gate
of Poland” was worked out according to the competition arranged in connection
with preparation of a key document for the development of Polish e-government,
i.e.: „The draft act on informatization of the activities of entities which perform
public tasks” [12]. It was a draft act which in its final form was published in the
following year [2] and presently bears the greatest importance for the informatization process in Poland.
Presentation of many concepts related to the use of modern ICT in one legal
act surely standardized information terminology connected with the State’s informatization process. Yet, it did not finish introduction of uniform information
terminology to legal order. The next step towards this direction was adopting – on
4 September 2008 – of the Act on amendment of acts with the aim to standardize
information technology [13]. In the light of law, only this act introduces the terms
mentioned in art. 3, item 1-4 UINF to 33 other legal acts (including those to:
The act on population records and identity cards, the Act on social insurance system, the Act on secret data protection, Banking Law, Civil Procedures Code,
Penal Code).
Low positions of Poland (in both 2004 and 2005) in the world rankings within
the development of SPI initiated the concept of a plan as a tool of coordination of
activities undertaken in the informatization area.
The Gate of Poland programme was also important for preparing the State’s
Informatization Plan for the year 2006 (PIP2006) [14].
The proper PIP2006 is the enclosure to the Decree of the Ministry Cabinet
(RM) of August 2006 and its aim was to form, in Poland, a system – coherent with
the European one – of the on-line services based on cooperation of teleinformation
systems satisfying the needs of inhabitants and entrepreneurs.
PIP2006 contains a summary of the status of studies on the country’s informatization and also (in item four) a list of 3 sectoral and 3 supra-sectoral information projects.
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The first supra-sectoral project on the list was the E-PUAP project − Electronic Platform of Public Administration Services.
According to PIP2006, another document was prepared, i.e. The State’s Informatization Plan for the years 2007-2010 (hereinafter – PIP2007-2010) [15].
3. e-PUAP project and ePUAP platform
The project without which no e-service could be available is the e-PUAP.
Functional and architectonic solutions of ePUAP platform are based on the requirements and guidelines contained in the Gate of Poland concept. The first stage
of the construction of ePUAP was co-financed with the funds of the Sectoral Operational Programme „Increasing of Economic Competitiveness” (measure 1.5),
therefore the first stage of the project is referred to as e-PUAP-WKP. „The primary
objective of this project was to create a uniform, secure and fully law-abiding electronic channel enabling availability of public services for citizens, entrepreneurs,
and administration” [16].
The premiere of ePUAP platform took place on 14 April 2008, several weeks
earlier than stipulated in the schedule and so the Ministry of the Interior and Administration met its obligation towards public entities, related to availability of
electronic INBOX which all offices should have from 1 May 2008 (according to
UINF). Many administrative entities could meet their statutory obligation only
through gratuitous INBOXES in the central teleinformation system.
Owing to the ePUAP platform, also the non-cooperating solutions, constructed by individual departments, were to be integrated. Thus, that platform was to be
the effect of the idea of electronic administration in Poland, whereas the bridge
visible on the main web page (Fig. 1) was to symbolize Poland’s receptiveness to
citizens’ needs due to new ICT technologies and cooperation with other countries.
At the beginning of 2011 a significant metamorphosis of the platform within
the user’s graphic interface occurred (Fig. 2), but the platform’s functionality was
not changed. ePUAP does not function on a mass scale and presently offers administrative units only a possibility to set up gratuitous Electronic Inboxes (ESP), publishing of specimen documents in the Central Repository of Electronic Documents
Patterns, contains a catalogue of services and their extended classification according to various categories and events in life. There’s no doubt that the catalogue of
services as a site which collates and classifies the description of public e-services is
particularly important, especially for self-governmental administration entities in
Poland where the same services are called differently [17]. However, the catalogue
rather informs about various e-services than actually enables complete settling of
many official matters.
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Figure 1. The main web page of the previous version of ePUAP platform.
Source: [www.epuap.gov.pl, access: 04.10.2010]

Figure 2. Improved version of the central web page of ePUAP platform.
Source: [www.epuap.gov.pl, access: 16.05.2013]
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In 2009 the successor of the ePUAP-WKP project was the ePUAP2 project
financed from the European Fund of Regional Development within the 7th priority
axis of the Innovative Economy Operational Programme 2007-2013. Within evaluation of the status of its implementation, the following problems were diagnosed
[22, p. 164-165]:
− users’ insignificant interest in using the services available on ePUAP platform
(low usefulness and trust in ePUAP services on the part of users, ministries, offices
and self-governments; insufficient benefits of having the Trusted ePUAP Profile;
at the end of May 2013 the number of the Trusted ePUAP Profile users exceeded
130,000); not quite effective propagation of this form of contacts with offices;
insufficiently intuitive and friendly use e.g. of service searching; inability to obtain
information about the stage of settling the matter reported by the user; only in 17%
of all subjects [17] the offices web pages enable tracking of the stage of settling the
matter; legal obstacles within the use of some e-services; lack of complex and integrated services; lack of verification of provided services in view of their correctness and entity responsible for ePUAP image);
− improperly oriented vision of service provision and development of ePUAP
platform (the use of most of the tools and e-services depends on having an account
on ePUAP (for example, as per 30 December 2011 only 4% of the users in the
region of Łódź had an account on ePUAP platform [18]);
- construction of e-government solutions locally and not on ePUAP because of
insufficient business and image benefits for public entities from independently formed services available on ePUAP (only 25% of self-governmental administration offices and 36% of those of governmental administration give
access to e-services other than those based on the so called general specimen
document on ePUAP platform [19, p. 99]);
- taking a fee by the National Accounting Chamber both for signing of an
agreement with a public entity which wants to provide payable services on
ePUAP and a variable commission from the user for a „pay-by-net” payment;
- insufficient knowledge of public entities about functionalities offered by
ePUAP and consequently the local copying of existing functionalities (only
a bit over 1/3 of offices web pages have information about the possibility to
perform specific services through ePUAP platform [20, p.13]);
- difficulties in reconciliation of inter-ministerial cooperation;
- offices’ low motivation to settle matters through ESP, which results from the
lack of integration of ESP with the documents circulation system (documents
are sent in this way mostly in governmental administration (regional and central offices [21]; only every fourth office using the Electronic System of
Documents Circulation has a module of integration with the ePUAP platform
[20, p. 11]).
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Public administration entities may give access on uPUAP platform to more
advanced services – applications which enable introducing the documents in electronic form. More comprehensive technical knowledge and usually higher labour
expenditure are required for the provision of such services. By 31 December 2011
forty one services ready for installation were available, which may be provided
pursuant to mandatory law by regional, county and communal offices [18, p. 116].
We may find out from survey "E-government in the eyes of Internet users"
(published in 2014) that 65% of Internet users do not know the ePUAP. The current works on the interface are not only the ePUAP facelift. At present ePUAP
platform will be enriched with a statistical module, through which it is possible to
obtain information about the use of the system. It is a privilege reserved only for
administrators of that platform, but should realize that the system will be monitored
closely.
4. ePUAP platform in the light of the second amendment of the Act on
informatization of activities performed by the entities which conduct
public tasks
The act of 10 January 2014 about amendment of the act on informatization of
activities performed by the entities which conduct public tasks and certain other
acts (Official Journal of Laws item 183) introduced for the second time new regulations to UINF (consolidated text of the Off. Journal of Laws of 2013, item 235)
and four other legal acts:
1) Act of 14 June 1960 – Administrative procedures code (consolidated text of
2013, item 267; KPA); amendments refer to 13 articles of KPA;
2) Act of 29 August 1997 – Tax Ordinance (consolidated text of the Off. Journal
of Laws of 2012, item 749 with amendments; ORDP); as many as 29 articles
were amended;
3) Act of 30 August 2002 – Law on procedures before administrative courts (consolidated text of the Off. Journal of Laws of 2012, item 270; PoPSA);
4) Act of 28 April 2011 on the health care information system (Off. Journal of
Laws No 133, item 567 with amendments; SIwOZ).
Introduced amendments are comprehensive in scope, their objective being an increased efficiency of public administration informatization in Poland, including
a better use of ePUAP to facilitate the contacts with offices. The planned amendments are connected with evaluation of the efficiency of the use of the EU funds
and should confirm the need for co-financing of ePUAP development with
these funds.
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Objective changes in UINF refer to resignation from creation of the State Informatization Plan (PIP). Instead, the need for co-financing of information projects
of public use is emphasized.
Subjective changes in UINF consist in adding to art. 2 sec. 3 a stipulation giving the secret services, offices of parliament (Seym), Senate and President of the
Republic of Poland, and National Bank of Poland a possibility of gratuitous, mutual enabling the use of web applications developed by employees of these entities if
they are authorized to administer the property rights to these applications.
While amending UINF for the second time, five new definitions were introduced („user”, „ electronic document template”; „electronic form”, „utility range of
electronic document” among others) and two of the so far applicable definitions
were changed. Defined differently was the „information project of public use” and
„officially acknowledged receipt”.
A new definition (art. 3 sec. 6 UINF) of the „information project of public
use” states that it is a „specified – in documentation – set of organizational and
technical activities aimed at the construction, extension, or refurbishment of teleinformation system used for accomplishment of public tasks, assured maintenance of this system, or development of the procedures of accomplishment of public tasks electronically.” A change in the definition of „information project of public use” corresponds with the concept of focussing on co-financing of projects.
Seven new articles (from 12b to 12h) added to chapter 2 UINF regulate exclusively
the issue of co-financing of these ventures.
At least once a year a relevant minister for informatization (presently the Minister of Administration and Digitalization) is obliged to arrange for a competition
for co-financing of information projects of public use or ventures which support the
development of information society.
Table 1. The main changes introduced to UINF by its second amendment
INTRODUCED CHANGES
- objective scope
- subjective scope
- terminology used in UINF
- co-financing of information projects
- use of web applications developed by public entity employees
- availability of ESP
- availability of specimen electronic documents
- tasks of the Informatization Council
- availability of services on ePUAP
- confirmation of trusted ePUAP profiles
- interoperativeness test
- control of observance of UINF regulations
Source: own preparation on the basis of [23, 24]

501

The most important change for the development of electronic communication
with public entities is formulation of the obligation to make available and provide
operation of ESP by public entities. ESP should meet the standards defined and
published on ePUAP platform. The public entity within seven days of rendering the
ESP available should give the minister of informatization the information about its
address. This will enable the minister of informatization the monitoring of ESP
availability by public entities and sharing such information with web users potentially interested in submission of documents.
Within ePUAP the Central Repository of Specimen Electronic Documents
(CRWD) is conducted. The so far applicable principle of voluntary preparation of
electronic specimens by entities appropriate for dealing with matters using these
specimens and the duty to create by those entities the electronic forms was replaced
by a regulation according to which the specimens and electronic forms should be
created by the bodies indicated in legal regulations for defining the „specimen document” [25].
Such regulation probably will not accelerate the creation of specimen documents and electronic forms, because the legislator did not define precisely the term
for creating such specimens. The authority which will create a specimen for repository, while transferring it to the minister dealing with informatization should also
present a description of the service which can be provided using such specimen and
make available such electronic form which enables generation of the electronic
document to be submitted using electronic communication means.
New art. 19c UINF states that such public entities as: commercial companies,
State enterprises, security services, offices of Seym, Senate and the President of the
Republic of Poland, and the National Bank of Poland can make available the services on ePUAP by virtue of an agreement concluded with the minister dealing
with informatization. The agreements will specify both the methods and the scopes
of service availability.
Besides, introduced to UINF was a regulation (art. 19d), according to which
the entities providing availability of services on ePUAP ensure their conformity
with regulations which constitute a basis for drawing up a specimen electronic
document and update these services in service catalogue.
Furthermore, amended were also the UINF regulations dealing with the Trusted ePUAP Profile. Not in the executive act but in UINF itself a list of entities authorised to confirm the Trusted ePUAP Profile was included. With the consent of
the minister for informatization apart from the entities performing public tasks,
non-obligatorily the Trusted ePUAP Profile may be confirmed by national banks,
postal operators, and credit institutions.
Public entities may use for services in electronic form such ePUAP function
as identification of users and accountability of their activities. Accountability enables explicit ascribing of activities performed by the user or entity only to that user
or entity.
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Table 2. The main changes introduced to other legal acts by the second
amendment of UINF
NAME OF
PLANNED CHANGES
ACT
KPA
- the legislator imposed on all public entities the obligation to make
ESP available
- introducing the regulations owing to which the submission – by ESP of an application in form of an electronic document will create the
office’s duty to deliver the mail to the party by electronic communication means
ORDP
- introducing the regulations, pursuant to which the very submission of
an application in form of an electronic document by ESP will create
the office’s obligation to make deliveries to the party by electronic
means
PoPSA
- possibility to submit complaints in electronic form
SIwOZ
- the Centre of Health Care Information Systems as an entity reporting
to the health care minister takes care of the development of information system in health care; due to resignation from creation of PIP,
this task cannot be performed any longer pursuant to this document
Source: own preparation on the basis of [23, 24]

The most important changes in KPA and ORDP, following the second
amendment of UINF, refer to deliveries. So far the deliveries by electronic communication means occurred if the party or participant of the proceedings applied
for such delivery or gave their consent for it. The very submission of an application
by ESP, by the party or participant of the proceedings, results in the authority’s
obligation to deliver the letter in the same way.
It is assumed that the improved versions of ePUAP will be provided quarterly
and that it will take into account new needs of ePUAP users. The Council of
ePUAP Users was established, with the objective of identifying the specific needs
of system modification. Wherein, the planned modifications will not always require
to carry out time-consuming tender procedure. Modifications analyzed and approved by the Council will be performed by programmers working in Centre for IT
Projects (CPI). Firstly, CPI workers will be implemented approved modifications
on a test environment, and then in the production environment of ePUAP.
5. Conclusion
„The structures and names of the entities responsible for public administration
informatization” [10, p. 528] and adjustment of office work in Poland to the requirements of the developing European information society were changing.
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During 2002 – 2013, involved in the State’s informatization process were:
KBN, MNiL (non-existent since October 2005), Polish Computer Science Association, PIIiT, Informatization Council (RI) (formed on 20 May 2005, RI operates in
two-year tenures system), Ministry of the Interior and Administration, Electronic
Communication Office, Ministry Cabinet Committee for Informatization and
Communication (it was functioning from 7 March 2007 till 9 January 2012 and its
tasks comprised: „initiation and issuing opinions about draft governmental documents in the scope connected with public administration informatization, development of information society, communication, public registers, use of information
technologies in the construction of economy based on knowledge and preparing the
State administration bodies for cooperation with the Schengen Information System
(SIS) and Visa Information System (VIS)” [10, p. 528-529], Polish Chamber of
Electronic Communication, Ministry of Administration and Digitalization, Ministry Cabinet Committee for Digitalization (KRMC; issues opinions on teleinformation project documentation the value of which exceeds 5,000,000 PLN; KRMC
was formed in January 2012, it took over the duties of the Ministry Cabinet Committee for Informatization and Communication) and National Economy Chamber
for Electronic Engineering and Telecommunication. It seems that in case of some
bodies a better description of their participation would be the statement that they
took part not in a continuous informatization process but in a „relay with a baton
handed over after having dropped it”.
The lack of the requirement to have one’s own teleinformation systems for
enabling the applicants a contact with the institution and settling an official affair is
for public entities the basic benefit of the ePUAP platform.
On the other hand, one of the most severe problems of ePUAP is the multidiscipline of affairs. Even in case of defining a service the use of which could be
common, the architecture adopted at the beginning of ePUAP implementation excludes the mass availability of services. The primary reason for such state of affairs is that on ePUAP each service provider creates service forms on his own.
A remedy may be then a change of the concept of service availability rendered on one’ own for availability of central services (constructing the central services forms and making them available locally). It would be enough if the created
services available centrally at the page of an appropriate ministry had a possibility
to choose a target recipient (the entity physically accomplishing a given affair due
to territorial jurisdiction).
The obligation to render ESP available was not imposed on an entity „to
which the public entity entrusted or ordered accomplishment of a public task, if in
connection with accomplishment of that task there is a duty to transfer information
to or from entities which are not governmental administration bodies” (art. 2 sec. 2
UINF). This may be the reason why ESP is not made available by the entities
which were entrusted with accomplishment of a public task even in case if such
task would consist in issuing settlements of administrative proceedings.
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Advantageous for the development of electronic communication with public
entities is imposing of an obligation to inform about ESP availability on ALL public entities. Moreover, information about ESP of public entities placed on ePUAP
should also refer to electronic inboxes available outside this platform.
Perceiving the amount and differentiation of institutions engaged in the
State’s informatization, it appears as a huge project in both organizational and financial respect. Therefore, planning and management of the State’s informatization
project should be considered as a condition of its effective accomplishment. However, designing and implementing the ICT cannot be conducted exclusively at the
level of public institutions subjected to informatization. State institutions in their
large number and high internal differentiation cooperate or should cooperate with
each other in the complex system of public institutions and should also contact
external entities in the system. Those clients of administration who contact the
system and use its services electronically, expect the system’s availability using all
new, often advanced, ICT existing on the market.
Selection of information solutions during the State’s informatization and public administration should each time assure that the State may change the solution’s
supplier, if cooperation with the supplier does not guarantee the benefits expected
by administration clients [27].
The offer of e-services available on ePUAP, manifested in a higher and higher
possibility to handle official affairs completely, should significantly encourage the
Polish society to use connected computers. This in turn will surely contribute to the
development of SPI in Poland.
Besides, works were launched on new areas of ePUAP activities, such as:
Repository of Public Administration Processes (RPAP), Central System of Authentication and Authorization (CSUiA) and Repository of Good Administration Practices (RDPA) [26].
RPAP will contain descriptions of processes which are common to various
public administration units. Such a solution is aimed at availability of standard
models of administrative processes according to which the processes in other public units will be developed. Availability of a standard process on ePUAP will make
it possible for the client of a given office to track the status of settling his affair.
CSUiA will be a significant functionality of ePUAP. It will enable the client
to obtain information about the data which the administration collects about him
and which are stored in appropriate registers. Such information may refer to such
issues as e.g.:
- who and to what extent has the right of access to and modification of the data,
- what is the history of access and modification of the collected data about
a given client.
Owing to RDPA, it will be possible to present the effect with which administration
tasks are performed for the client according to selected innovative procedural, organizational, technical and legal solutions.

505

REFERENCES
[1] Ministerstwo Administracji i Cyfryzacji (2012), Państwo 2.0. Nowy start dla
e-administracji, Warszawa, Poland, http://mac.gov.pl/wpcontent/uploads/2012/04/
MAC-Panstwo-2-0-Nowy-start-dla-e-administracji-4-2012_raport_web.pdf
(in Polish).
[2] Ustawa o informatyzacji działalności podmiotów realizujących zadania publiczne z
dnia 17 lutego 2005, Dz. U. 2005, nr 64, poz. 565 z późn. zm.,
http://www.polskieustawy.com/ print.php?actid=3098&lang=&adate=20100729
(in Polish).
[3] Rozporządzenie Ministra Administracji i Cyfryzacji z dnia 6 maja 2014 r. w sprawie
zakresu i warunków korzystania z elektronicznej platformy usług administracji publicznej, Dz. U. 2014, poz. 584 (in Polish).
[4] Ministerstwo Gospodarki (2001) ePolska – Plan działań na rzecz rozwoju społeczeństwa informacyjnego w Polsce na lata 2001-2006, Warszawa, Poland,
http://kbn.icm.edu.pl/cele/ epolska.doc (in Polish).
[5] Komitet Badań Naukowych, Ministerstwo Łączności (2000) Cele i kierunki rozwoju
społeczeństwa informacyjnego w Polsce, Warszawa, Poland, http://kbn.icm.edu.pl/
cele/index1.html (in Polish).
[6] Ustawa o działach administracji rządowej, Dz. U. 1999, nr 82, poz. 928 z późn. zm.
(in Polish).
[7] Ustawa o świadczeniu usług drogą elektroniczną, Dz. U. 2002, nr 144, poz. 1204, z
późn. zm., http://isap.sejm.gov.pl/DetailsServlet?id=WDU20021441204 (in Polish).
[8] Komitet Badań Naukowych (2002) Wrota Polski: Wstępna koncepcja projektu, Warszawa, Poland, http://kbn.icm.edu.pl/informatyzacja/wrota.pdf (in Polish).
[9] Frydrych A. (2006) Uwagi do projektu dokumentu „ePolska − Strategia rozwoju społeczeństwa informacyjnego w Polsce na lata 2001–2006”, Polska Izba Informatyki
i Telekomunikacji, www.piit.org.pl (in Polish).
[10] Kaczorowska A. (2008) Elektroniczna administracja, [w:] Papińska-Kacperek J. [ed.]
Społeczeństwo informacyjne, Wydawnictwo Naukowe PWN, Warszawa. Poland,
528.
[11] Ministerstwo Nauki i Informatyzacji (2004), Wrota Polski – Produkty końcowe:
1. Lista usług do wdrożenia [on-line], Warszawa, http://www.mswia.gov.pl/
download.php?s=1& id=1702
[12] Kaczorowska A. (2011) Polskie e-usługi jako wynik zarządzania poprzez projekty
w sektorze administracji publicznej, [w:] Innowacje 2011. Nowoczesna administracja
województwa łódzkiego, rozdz. 3, Urząd Marszałkowski w Łodzi, Łódź, Poland, 43.
[13] Ustawa o zmianie ustaw w celu ujednolicenia terminologii informatycznej, Dz. U.
2008, nr 171, poz. 1056, http://isip.sejm.gov.pl/DetailsServlet?id=WDU20081711056
(in Polish).

506

[14] Rozporządzenie Rady Ministrów w sprawie Planu Informatyzacji Państwa na rok
2006 (2006), Dz. U. nr 147, poz. 1064, (in Polish).
[15] Rozporządzenie Rady Ministrów w sprawie Planu Informatyzacji Państwa na lata
2007-2010 (2007), Dz. U. nr 61, poz. 415, (in Polish).
[16] Orłowski J. (2011) ePUAP po liftingu, IT w administracji, 02/2011, 54.
[17] Centrum Projektów Informatycznych MSWiA (2011) ePUAP w praktyce, bezpłatny
dodatek do IT w administracji 10/2011,
http://www.itwadministracji.pl/files/File/jdej1g40abp2un/1g753fj0abp35h/ePUAP_w_
praktyce.pdf
[18] Ministerstwo Administracji i Cyfryzacji (2012) Społeczeństwo informacyjne w liczbach, Departament Społeczeństwa Informacyjnego, Warsaw, Poland.
[19] World Economic Forum, INSEAD (2012)The Networked Readiness Index 2011-2012
rankings,
http://www3.weforum.org/docs/GITR/2012/GITR_Chapter1.1_2012.pdf
[20] ARC Rynek i Opinia (2011) Badanie wpływu informatyzacji na działania administracji publicznej w Polsce w 2011 r. Raport z badania ilościowego dla MSWiA, MSWiA,
Warszawa,
http://www.law.uj.edu.pl/pracownia/files/raport.pdf
[21] GfK Polonia (2010) Wpływ informatyzacji na usprawnienie działania urzędów administracji publicznej w Polsce w 2010 r. Raport generalny z badań ilościowych dla
Ministerstwa Spraw Wewnętrznych i Administracji, GfK, Warsaw, Poland.
[22] Kaczorowska A. (2013) E-usługi administracji publicznej w warunkach zarządzania
projektami, Wydawnictwo Uniwersytetu Łódzkiego, Łódź, Poland.
[23] Kamiński M., Rzymowski J. (2014) Jak zmienia się prawo o informatyzacji, IT w
administracji, 02/2014, 16-17.
[24] Kamiński M. (2014) Nowelizacja ustawy o informatyzacji, IT w administracji,
02/2014, 18-22.
[25] Małek-Gontarz A. (2014) Nowe zasady korzystania z ePUAP-u, IT w administracji,
08/2014, 16-18.
[26] Walczyk E. (2014) Rola ePUAP-u w procesie cyfryzacji państwa, IT w administracji,
08/2014, 19-21.
[27] Orłowski J. (2014) Nowy interfejs e-platformy usług publicznych, IT w administracji,
08/2014, 22-23.

507

INFORMATION
SYSTEMS IN
MANAGEMENT

Information Systems in Management (2016) Vol. 5 (4) 508−519
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The paper describes an experiment consisting of the application of artificial intelligence algorithms in the processes of predicting the stock market. A special tool
was developed to evaluate whether artificial neural networks can predict stock market behavior. The aim of this paper was also to test how neural networks tapping
trivial and easily attainable input data perform in an environment which is both
complex and difficult to predict.
Keywords: Artificial Intelligence, Neural Networks, Stock Market

1. Introduction
To answer the question of whether a neural network can, at least to a limited
extent, predict broadly defined stock market behavior, we focused on predicting
price increases and detecting buy-sell signals. The developed system provides an
easy way of studying artificial intelligence mechanisms. The presented solution
enables the generation of training and test datasets based on historical data and to
create a variety of neural network structures. Thus, observations and inferences can
be made about correlations between the network’s structure and outcomes. The
system also allows the use of various types of learning algorithms. Experiments
were performed to verify whether the application can generate profitable decisions
[1], [2], [7][10]. The main aim of this work is to test the capabilities of the application developed by small group of programmers.

2. The idea of application
Tests of the developed neural network (i.e., the application) were carried out with
the following input data:
• network’s structure;
• activation function;
• input data/number of inputs;
• output data/number of outputs;
• impact of the exchange rates of major currencies.
In accordance with the research assumptions, the application conducts analysis of
historical data as a basis for the generation of training data. A variety of neural
network structures can be created and trained, enabling a range of different tests.
In terms of non-functional requirements, the focus is on simple and intuitive access
to data and ease of use of the application. Therefore, the front end of the application is designed as a web interface, while the calculation module is a separate component, with the data stored in a database or as text files, as required. To sum up,
the system consists of three elements: a web application, a data module, and a calculation module (neural network).
2.1. Generation of training data
One of the most important functionalities of the application module is the
generation of training and test data. Historical listings for the Polish stock exchange are taken from the website gpwinfosfera, whereas foreign company listings
can be uploaded from Yahoo Finance. The expected data format is CSV.
The application recognizes the following types of input data: opening price; closing
price; the highest price of the day; the lowest price of the day; volume; difference
between the highest and lowest prices of the day; difference between the closing
and opening prices; increase from the previous day; increase from a specific day;
candlestick.
These data can be freely added to the training and test datasets. The application allows the user to select any number of input data. Additionally, the above data
types can be used to calculate an average or a price increase over a period of several days. The calculated values can be fed as an input to the neural network.
The application produces the following types of output data: value; increase;
simplified increase; simple trend; trend of averages.
The first type of output in the dataset is a value determined for a date following the days for which input data were collected. The output may consist of any
input data type. The same is true of the “increase” or “simplified increase,” but in
these cases what is calculated is a change from a prior date. “Simplified increase”
differs from “increase” in that it returns 1 for an increase -1 for a decrease.
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The second category of output data consists of trends. This type of output data
represent changes in trends. The first variant calculates differences in the company’s share prices over a given interval, while the second variant computes differences between values averaged for a number of days.
For both types of trends, the output is as follows:

(1)

In this way, neural networks can be trained when to sell or buy stocks. The actual sensitivity of the trend functionality is determined by two parameters: the
number of days over which an increase is to be calculated and the minimum percentage change for trend recognition. The number of signals is inversely proportional to the value of the percentage parameter. The number of days determines the
length of the time interval to be analyzed. Short-term players will use low numbers,
while medium- and long-term ones will opt for higher numbers [1], [5], [6].
2.2. The calculation module
The purpose of this module, based on the FANN library, is to create and operate neural networks. It is the brain of the whole system. Cooperation with this
module requires running the appropriate program. Users communicate with the
module by means of command line arguments and a standard output. The output
data are separated by newlines. A detailed description of the functionalities, as well
as inputs and outputs of the programs, can be found in [3].
2.3. The data module
The purpose of this module is to store application data both in text files and in
a MySQL database. The essential information includes:
− Neural network structures;
• training data;
• test data;
• available financial instruments;
• tests of the trained networks;
• data generated during the training and testing of networks:
- error as a function of the number of epochs;
- error within the test dataset;
- comparison of network results with test data;
- comparison of network results with training data.
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Out of the above-mentioned information, only shares, tests and related data
are stored in the database alone. Other data are stored in two locations. Basic information is contained in the database, while detailed structures in text files. In the
case of neural networks, a complete description of all the features and properties
necessary to recreate their entire structure by the calculation module is stored in
files. The test and training data are stored in a similar way.
3. The test procedure
All tests were performed on historical data, which made it possible to evaluate
prediction accuracy. To facilitate research and eliminate spurious results, tests were
carried out for the most liquid stocks from the WIG20 index. Of greatest interest
were changes in the mean squared error over successive epochs. The next step included determination of the impact of various factors on prediction effectiveness.
In this case, research was mainly based on well-trained networks, with the conclusions inferred from the test data. The objective was to verify whether the developed
tool can provide accurate predictions concerning future stock market behavior.
In addition, result reproducibility was assessed [9].
Table 1. Relationship between the mean squared error and the number of epochs
for 4 neurons in the hidden layer
Epoch

Mean square error

1

0.18579823

50000

0.08787858

100000

0.08657525

150000

0.08592853

200000

0.08557729

Table 2. Average difference between training data value and neural network output
for 4 neurons in the hidden layer
Name

Average Difference Values

Alior

0.49728983

Lotos

0.38832449

LPP

0.61485993

Tauron

0.33484827
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Initially, it was investigated how different properties of neural networks affect
the quality and speed of learning. The tests were conducted on 4 selected companies (Alior Bank, Tauron PE, LPP, Grupa Lotos) listed on the WIG20 to minimize
spurious results.

Figure 1. Training data for Alior Bank shares and neural network output for 4 neurons
in the hidden layer

3.1 Evaluation of learning coefficients and algorithms for a simple
network structure
Table 3. Relationship between the mean squared error, training algorithm,
and learning coefficient
Name

Coefficient of
Learning

Mean Square Error

Name

Coefficient of
Learning

Mean Square Error

FTB

0.1

0.060799

QP

0.1

0.053251

FTB

1

0.022753

QP

1

0.026129

FTB

0.2

0.041383

QP

0.2

0.043889

FTB

0.5

0.027667

QP

0.5

0.028099

FTB

0.7

0.026295

QP

0.7

0.026413

FTI

0.05

0.115374

TRP

1

0.028963

FTI

0.1

0.112378

TRP

0.2

0.028964

FTI

0.2

0.102865

TRP

0.5

0.028965

FTI

0.5

0.085507

TRP

0.7

0.028966
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Tests were conducted for a network with 20 neurons in the hidden layer. Each
algorithm was tested repeatedly for different learning coefficients [4].
FTI (FANN TRAIN INCREMENTAL) is a backpropagation algorithm with the
weights updated after each training pattern. FTB (FANN TRAIN BATCH) is
a backpropagation algorithm with data updated only once per epoch. TRP is an
alternative name for an RPROP algorithm, and QP stands for a QUICKPROP
algorithm.
3.2. Evaluation of the learning algorithm for a four-layer neural network
Tests were conducted for a network with 2 hidden layers. The network structure
was as follows: 3-20-8-1.
Table 4. Relationship between the mean squared error and the training algorithm
for a four-layer network
FTB

0.005206

FTI

0.084318

QP

0.003559

TRP

0.014549

Figure 2. Training data for Alior Bank shares and results for the best-trained network

4. Analysis of confidence
The objective of this section was to examine the profits or losses that the decisions of the neural networks would imply if their capacity were trusted to a given
degree. Tests were performed on randomly selected neural networks as well as
tests from previous analysis. The sale coefficient stands for the decline in price at
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the output interpreted as a sell signal, while the buy coefficient stands for the rise in
price at the output interpreted as a buy signal. While computing profits, the costs of
transactions and intermediaries were not taken into account. Obviously, they
should be considered in real-life investing [4][8][11][12].
Table 5. Examples of profits
Name

Profit
2,7%

Alior
Tauron
Lotos

−2,2%
−1,6%

5. Effects of tests
5.1. Effect of network structure on learning process
The objective was to select the best network structure for predicting stock
market processes. In the first variant, it is perfectly clear that deviations were huge
and errors high, but the neural network’s analysis of the input data was still going
in the right direction, as can be seen on figure 1. The neural network was supposed
to indicate when to buy or sell stocks. The greater the number of neurons in the
hidden layer, the more consistent the results with the training data. With 20 neurons in the hidden layer, the chart became increasingly similar to the original. At 25
neurons, learning efficiency dropped, which is quite surprising. It was only after
another layer had been added that the results improved. Still, the neural network
results did not overlap with the training data in the chart. It may be expected that
learning efficiency is affected by other factors, examined in the next section.
As stated above, factors influencing the learning process other than network
structure should also be examined. Therefore, differences in the mean squared
errors for various learning factors and algorithms were investigated. The test confirmed the theoretical assumption that the higher the learning coefficient, the faster
the learning process, and thus the smaller the mean squared error. However, the use
of an excessively high value is bound to impair the training process.
Although it could be assumed that the training algorithms would affect only
the speed of learning and at 200,000 epochs no sizable benefits would be perceptible, to our surprise it turned out that those algorithms had a relatively large impact
on training effectiveness. The traditional backpropagation algorithm was found to
be the most difficult to train. This may be due to the fact that weights were adjusted
following every single piece of training data. By using the RPROP algorithm, even
an eight-fold performance gain was achieved. However, the best solutions were the
backpropagation algorithm with weights calculated after every epoch and QUICKPROP, which led to a sixteen-fold rate increase. These tests allowed the specification of the most efficient network training methods.
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5.2. Selection of input data
This section was designed to answer one of the crucial questions posed in this
paper: what datasets can unambiguously identify share price increases or decreases? While it is difficult to infer from the tests whether the investigated data conclusively determine the results, it was shown how changes in input data improve the
learning process and reduce errors.
It can be immediately noticed that differences between the closing and opening prices and between minimum and maximum daily prices were forecast quite
correctly. This to some extent vindicates basic technical analysis involving candlestick charts. An additional parameter which improves the network’s learning is the
number of days, i.e., the number of times the data from previous days are to be
replicated. The effect of the above parameter is clearly manifested by the first and
sixth training datasets. Adding the same input data, but taken from three days, resulted in a nine-fold reduction of the error.
On the other hand, the introduction of the volume parameter led to unexpected
results. While volume is considered one of the crucial components of technical
analysis, it greatly impaired the quality of neural network training. This may be due
to the fact that this parameter is too ambiguous and confusing. It might be useful if
a larger amount of input data were used. Another unsuccessful solution was for
data to be largely based on averages and increases. This can be explained by the
fact that averages are slightly delayed, i.e., changes in certain parameters are not
immediately evident. Only major changes in data affect averages, but by the time
that happens it may already be too late to react. This problem can also arise from
misapplication of averages.
This section explored the basic parameters of neural networks and their learning processes. It can be concluded that although the network structure, learning
parameters, and training algorithms are very important, the main problem with
applying artificial neural networks to stock exchange analysis is the selection of
input and output data. The most difficult task is to find a set of data that would
unambiguously determine whether the share prices are going to rise or decline. The
present study successfully identified data which enable high quality and effective
network training. The subsequent section of the paper examines whether such training ensures accurate prediction of future stock behavior.
5.3. Effect of neural network training on prediction quality
The purpose of this section was to examine whether the quality of network
training affects the prediction of stock market behavior and whether a focus on the
learning process would improve prediction accuracy. Analysis of results shows that
indeed the better a given network has been trained, the smaller the error for the test
set. However, it is hardly reassuring that the smaller the error for the training data,
the larger the error for the test dataset. It is immediately clear from results that the
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mean squared error increases for data concerning the future. However, initially the
error is small enough to offer an opportunity for accurate predictions for several
days ahead.
The result show that the network returns a correct trend for the coming days,
but in an unreliable and haphazard manner. Probably accurate predictions are possible, since the results overlap increasingly. This case could actually generate profits in a real investment setting.
5.4. Currencies
The objective of this section was to determine whether the main currencies of
the world market included into the training and test data improve prediction and the
learning process. The results are not reassuring as the introduction of currencies
into the training dataset only aggravated confusion. Apparently, currency exchange
rates are not always correlated with share prices and often change for a variety of
reasons which have no effect on the actual prices of the tested shares. In general,
this factor led to disappointing results, but some share prices were predicted extremely accurately. The network reflected the actual data with only a small error.
However, due to considerable confusion, it is hard to determine whether exchange
rates are helpful in estimating future buy-sell signals. It should be borne in mind
that the test generated few positive results; in most cases the quality of both prediction accuracy and of the learning process decreased. Not knowing the future, it is
impossible to decide whether the introduction of the exchange rates of the dollar,
euro, or franc enable more accurate forecasts. Therefore, the application of currencies is not conducive to better prediction outcomes for stock market behavior [4].
5.5. Analysis of confidence
The objective of this section was to verify how much one can trust signals
from neural networks and determine whether a profit can be made using the developed tool. Generally speaking, it was shown that the future can indeed be predicted
and that neural networks can lead to decent profits of up to 8%. Notably, welltrained networks brought higher profits, while those with inferior training tended to
bring losses. In addition, one can see that the best results were achieved by choosing coefficients with a focus on low purchase prices. The opposite is true in the
case of focusing on predicted sale prices and fast purchases. This gives rise to more
transactions, but they are far less profitable. The network buys almost anything and
sells it surprisingly quickly. In addition, a minor imbalance due to lower quality of
the learning process or an ambiguous set of inputs may cause wrong predictions
and entail losses. Therefore, it can be concluded that only predicted increases can
be trusted, and sell signals should be immediately acted upon. Although partly
confirmed by this study, it is not completely true. As it was shown the buy-sell
signals often appeared in excess, confusing the predictive power of the neural net516

works. Although the initially forecast directions of change were correct, numerous
inflection points occurred in the case of both upward or downward trends. Hence, a
large number of transactions. Moreover, it is very likely that the networks would
have provided better results if they had been trained to reject momentary fluctuations. This study showed that prediction is possible, but it should be wisely used
and that at this stage it should be treated as confirmation rather than a guide for
real-life stock exchange transactions.
5.6. Aim achieved
This section of the study was completed quite successfully. It was shown that
there are cases in which an application can provide a relatively accurate approximation of future prices, and, most importantly, generate profits. It was also demonstrated that it is worthwhile to focus on high-quality network training because welltrained networks provide better prediction results than those trained less effectively. The inclusion of the relevant currencies in the dataset caused come confusion
and failed to improve the results; it even made them worse. However, thanks to the
introduction of an additional parameter some networks can learn with fewer errors
and provide more precise predictions. In general, there are many indications that
prediction is possible, but there is also a certain dose of residual disbelief. The
question also arises as to whether or not the generated predictions are spurious.
There are still too many buy-sell signals in the charts. The analysis demonstrated
the extent to which one can trust the networks. Indeed, while predictions about
stock market behavior can be made, they should be treated with caution.
6. General conclusions
The primary objective of this study was to verify whether artificial intelligence mechanisms are able to successfully predict stock market behavior. A tool
was developed and tests performed to determine whether neural networks are viable candidates for forecasting future stock exchange listings.
The first part of the study explored how the various technical properties of
neural networks influenced their learning processes, which proved to be the key to
accurate prediction of short-term stock market behavior. Good training enabled
neural networks to predict the future. The following factors proved significant at
the stage of learning:
• structure of the network – the greater the number of layers and neurons, the
better the results;
• learning algorithm – can increase the rate of the learning process and eliminate
stalling at local minima.
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• Selecting the appropriate functions of prediction activation and the right combination of data values enables networks to learn to clearly recognize situations
and make buy or sell decisions. The tests performed for this paper led to the following conclusions:
• Intraday stock price data, such as closing, opening, minimum, and maximum
prices, are useful.
• Although volume is commonly believed a crucial factor, it confuses neural
networks. Perhaps it should be operationalized in a different form, e.g., logarithmic.
• Data applied in basic technical analysis involving candlestick charts are
helpful.
• The same values should be used over several days for the network to recognize pattern formation.
• The theory of moving average crossovers does not work well for neural network predictions.
• Value increases may be used as an additional element, but alone they cannot
identify a price increase or decrease.
• Currencies generally do not facilitate the process of network learning or predicting share prices.
In summary, input data are the most important factor for accurate prediction of
stock market behavior. The selection of an appropriate set improves learning,
which, as it has been proven, leads to better predictions.
Prior to conducting forecasts, it would be useful to check the past results for
the examined company and select the factors for which a given network brings the
best learning and forecasting results. Each company is different, attracts different
investors and depends on different determinants. Therefore, before taking a risk, it
is recommended to examine which factors facilitate effective network operation
and what parameters impact price changes of the shares. There is no golden mean
in stock market speculation, which carries an inherent element of risk. Even the
most seasoned investor has the right to be wrong. Therefore, one should not demand AI mechanisms to be infallible, either.
Despite the fact that the developed networks were relatively simple and the
training data straightforward, fairly accurate prediction results were achieved. This
is promising and gives grounds for further reflection and research in this field, especially in terms of experimenting with different sets of inputs. In addition, the
output of neural networks could also be subjected to scrutiny, which was beyond
the scope of this work, as those data may hold a large potential for improving the
learning and prediction processes. Yet another issue worth examining are correlations between different shares or commodities. It would also be useful to evaluate
how common opinions about companies affect their performance in the stock exchange, as the stock market is primarily governed by crowd psychology stimulated
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by rumors, subjective opinions and media news. Therefore, the influence of these
factors on the learning process should also be explored.
In conclusion, artificial intelligence mechanisms stand an excellent chance of
succeeding on the trading floor, but further tests must be carried out to develop a
good and reliable investment system. There is no doubt that such solutions should
be considered for predicting stock market behavior [13].
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In terms of changing service delivery in multi-channel systems and the development of new communication/sales channels the key element of customer service becomes the ability to manage and seek synergies in using multiple service points. The
aim of the article is to present the challenges must confront service providers in
terms of significant changes in the distribution of services. The highest currently
identified symptom of these changes is the omnichanneling strategy. The authors
pointed out two major interrelated factors shaping challenges for service providers big data and proliferation channels. The main part of the article is a list of actual
challenges for service providers under transformation services distribution strategy
towards omnichanneling.
Keywords: multichannel, cross-channel, omni-channel, channel distribution, service

1. Introduction
In terms of changing service delivery in multi-channel systems and the development of new communication/sales channels the key element of customer service
becomes the ability to manage and seek synergies in using multiple service points.
Regardless of where, when and way of operating the key challenge is to integrate
the communication tools with the client in order to facilitate making a customer
choice, personalizing offers and identify those same people / needs in different
places. One of the key issues in this regard is the ability to manipulate big data and

the ability to adjust the distribution to diverse customer needs in this area.
The digital revolution in society and marketing creates tremendous challenges for
firms [15]. Leeflan et al. formulate the following four biggest challenges for firms:
(1) explosion of data (big data), (2) social media, (3) proliferation of channels, and
(4) shifting consumer demographics. It is easy to see that three of these four biggest challenges correspond to digital marketing developments, in our article we are
concentrated on two interrelated issues – big data and channels proliferation
[this publication is part of grant National Science Center, Poland
no. 2014/13/B/HS4/01612].
2. Digital era challenges for service providers
2.1. Twofold effect of big data
Undoubtedly the Internet has become one of the most important marketplaces
for transactions of goods and services. What is important, the Internet has facilitated information flow for both buyers and sellers. Buyers can find product level information with an ease never before possible. Sellers also benefit from new-found
information on consumers' price sensitivity and preferences [10]. If so, it is impossible to disagree with the statement that transparency and efficiency go both ways
[14]. It should agree that not overly many firms seem to act comfortably in a world
where consumers can speak so freely with each other and businesses have increasingly less control over the information available about them in cyberspace [12].
Consumers not only search for but also create and disseminate information on the
Internet. This information, together with other information provided by firms in
various social media, is significantly improving information transparency in marketplaces and has important implications for consumer behavior, marketing strategies, and information transparency policies [28]. The ways consumers communicate with each other have been changing dramatically over the last decade, and the
same is true for how consumers gather and exchange information about products
and how they obtain and consume them. The rise of a plethora of new media has
provided consumers with extensive options for actively providing information on
services and products [11]. Figuratively, researchers say that “new traffic lanes
were being built, not for the convenience of marketers, but for consumers”
[8, p. 4].
Taking into account the above, the key to market success is to integrate digital tools and technologies into existing business models and adopting current business models to new and/or disruptive technologies. That integration is the most
important strategies to address the challenges of the prevalence of digital tools and
technologies threatening existing business models. Because offering customers the
ability to search and buy online requires companies to re-specify their business
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models [15]. A business which is a well-specified system of interdependent structures, activities, and processes1 that serves as a firm’s organizing logic for value
creation (for its customers) and value appropriation (for itself and its partners) [24].
Another description is that it is essence of a firm’s strategy [9] or a reflection of the
firm’s realized strategy [4].
The requirement to make such fundamental changes is obligatory challenge.
The same is with another challenge strictly connected with business model changing – big data. The ability to generate and leverage deep customer insights has
become crucial [15]. According to Snijders et al. [23] big data is a loosely defined
term used to describe data sets so large and complex that they become awkward to
work with using standard statistical software. They claim that the availability of
such large scale data sets is the effect of rise of digital and mobile communication
which has made the world become more connected, networked, and traceable.
On one hand, big data is connected with the risk of overreliance on data and
hard facts [15]. Figuratively, researchers say that the amount of information collected by the company it is no longer a rain shower but deluge [25]. Marketers are
being challenged by this deluge of data that is well beyond the capacity of their
organizations to comprehend and use. Used strategies are not keeping up with the
disruptive effects of technology-empowered customers; the proliferation of media,
channel, and customer contact points [7]. Consequence of this may be suppression
of creativity and breakthrough innovations. All the more so, if we consider the
apparent tendency to concentrate on accountability in marketing departments.
Without a doubt situation where more fact-based decision making reduces out-ofthe-box thinking should be avoided. That kind of unusual thinking is valid for developing new initiatives and innovations. At the same time, in a rapidly changing
environment information about changes (technology, competition, customer preferences) becomes crucial for decision making, and the marketing department
should be more influential. In order to be influential, marketing departments should
be accountable [26].
On the other hand, big data gives a great opportunity to follow the customer
during his or her buying process. According to researchers, efficient tracking the
customer’s journey is a key requirement to optimize advertising campaigns and
budgets. In our opinion much more important is fact that using information about
customer’s habits and preferences makes possible to create the most suitable channels combination. Not a one channel but a few because different type of channel
can be selected by the consumer at various stages of the purchasing process. Under
multichanneling information about these preferences become crucial for effective
and efficient customer service. It is a visible link between two major challenges
(mentioned at the beginning)– big data and proliferation of channels. The second
one is a kind of a result of the first one. An adequate analysis of the available data
allows a gradual recognition of consumer expectations in terms of places / ways of:
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(1) searching for information about the offer, (2) purchasing, (3) post-purchase
service (4) service resignation. A kind of key change and challenge in shopping
behavior is that customers today are no longer marching through those stages in the
context of a single channel. Instead they are using all the available channels, entering different ones to satisfy themselves at different stages [20].
2.2. Channel multiplicity
The truth is that when company understands the various paths buyers follow
as the move through the purchasing process it has the necessary insight to design
profitable channels combination to serve them. For some companies it could be a
kind of discovery that customers are exploiting resources in various channels to
fulfil their different part of the buying process. Undoubtedly, as regards distribution, important change is the fact that the location has lost its potential of being the
primary source of competitive advantage. Using the mobile channel retailers can
now enter the consumer's environment through the mobile device, and, because the
mobile device stays with the consumer, the retailer can be anywhere, anytime [21].
Fact of channels proliferation should be used to provide information, deliver,
and/or facilitate post-purchase satisfaction and retention with respect to the products and services. Bruggen et al. used for that phenomenon the term of channel
multiplicity - phenomenon, whereby a new breed of information-empowered customers seeks the fulfillment of needs and wants from multiple independent providers of increasingly fragmented product/service offerings [2]. According to them,
channel multiplicity is characterized by at least two specific features. First, customers rely on multiple sources of information, and on multiple sales and support
outlets making available the sought after products and related post-purchase services. Product information and its availability are facilitated by third parties other
than the manufacturer or traditional channel intermediary. Secondly, customers
have an increasing demand for and expectations of trouble-free transitions from
information provision to transaction fulfillment to post-purchase service provision,
across these multiple channel providers [2]. The combination of these two issues
create some challenges for service providers (figure 1).
It appears that in the case of services, the phenomenon of the multiplicity of
channels may result in greater challenges for their (services) suppliers. It happens
due to the specific characteristics of services (compared to the material goods. It is
true, that the service recipient (consumer) is not so much involved in the selection
of a service as such, but rather faced with the task of selecting the most suitable
provider of such service [17]. In our opinion, however, it is not a complete statement because under multichanneling environment the key task for service buyer is
selecting most suitable not provider but service channel. That is why the challenges
of channel multiplicity appear to be more difficult for service providers.
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Figure 1. Conceptual overview of channel multiplicity
Source: [2, p. 332]

Phenomenon of channel multiplicity implies the need for a new design and
management of marketing channels, these channels under the new conditions take
over the functions of communication channels with consumers. It becomes necessary to redefine the concept of a marketing channel - in the light of contemporary
literature channel is defined as a customer contact point, a medium through which
the firm and the customer interact [13; 1]. According to a broader view of the
channel it is a series of value-adding functions and/or services that combine together to create enhanced customer experiences [multiplicity]. That view demands that
all digital conduits could potentially represent a channel of distribution, including
but not limited to mobile phones, kiosks, and any user generated phenomena (blogging sites, social networks, video sites) as well as all other branded formats such as
retailers, brand fans, user groups, and catalogs. At the same time is visible an increasing fragmentation of the transaction and reorganization of key channel functions over the purchase lifecycle. In effect, the nature of distribution channel has
expanded from being focused on the service only to the provision of valuable support services and customer retention activities [2].
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Another challenge arising from the multiplicity of channels available to consumers is the need to reconfigure other elements of marketing - mix. As is well
known set of marketing mix is wider in the case of services (7P instead of 4P), so
the risk of mismatches of the service marketing strategy is higher. More components must be adapted to the customer's expectations, otherwise a service failure
occurs [22]. The actions taken by service providers to respond to service failures
could drive positive customer behavior such as re-patronage intention and WOM,
but could also lead to customer retaliatory behavior such as patronage reduction
and NWOM [5]. Under multichanneling conditions while pressures on integration
between used channels failure of (in the broadest sense) customer service can easily become. Another issue that needs service provider’s attention is segmentation,
seemingly mastered to perfection. Undoubtedly segmentation is the starting point
for your marketing strategy. It may, however, prove that the segmentation of customers based on their preferred distribution channels is inefficient. The reason is
that a single customer has diverse preferences in terms of the best channel depending on the stage of the purchasing process. In other words, classic approach to
segmentation based on purchase channel becomes meaningless, since each user can
have the purchasing path dependent on a number of factors (including the characteristics of the purchaser, the circumstances of the purchase, the attractiveness of
the offer marketing elements in each channel).
3. Omnichanneling – because multichanneling no longer enough
It is worth noticing that in the scientific literature there is defining three different categories of retailing through multiple channel – multichannel, crosschannel and omnichannel. However, the first two terms are often used alternately
and can mean either that channel of distribution are integrated, or interact each
other or channels that are not integrated and/or do not interact [1]. And the same
way academics specify cross-channel as interaction of channels that are integrated
or not integrated. Although these two concepts are not the same it is difficult to
determine the pattern of both concepts. Sometimes the distinction is made between
these three concepts through the prism of the degree of integration channel.
The study confirm influence of degree of integration on sales. The development of
channel integration during a time has a positive effect on sales growth [3]. Integration means to which extend „a firm coordinates the objectives, design and development of its channels to create synergies for the firm and offer particular benefits
to its customer” [2, p. 200]. Multichannel means no integration, partial integration
cross-channel, omnichannel full integration touchpoints and communication
channels [1].
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Typically multichannel is define as „the design, development and evaluation
of channels to enhance customer value through effective customer acquisition,
retention and development” [19, p. 96]. In this definition the need to create customer value by managing multiple distribution channels is highlighted. The main
challenges for multichannel customer management are as follows [2, p. 108-109]:
• data integration (evidence cross selling benefits),
• understanding customer behavior (factors influencing channel choice),
• channel evaluation (channel cannibalization),
• allocation resources across channel (allocate marketing across channel),
• coordinating channel strategies (management research shopping).
In contrast to the multi-channel omnichannel is defined as “the synergetic management of the numerous available channels and customer touchpoints, in such a
way that the customer experience across channels and the performance over channels is optimized” [27, p. 176]. In the above mentioned definition the term of the
consumer experience is placed and should be optimized by managing multiple
channels. A characteristic feature of omnichanneling is that full integration of
channels which may be called (trigger) at any time by the consumer and at the
same time is controlled by the vendor [1]. Summary of the main differences between multichannel and omnichannel are shown in Table 1.
Table 1. Multi-channel versus omni-channel management

Channel focus

Multi-channel
management
Interactive channels only

Channel scope

Retail channels: store, online
website, and direct marketing

Separation of channel
Brand versus channel
customer relationship
focus
Channel management,
objectives

Separate channels with no overlop
Customer – retail channel focus

Omni-channel
management
Interactive and masscommunications channels
Retail channels: store, online website, and direct marketing, mobile
channels, social media Customer
Touchpoints – mass communications channels
Integrated channels providing seamless retail experiences
Customer – retail channel – Brand
focus

Per channel
Cross-channel objectives – customer
experience, total sales

Source: [27, p. 176]

Some research confirmed that the modern self-service distribution channels
(eg. on-line or mobile) when there is no direct interaction “face to face” can hinder
the obtain feedback from the consumer [6]. The choice of the distribution channel
made by the consumer is linked to the level of communication richness and by the

526

degree of fit to the task [18]. Higher richness of media communication is not always expected by the recipient, as they usually entails higher costs of using the
services of a particular channel [16]. Certain communication channels are used
alternatively or primarily depending on the situation.

4. Conclusion
Omni-channel services management sales requires a specific approach to the
exchange of information between alternative channels and use them at every stage
of customer service. That may raise certain problems and conflicts which challenge
for service providers. Among the challenges in this regard must be pointed:
1. Identification of each client in each of the distribution/communication
channels (today some customers are unwilling to give information on personal data, eg. by telephone);
2. The integration of data from different channels and making them available
in any other channel in real time;
3. The integration of data from different forms of communication – face to
face, by phone, chat, social network, internet – additional problem of
communication in different languages;
4. The risk of errors - customer dissatisfaction due to lack of identification in
any channel the current stage of the purchase process;
5. Cooperation with intermediaries - the division the channels operating costs
and benefits of customer service;
6. Unification (across channels) and/or price differentiation (for different customers) and the need to justify the proceedings of the service provider to
the consumer;
7. Fluctuating load selected distribution channels (physical and telephone),
which can cause poor standard of service quality;
8. The human factor - both the suppliers and recipient, it causes the convenience of the supplier (and inconvenience for buyers) or a recipient’s habit
(low efficiency of the supplier);
9. The high costs of implementation and support of sales services based on
the omnichanneling strategy - especially for smaller companies.
Among the conditions listed above, the most important seem to be those associated
with obtaining and exchanging information and ensuring the efficiency of distribution systems. This can lead to certain restrictions on the provision of services to the
consumer in some channels, particularly in the stage after purchasing service.
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After many years of effort and work to improve the situation, eliminate barriers
in the lives of the deaf, developed the law on sign language. It is defined as a
milestone in the struggle to improve their situation. Assistive technology for deaf
people an opportunity to communicate their alignment with the rest of society. In the
era of computerization there are solutions, offers a chance for the abolition of such
barriers. Access to the Internet and mobile devices deaf improve communication
with its surroundings. The following papers attempts an approximation of deafness
as a disability and social groups, and then present the technical and technological
foundation that with support communication. The proposal is a response to statutory
requirements in relation to public bodies.
Keywords: communication, disability, public administration, deafness, barriers,
severe hearing impairments, modern technologies

1. Introduction
Disabilities have become a subject of broad public debates in modern times.
According to WHO reports, the estimated number of persons with disabilities,
globally, is close to one billion. Certainly, the effects of such disabilities in
everyday social interactions may be varied, since this particular (and by far – the
largest) minority in the world represents an overwhelming array of different
categories of disabilities. In the second half of the 20th century, formal
classifications estimated the percentage of impaired persons in the total population

at ca. 10%. More recent analyses, such as the World Health Survey, the Global
Burden of Disease Study and a number of domestic publications suggest that their
percentage is closer to the 15% mark. Among those, people with hearing
impairments are one of the largest segments, globally, at ca. 70 million [11].
So far, the most significant benefit offered to people with hearing impairments
was the formal and legal recognition of the sign language, a result of concerted
efforts on the part of various associations and organisations representing the
interests of persons who use sign language as a primary form of communication in
their everyday activities. In addition, their efforts are also focused on promotion
and protection of the sign language in public setting – particularly in education,
judicial proceedings, administration and public services, the media, and the culture
– as well as the provision of interpreting services. After many years of efforts and
concerted activities intended to alleviate the communication gap and eliminate
barriers to communication for the hearing-impaired, the formal status of the sign
language in Poland was confirmed in an Act on the Sign Language and this was a
milestone to improve the quality of life for people with disabilities.
Modern technologies offer a chance for the hearing-impaired persons
(in social and professional context) with that of the rest of the society. Modern IT
solutions may be employed with success to reduce barriers to interpersonal
communication. Access to broadband Internet and the propagation of mobile devices,
with support from dedicated centres of sign language interpretation services may
virtually eliminate all barriers to communication with the deaf. This paper represents
an attempt to define the properties and the characteristics of this particular type of
impairment, and the qualities of the affected community (or social group). Based on
the above, the authors postulated a number of technological and technical
requirements in the design of modern instruments for support of communication with
this segment of the general population, particularly in the light of provisions
contained in the Act and addressed to public administration authorities in their
contacts with persons with hearing disabilities and impairments.
The main objective of this paper is to identify the most fundamental barriers
to communication faced by people with hearing disabilities in their contacts with
public administration bodies in Poland.
2. Definition of deafness
‘Deaf’ is a common denominator in all definitions of persons with hearing
disabilities or impairments. A deaf person is one who faces problems with
unassisted learning of language and speech, resulting directly from congenital or
acquired defects of the auditory analyser. This type of disability is inherently
burdened with problems in social adaptation and requires third party assistance in
all areas of education and development [3].
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Formal classification of hearing impairments, as adopted and recommended
by the International Bureau for Audiophonology, postulates a division into light,
moderate, severe and total hearing loss. In everyday terms, this classification may
roughly correspond with such terms as: weak of hearing, hearing-impaired, deaf,
deaf without speech, etc. For our purposes, the above terms will be used
interchangeably. However, it must be noted that, based on the adopted definition,
‘deaf’ should be perceived as the term of the highest order. Persons with light
hearing loss are not limited in their social roles. They do not require any technical
or medical assistance. Moderate hearing loss does pose communication problems,
particularly hearing and interpreting speech under poor acoustic conditions. This
type of defect may have a negative impact on social roles played. It may require the
use of hearing aids and other devices. Persons with moderate hearing loss use
speech as the most basic form of communication, but their speech is often impaired
as a result of poor apprehension of vocal elements which leads to habitual speech
errors [8]. Persons with severe hearing loss are unable to comprehend speech
without a hearing aid, but even then, proper identification of sounds may not
always be possible. People with total hearing loss will not understand speech, since
no hearing aid can alleviate the impairment. The afflicted persons can only register
a narrow spectrum of sounds or background noise. Cases of total hearing loss are
fairly infrequent; this affliction is registered in ca. 2−4% of general population.
Reports published by the Central Statistical Office estimate the number of persons
with severe and total hearing loss in Poland at ca. 100 thousand, and ca. one
million of Polish citizens suffer from moderate hearing loss. There are no available
records on the proportion of general population suffering from light hearing loss,
but it may be estimated at ca 3 million [1]. A loss of hearing may occur at any age
and for various reasons. Depending on the type, the degree and the duration of the
loss, the afflicted person may experience a sense of isolation from the social
environment, since – by nature – this condition results in a deterioration and
limitation of social contacts or even precludes any type of communication without
affecting any motor or mental facilities. The most pronounced restrictions to
communication are observed in cases of severe and total hearing loss manifested at
birth or at infancy and early childhood [1].
3. The specifications of communication forms used by the deaf
The above limitations and restrictions to everyday social contacts have
stimulated the research and development of alternative forms of social
communication. To communicate with the rest of the population, persons with
hearing loss may use a wide assortment of codes. Apart from the standards of
Polish Sign Language (natural) and Signed Polish (coded), these include:
dactylography (fingerspelling), a phono-gestural system (used to clarify lip-read
messages), and individualised systems incorporating all the available forms of
communication (often referred to as total communication systems).
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Sign Language – the Polish Sign Language (PJM) is a form of communication
based on a unique grammatical structure (not in any way related to the Polish
grammar). The Signed Polish (SJM), on the other hand, is based on a direct
transposition of the spoken Polish, and designed to accompany the articulatory and
speech messages produced by the hearing-impaired. Despite being regarded as a
form of the Sign Language, the Signed Polish is only used to support and clarify
the speech production. Due to dual-channel communication – speech accompanied
by simultaneous sign transposition – the hearing-impaired can improve their lipreading accuracy. S. Prillwitz provides the following classification of signing [6]:
- family signing, a naturally evolved pattern of communication between hearing
parents and their hearing-impaired child, employing non-verbal signals. This is
the crudest form of sign communication, both formally and functionally, based
on systematic use and improvement of natural gestures and facial expressions
used by the hearing persons. Formal sign language use is fairly sporadic.
- the classical Sign Language, the language of choice in communication within
the hearing-impaired community. This is the most economic form of sign
communication for everyday applications.
- translated speech – a form of sign language used by interpreters, with clear and
intentional references to the spoken language, designed to preserve (as far as
possible) the natural flow of speech and the original word order, so that it can
be used to supplement lip speech.
- the Signed Language – the most accurate representation of the spoken language,
with strong emphasis on the preservation of all formal and grammatical
elements of the spoken language.
W. Dykcik [2] postulates a different topology of communication methods used
between the hearing-impaired and the general population:
- the signed method, based on the use of conventional signs representing general
notions, characterised by a specific grammatical structure with no inflection
forms.
- dactylography – fingerspelling, a form of communication based on a system of
finger signs representing individual letters and digits. Fingerspelling retains the
grammatical structure of the spoken language.
- phono-gestures, a system of arbitrary hand movements designed to supplement
articulatory deficiencies. It does not replace the spoken content; it only helps
interpret messages read from lip movement.
- combined speech, incorporating elements of: spoken language in graphical or
auditory form, fingerspelling, and sign language.
- total communication is a form of communication utilising all the available
channels and means of expression: auditory, gestural, manual coding, script,
and graphical symbols.
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4. Barriers to communication faced by the deaf
For the deaf, the most fundamental problems in social context result from
their difficulties in communication with the hearing population, and their impaired
access to information. Barriers to communication make it difficult for this group to
adapt to social and vocational requirements. The problem of hindered
communication with the deaf has not yet been resolved in a satisfactory manner,
but the need to provide support for everyday communication for persons afflicted
with hear loss has stimulated the development of various technical and
technological solutions designed to alleviate the effects of impaired hearing. Two
groups of such solutions can be identified: techniques in support of direct
communication, and solutions designed to facilitate access to information. People
without practical knowledge of problems typical for the deaf community tend to be
biased in their perception of the deaf. Such negative attitudes towards persons
using no other form of social communication save for the sign language are a direct
result of communication difficulties, experienced by both parties [2]. The deaf have
trouble passing messages to others, but the hearing person also feels frustrated in
contacts with the deaf, finding it difficult to express their intended message. This
phenomenon of reciprocated negativity is particularly evident in public
administration, health services and other areas requiring frequent contacts with the
deaf. By refusing to learn the sign language, the hearing members of such
professions have no chance to gain a valuable insight into the needs of the hearingimpaired community. The deaf, on their part, face their barriers to communication
with an anticipatory anxiety, trying to foresee potential difficulties and arrange the
required activities in a manner that eliminates or limits the need for speech or
gesture [6]. For instance, when shopping, they display strong preference for selfservice stores. Such behaviour usually stems from the fear of social rejection and of
being subject to negative reaction. It must be stressed that negative reactions to the
deaf are very pronounced among hearing persons with no previous knowledge or
experience of the deaf community and their problems. As a result, the deaf are
immensely challenged in their social interactions. It is only natural that they seek
support in their contacts with public authorities, bank clerks and providers of other
services that require basic knowledge of legal or organisational minutiae. At the
same time, they are often socially inhibited and cautious in their interactions with
strangers – this is why it is so important to provide clear and precise markings of
workstations manned by personnel equipped to communicate in sign language.
A hearing person, when faced by the task of responding to the needs of the deaf,
should be provided with basic knowledge of ways, methods and techniques of
communication, as well as the capabilities and limitations of the hearing-impaired.
They should be aware of the fact that communication capabilities of the deaf are
directly related to the duration and the quality of their education. Reassuming, it
must be emphasised that the duty to overcome barriers to communication rests on
the hearing party – it is their responsibility to do their best to come to an
understanding in contacts with the deaf. After all, any responsible and professional
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employee of a public service institution should be equipped to utilise a wide
spectrum of interpersonal communication strategies, also with respect to persons
with hearing loss.
5. Social acceptance of the deaf
Social perception of persons with severe or total hearing loss is a prime
example of the typically stereotypical and prejudiced approach to the unknown.
The hearing community is not capable of perceiving the environment from the
standpoint of a person with a hearing disability. Consequently, their evaluations of
real-world encounters are naturally speculative. They may cover or plug their ears
in an attempt to gain this type of insight, but they invariably tend to perceive
deafness in terms of affliction or impairment. However, even by completely
isolating from the surrounding sounds, they will never get to experience the world
as the deaf do. The perception of the deaf – particularly those with cultural
deafness – as people who had ‘lost’ their hearing and are ‘doomed’ to live ‘in the
silent world’ is deeply fallacious. Persons with good hearing find it normal to be
able to speak and hear; consequently, a prospect of losing this ability is perceived
by them as a tragedy. Similarly, persons born with a hearing disability find it
natural and normal to ‘hear no sound’. People with hearing disabilities are not
homogeneous in their social behaviours. Those with mild or moderate hearing loss
typically identify themselves as members of the hearing community, and their
social participation is influenced both by their own capabilities and the goodwill of
others. Due to limitations of interpersonal contact under acoustic discomfort, they
often choose to reduce their social contacts to the narrow circle of close relatives
and friends who understand their problems and who have learned to adjust to them.
Also the professional lives of such persons are largely dependent on goodwill of
others. The ease of social adaptation and the effectiveness of the associated coping
strategies for the deaf seem to be in reverse proportion to the degree of the hearing
loss and the delay in its manifestation. Deaf persons born and raised by hearing
parents are particularly vulnerable in their social lives, since they lack the support
of ‘like-minded’ relatives. Consequently, they may develop a sense of ‘complete
loneliness’, which has a detrimental effect on their professional and social
encounters [8]. Knowledge of the sign language offers a significant improvement
in the quality of social life for persons with hearing loss, both oral deaf and deaf
without speech, since it largely facilitates social encounters, both within the nonhearing community, and with the outside world. The use of Polish Sign Language
gives them a sense of belonging and serves as an instrument of social cohesion,
improving their chance to develop meaningful relations (friendship, partnership,
marriage) with ‘like-minded’ people.
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6. The Act on Sign Language and other forms of communication
The Polish Act on Sign Language and other forms of communication, of
August 19, 2011, entered into force on April 1, 2012 [9]. The Act contains
regulations in three areas: sign language, techniques in support of communication
with deafblind, and other forms of communication. For the first time in Polish legal
system, the Act recognised the Polish Sign Language as a language for all intents
and purposes, and a natural language at that. The provisions confirm the right of
choice for the deaf to designate PJM as their first (native) and dominant language.
The regulations contained in the Act pertain solely to formal encounters
between deaf and deafblind persons and the representatives of the following
sectors: public administration, emergency and intervention services (police, fire
and ambulance), and public health services (hospitals, clinics, dispensaries). Other
areas of regulation include sign language training and support for the deafblind.
In their formal contacts with public administration, the deaf (and deafblind) are
given the right of interpretation by a certified PJM or SJM translator or a tactile
translator. Public offices select translators from a formal register authorised by the
governor’s office. Fees are paid by the office in question. In their contacts with
public services specified above, the deaf may also appoint their own intermediaries
(with the only limitation being their statutory age of 16). In addition, the Act
provides a classification of communication support instruments, such as instant
messengers, text, e-mail, fax, and online services designed to offer remote access to
public services for the deaf (and deafblind). Deaf and deafblind parents have the
right to interpretation in all matters concerning education of their children. The
deaf and deafblind may also demand to be informed on all administrative
proceedings in a format accessible to them; for instance, they may choose to
receive correspondence in the form of video recordings signed by an interpreter.
Furthermore, the Act stipulates the right to gratuitous training in sign language and
other support techniques, granted to deaf and deafblind persons, their relatives, and
to those who require such training due to frequent contact with this group of
general population. In addition, the Act established the national Sign Language
Council, with ample representation from all vitally interested groups: the deaf and
deafblind, sign language specialists, communication support technicians, delegates
of ministry departments, and a delegate of the National Broadcasting Council. The
newfound Sign Language Council is a body responsible for the promotion and
dissemination of the sign language and for monitoring of the Act’s implementation.
7. Modern technologies in support of the deaf
Information technologies (IT) and the associated mobile technologies can be
defined as a set of data-processing instruments used in information systems.
As such, they comprise of hardware, software, and methods of data organisation
[4]. Owing to the rapid development of mobile technologies, this segment offers at
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present the best potential for support of communication for the deaf in their
contacts with public administration bodies.
With technological advance of the recent decades, general public has become
the most important beneficiary of changes and improvements of communication
processes. Broad access to mobile communication and mobile devices, improved
data throughput, and elimination of ‘the last mile effect’ (physical access to
network structure is no longer required) – all these changes will soon keep us
online at all times, as a networked society [5].
In line with the approach presented by Turban et al.[10], in responding to the
needs of people with hearing disabilities, it may be useful to place main emphasis
on purely technological solutions, most importantly, the following parameters:
- information flow based on personal mobile devices – mobility,
- the use of wireless channels for circulation of information, available at all times
and accessed from remote locations – accessibility,
- the use of devices capable of providing multimedia content – multimediality,
- organising the information flow around multidimensional database structures
with precise identification of end recipients – individualisation,
- carrying certain areas of everyday activities over to the virtual dimension, with
strong emphasis on sustained access to such services – virtualisation.
The social position of persons with hearing disabilities is a source of great
discomfort, and the lack of solutions in support of their communication with public
administration bodies only adds to the problem. Following are the most important
areas to be addressed with the help of modern technological solutions to alleviate
their discomfort [7]:
- with respect to public administration bodies (central offices, local
administration), the most often postulated solutions include: organisational
support for communication (a dedicated phone line, e-mail and fax, short
message system, multimedia message system, instant messengers, remote
access to interpretation services (accessed via instant messenger service, and
technical support, typically in the form of a desktop PC with Internet access
and/or tablet devices.
- for the National Medical Emergency Services (emergency wards, ambulatory
care), equipment requirements are stringent to start with, but the reasonable
minimum should include a dedicated desktop PC for stationary care centres and
tablet devices with Internet access for mobile emergency teams.
- with health care providers, both integrated (health care centres) and private
(surgeries), typical solutions addressed to public administration bodies can be
employed.
- crisis management and non-medical emergency services.
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A reasonable degree of comfort for deaf persons in their communication with
public administration institutions, and in social contacts in general, may only be
attained through comprehensive approach to the problem at hand. An outline of
such a comprehensive IT system will be presented in the next section of this paper.
8. An overview of the postulated comprehensive IT solution
With a clear line of approach to the problem of communication between
persons with hearing disabilities and various bodies of the public administration
sector, we may attempt to postulate a comprehensive solution in the form of a
dedicated IT system. Fig. 2 presents a schematic diagram of the postulated
instrument.

Figure 2. A schematic organisation of the ECOG System. Source: publications of the
European Support Centre for the Deaf - ECOG, accessed in 2013

The ECOG system is designed in accordance with specific requirements of
the deaf. The first stage of implementation is the needs analysis, with emphasis on
the identification of personnel responsible for servicing the deaf and with
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determination of potential load (with the view of determining the number of access
points, device specifications, and so on). This is followed by an initial design –
a draft solution based on the available information and analyses. In the subsequent
iteration, the draft is used in the physical design of a prototype system implemented
at the target institution of public administration. The next stage is the testing phase.
It must be noted that, prior to final implementation of the system, all the minutiae
are consulted with end users and other groups directly involved in the process –
this includes the hearing-impaired community. The approach presented above
offers a broad range of communication solutions in support of the communication
processes characteristic for this group of users. The most important elements and
features of the postulated system include a dedicated phone line, e-mail and fax,
short message system, multimedia message system, and instant messengers based
on P2P architecture. Remote access is available to interpretation services at all
times, via instant messenger service and dedicated tele-conferencing equipment
with support for the hearing-impaired, based on smartphone and tablet devices.
The last part is comprehensive assistance and system maintenance services,
accessible during the institution’s working hours.
At this point, it may also be useful to present details of the two crucial
elements of the postulated system that determine the unique character of the
solution and warrant extensive and comprehensive support for communication of
the hearing-impaired in their contacts with public administration bodies [7]. Online
functionality is easy, rapid and reliable access to sign language interpretation
services for all customers who declare their preference for this form of
communication with public administration. Deafs have full access to public
services, with understanding of the requirements, based on dedicated equipment,
and adjusted to the specificity of services offered. Open access to
videoconferencing rooms is possible for people with hearing impairments, offering
privacy and ease of access to the whole range of services offered, including those
that address sensitive and private areas of life, or – alternatively – providing access
through personal mobile devices. On-site services supporting administrative and
paperwork for all formal matters involved in servicing of the hearing-impaired
customers. Existence a dedicated package of remote services that can be used in
face-to-face encounters, based on the whole range of instruments specified in the
Act, i.e.: SMS, MMS, fax, and e-mail; the package is tailored to the requirements
of the ordering institution, and properly marked to ensure ease of access. Better
access to office facilities for individual sessions, held with specialists appointed to
service the needs of the hearing-impaired.
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The main objectives of the system, specified by the system provider in accordance
with the requirements of the Act of August 19, 2011 on Sign Language and other
forms of communication, present as follows [7]:
- defending the rights and freedoms of people with hearing disabilities,
- improving social reception and proper recognition of the needs and the rights of
people with hearing impairments,
- offering videoconferencing capabilities for the exchange of information and
opinions as well as for building community support for service recipients.
- improved access to various forms of upskilling.
In the opinion of the system provider (and designer) [7], the postulated solution
offers the following benefits for the hearing-impaired and institution of public
administration:
- ensuring comfort of communication,
- eliminating barriers to interpersonal communication,
- offering unrestrained access to interpretation services.
- ensuring proper realisation of the stipulations of the Act on Sign Language and
other forms of communication,
- offering ease of communication with hearing-disabled customers,
- product accessibility (by far, the most attractive solution of this type in Poland).
9. Conclusions
With rapid advance of technology, modern societies are offered a unique
chance to improve their capability to respond and counteract the results of social
exclusion, also with respect to the community of the hearing-impaired. Modern IT
solutions have the potential of facilitating communication for the deaf in their
social contacts, also with respect to formal contacts with public administration
bodies. Persons with hearing impairments are often perceived as mentally
inhibited, not only due to their inability to process speech messages, but also as a
result of their specific approach to written documentation and formal
pronouncements in writing. The postulated solution, based on modern
technologies, is designed to improve the quality of communication for the deaf, but
it also has the potential of responding to specific needs of other socially impaired
groups. This paper focuses on the needs of the deaf community by emphasising
barriers to communication faced by this segment of population. Proper
identification of such barriers offers the chance for public administration bodies
and other authorities to alter their approach to persons with hearing impairments
and offer them proper support for the execution of their rights and freedoms, based
on dedicated solutions and operated by gesture, tactile input or other intuitive
forms of UI (user interface) input.
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In order to complete a project in time, companies must determine both the
duration of the entire project as well as each of its individual tasks. Very often less
experienced companies do not collect data affecting time limit for project
completion. Then time required to perform specified activities are determined based
on estimation and companies own experience. To minimize the risk error arising as a
result of using incomplete historical data and simultaneously increasing the
effectiveness of estimating the duration of the project, most project managers with
pleasure use the PERT method (Program Evaluation and Review Technique) to
estimate the duration of individual tasks of the project on the basis of three
intermediate estimation values: optimistic, realistic and pessimistic. This paper will
set the duration of an IT (Information Technology) project implementation tasks,
determine both critical tasks as well as critical path of the project. Based on
estimates deadlines events values, the probability of occurrence time limits shall be
also appointed.
Keywords: Critical Path Method, PERT method, project duration

1. Introduction
Each project is a new venture. The assessment of duration of individual
actions (tasks) of the project is not an easy task and requires specialized
knowledge. At the beginning of each project in the preparatory stage, tasks are
misty and, what should be done is not so clear, therefore, very important is to
gather the experiences from previous carried out projects. In the case of similar and
routine projects, tasks completion time can be estimated with great certainty.

To plan the duration of a project in deterministic term, the critical path method,
also known as the CPM (Critical Path Method) [7, 8] was created. Using the CPM
algorithm, a minimum planed duration project can be determined and for individual
project activity, both earliest start and latest finish time can be than calculated [4].
Sometimes, however, difficult and unknown projects require knowledge not only
of completed similar activities basic data, but also developed working time factors
verifying activities implementation period. In such case, estimates are quite
approximate, and the deviation can reach up to 100% the duration. Activity
duration and activity duration estimating are defined in the Guide to the Project
Management Body of Knowledge [5] as follow: Activity duration is calendar time
units between the start and finish of a schedule activity. Activity duration
estimating is the process of estimating the number of work periods needed to
complete individual schedule activity. A very important thing you need to be aware
of and highlight during the assessment description. The concept of ‘project or
activity run time’ describes the amount of working hours needed to spend for the
project or activities execution. While, the number of work periods needed, must
add to run-time issues such as resource availability, weekends and holidays, lunch
breaks, etc.
The inputs to the process of activity duration estimating are:
• The enterprise environmental factors (databases of organizations involved in
similar projects with information on activity duration estimates and other
historical reference information).
• Organizational process assets of the performing organization may have
calendars and schedules of previous similar projects.
• Project scope statement describes the project constraints and some assumptions
that may be taken into consideration in the process of activity duration
estimating
• Project scope statement, activities list and their attributes, as well as demands
on resources requirements are also significant information in the initial period
of work on the preparation of project implementation schedule.
The total run-time project estimation can be approached in several ways [6]:
• Bottom-up Estimation or Expert judgment – is the project work breakdown until
the lowest level possible, at which the presented work time and resources can be
determined very precisely. This method, however, is very labor intensive and
uses expert knowledge, which make the method one of the most accurate.
Bottom-up evaluation method is most useful while planning the whole project,
where decision about the project requirements and implementation method was
already made, as well as resources availability are known.
• Evaluation by analogous estimating – using data from earlier completed
projects, in combination with Expert judgment can give perfect results. This
method is used both for the whole project duration assessment as well as its
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fragment. Unfortunately, the difficulties in the application of such method are
often a lack of historical data.
• Parametric estimating – the method uses historical data as an input to different
models and mathematical formulas. Based on the knowledge of resources
availability, the amount of work to be performed and the values of factors
influencing labor productivity (based on historical data), project as well as its
individual activities duration can be than estimated
• Reserve analysis – project manager and / or project team can be choose to
incorporate additional time referred to as contingency reserves, time reserves or
buffers, into the coverall project schedule in recognition of schedule risks.
• Three – Point estimate for activity duration is an estimate that includes
optimistic, most likely and pessimistic estimate. This Method is known as
PERT analysis or PERT method. The method used these three different time
estimations for each activity duration and calculated the probability of project
completion by any given time.
Estimated activity duration resulting from the application of the above methods can
cause a lot of problems and before all many errors due to the lack of complete
historical data. Therefore, the application of three-point estimation derived from
PERT method provides very effective results, and is most frequently used by
project managers.
The article presents the PERT algorithm for determining an IT project
activities estimating duration as well as the project critical path defined by
(PMBOK) as “the sequence of scheduled activities that determines the duration of
the project.” It is the longest sequence of tasks in a project plan that must be
completed on time in order to meet its deadline. Based on estimates deadlines
events values, the probability of occurrence time limits shall be also appointed.
2. The overall project schedule construction
Completion of the project within the assumed time is one of the basic
conditions for successful project termination. Development of activities sequence
and assigning necessary amount of resources for their implementation is a basis for
project schedule formulation. PERT method like CPM comprises several steps that
can be summarized as follow:
• Create an ordered list with required tasks (activities).
• Create a flowchart or diagram showing each task in relation to the others.
• Estimate time required to complete each task using past experience or expert
knowledge.
• Identify the critical and non-critical paths among tasks. The critical path is the
longest-duration path through the tasks forming the network.
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• Determine the expected completion time for each task.
• Locate or devise alternatives for the most critical paths.
Described steps consisting of identified activities, operations and functions should
be placed in a logical sequence for their implementation. Activities may be run
sequentially, or simultaneously, i.e. in parallel at the same time. Activities
sequence and the relationship between them constitutes a starting point for creating
a network diagram (Fig. 1). For each activity it is necessary to determine execution
time resulting from expert knowledge or similar tasks in similar projects. Once
activities and their sequencing have been drown, the critical path can be identified
by determining the following four parameters for each activity:
• ES - earliest start time: the earliest time at which the task can start given that its
precedent tasks must be completed first.
• EF - earliest finish time, equal to the earliest start time for the task plus the time
required to complete the task.
• LF - latest finish time: the latest time at which the task can be completed
without delaying the project.
• LS - Latest start time, equal to the latest finish time minus the time required to
complete the task.
Critical activity for which there is not sufficient time between its earliest and latest
start or between its earliest and latest finish time must begin and end on time.
Activities not lying on the critical path, have a slake time within which you can
increase the realization time can be increased without any consequences for the
project completion. At this stage preliminary resources (workers, machines ect.)
required for individual task implementation is also estimated. In case of lack of
resources availability during the tasks implementation, schedule is updated and
new critical path may emerge and structural changes may be made if project
requirement change.
3. PERT Estimation Technique
PERT was initially created by the US Navy in the late 1950s. The pilot project
was for developing Ballistic Missiles and there have been thousands of contractors
involved. Sometimes, people categorize and put PERT and CPM together.
Although CPM shares some characteristics with PERT, PERT has a different
focus. CPM specifies the project duration planning in a deterministic way
i.e. all duration are known a priory. PERT stochastic algorithm treats activities
duration (tij) as a random variable beta with expected completion values E(tij) and
variances V2(tij).
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Time analysis according to PERT algorithm starts from the initial phase
which consists of an estimate for every activity in the critical path, expected value
and variance of activity duration.
Let’s denote the following estimators:
mij − expected value E(tij) of the activity (i, j) duration,
S2ij – the variance V2(tij) of the activity (i, j) duration.

(1)
taij − Experts evaluation for an activity shortest duration (i, j). This is the
fastest time an activity can be completed. For this, the assumption is made that all
the necessary resources are available and all predecessor activities are completed as
planned.
tmij − Experts evaluation for the most likely activity duration (i, j). This is the
most probable duration.
tbij − Experts evaluation for an activity longest duration (i, j). This is the
maximum time required to complete an activity. In this case, it is assumed that
many things go wrong related to the activity.
Phase two (fundamental) – the process of calculation is similar to the Critical
Path Method, PERT however, instead of determining deterministic activities
durations values, uses in stages (I – IV) as described in “the critical path method in
estimating project duration” paper, expected values of mij. In this stage it is
assumed the following equation concerning directive term (TD) of the project
completion:

(2)
- Activity earliest time that have not any precedence.
- Activity latest time.
Phase three (final) – It is to find the probability that the random total project
duration (tn) is less than, or equal to, any given specified completion time TD, i.e.,
P(tn <= TD). Since the scheduling of activities completion is calculated on the
basis of expected values, than each of the calculated value is given with respect to
variable expected level that has a normal distribution [2]. In this case (tn) will mean
the total project duration along the critical path which is now a normally distributed
random variable with mean m(tn) (the expected project time) equal to the expected
value of the earliest time (t0n) and standard deviation S2(tn) equal to the sum of
variance duration of activities belonging to the critical path (CP) of the project.

(3)
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The probability that the random total project time variable tn is less than, or
equal to, any given specified completion time TD P(tn <= TD) can be found by
converting to S-score and using the standard normal distribution tables.

(4)

4. The PERT method in estimating ERP project implementation
Let’s consider the ERP (Enterprise Resource Planning) project
implementation being a continuation case presented in the paper presented in paper
[4]. The implementation system stages and dependencies between activities
presented in table 1 are created as a network diagram form. There are two basic
formats of network diagrams [1]:
• Activity-on-arrow, AOA, (or Arrow Diagramming Method – ADM). In this
network format, project activities are represented by arrows (arcs) connected to
nodes. Nodes represent the realizations of some milestones (events) of the
project. One given node represents the finishing point of an activity and in the
same time the starting of the next activity.
• Activity-On-Node, AON (or Precedence Diagramming Method, PDM) – In this
network format, project activities are represented by node and precedence
relations by arcs between the nodes. This project network format is the default
format in most project management software tools such as MS Project,
Primavera and others. This is a very easy method to show different types of
precedence relations known as (start-start, start-finish, finish-start and finishfinish).
To show sequences and dependencies between the presented project activities,
a network format AOA has been used (Fig. 1). Table 1 shows also planned
activities amounts of time duration according to PERT method: optimistic
(shortest), most probable (medium) and pessimistic (the longest).
Each arrow in figure 1, represents a single activity (task), however nodes
represent activity events. Every beginning and ending of the arrow marks
respectively activity start and its end. Activities are in dependency relationships
with other activity/ies. Arrows are marked with a sequential order and indication
should be saved. Both of activities earliest start time and earliest finish time needed
to determine the longest project critical path are also added. In order to preserve the
network integrity, it was necessary to add a dummy activity – the dropped arrow in
(Fig. 1) with zero duration.
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Table 1. Tasks and durations considered to implement ERP system

A

Project analysis

-

8

Most
probable m
10

B

Software purchasing

A

1

3

5

C

Hardware and equip.
purchasing
OS and DB installation

A

2

4

6

C

1

2

3

B, D

1

2

3

Nr

D

Description

Preced
ence

Optimistic
time - a

Pessimistic
time - b
12

E

ERP software installation
and initial configuration

F

Business Processes
implementation

E

3

4

11

G

Implementation in branch
offices

E

1

2

3

H

User training

F, G

3

4

5

Figure 1. Network diagram as adopted in the project

Using the critical path method algorithm [6, 7], it has been determined for the
concerned implementation system, its critical path duration and for project
individual activities both the earliest start (ES) and finish (EF) time, and latest start
(LS) and finish (LF) time. Slake time being the difference between (LF) and (EF)
is calculated as well and shown in table 2.
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Table 2. The result of PERT algorithm and, standard deviation
and variances application
Activities
(task)
A
B
C
D
E
F
G
H

Duration
mij

ES

SF

LS

LF

Slake

s = (b−a)/6

S2

10,0

0

10

0

10

0

0,67

0,44

3,0

10

13

13

16

3

0,67

0,44

4,0

10

14

10

14

0

0,67

0,44

2,0

14

16

14

16

0

0,33

0,11

2,0

16

18

16

18

0

0,33

0,11

5,0

18

23

18

23

0

1,33

1,78

2,0

18

20

21

23

3

0,33

0,11

4,0

23

27

23

27

0

0,33

0,11

From table 2 it follows that minimum project duration is 27 days. Six tasks
(A, C, D, E, F and H) have a slake time equal to 0. These activities have earliest
time equal to latest time and thus form a critical path. A delay in this path delays
the project. Remaining tasks in this case (B and G) have a slake time (3 days each),
i.e. can be delayed past its earliest start or earliest finish without delaying the
project.
In accordance with PERT algorithm, the expected value m(tn) is equal to the
expected value of the earliest date (t0n) in our case m(t9) = (t09) = 27 days with a
variance equal to all activities durations on the critical path. According to formula
(3) the standard deviation is calculated:
= S2A + S2C + S2D + S2E + S2F + S2H = 3,7
and the variance (i.e. square of the standard deviation) is equal to:
= 1,91
Note: the standard deviations do not add to give the total standard deviation! First it
is added their squares (i.e., the variances), and then taken the square root, to find
the “total” standard deviation.
The project completion time random variable will have a normal distribution
with probability less than, or equal to, any given specified completion time TD (for
example fixed project deadline). Having TD, the probability of completion the
project is obtained by converting P(tn <= TD) to F(TD) - scores and using the
standard normal distribution tables.
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Given that the normal distribution table rows correspond to the decimal values of
F(TD), and columns to its hundredth parts, the project completion time probability
can be read from the normal distribution table for any specified value of TD:
For TD = 27 days, F(TD) = 0 and the project completion time probability is equal
to 50%.
For TD = 30 days, F (TD) = 1,56 and the project completion time probability is
equal to 94,06%.
For TD = 24 days, F (TD) = -1,56 and the project completion time probability is
equal to 5,94%.
5. Summary
This article uses stochastic PERT method to estimate ERP project
implementation duration. This method uses expert’s knowledge and experience to
introduce necessary date, when historical data do not enough allow carrying
particular analysis. Ability to verify estimated project completion duration in term
of its probability to meet planned value justifies the widely using PERT method by
project managers. The method is very simple and can be useful for sophisticated
projects. Its defect, unfortunately, is that any accuracy of the method's parameters
prediction will always depends on the accuracy of assumptions taken concerning
individual tasks run-time assumptions.
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The paper explores and analyses approaches and opinions about best practices
and recommendations in business process modelling. In the process modelling literature, also as a part of any business modelling activity methodologies, there are no
explicit texts about best practices. Additionally, business process modelling is a part
of different (approximately 30) business and enterprise modelling architectures, references and frameworks. The paper addresses the following questions: What is the
best way to undertake business process modelling? What procedures and core activities are essential during stages of modelling? What are the most important rules,
practices and standards to guide the business process modelling community?
Keywords: Enterprise Modelling, Business Process Modelling, Business Architecture

1. Introduction
The investigation for any improvement is not new, neither is the one for best
practices. According to Nattermann [19], best-practices research also can be one of
the most effective tools for organizational improvements. More than a century ago,
within theory of organizational management (e.g. by Frederick Taylor) some empirical bases for best practices in organizations were already presented. Thus began
the real search for best practices as means for organizational improvement. Business process management (BPM) modelling is applied in practice, but failures,
pitfalls, and quality of models as a result of best practice guidelines, have not been

considered very often. It seems that, a problem is still the low level of modelling
competence and a lack of commonly accepted standards.
The aim of this paper is to recognize and evaluate some selected aspects of
BPM modelling best practice recommendations. Even if much has already been
published on the BPM modelling in different approaches and contexts (e.g. macrovs. microscopic view, architectures/frameworks/references, BPM standards), sometimes making sense of all of the guidelines is difficult (especially for novices in the
field). Unfortunately there is rather little consensus about best modelling practice,
no commonly held set of rules and standards to guide the BPM modelling community (see e.g. [1, 12, 13, 15, 20, 23, 27]), and something can be done about it.
The paper addresses the following questions: What is the best way to undertake
business process modelling? What specific core activities are essential for modelling activity through different stages of the modelling in BPM cycle? And what are
the most important practices during the different stages of the modelling activities?
Possibly, following the advice contained in the best-practice statements/recommendations, and following rules related to process model building –
it potentially can improve the practice of BPM modelling.
The paper starts with a synthetic review of the extensive bibliography available on modelling best-practice and guidance formation for business model design
and implementation. Then, a short review of the BPM modelling literature on best
practices in the field is presented, concluding that most of the development of best
practices is described, reasonably enough in teaching texts and training documentations, but still difficult to follow and to accept in practice. The study discovered a
large number of statements about what experts (practitioners and academicians) see
as best practices in the BPM field during stages of modelling activity.
2. Background
Practices classified as “best” and recognized as relevant for action have rulelike attributes capable of important and influencing action. Rules, by being interpreted and implemented, motivate and delimit action. Action, in turn, influences
the creation of results that, through adaptation, form goal setting. Formalization
and operationalization of goals effectively determine new rules and changes in
existing rules, resulting in an evolutionary cycle of rule development and change.
Bardach [2] defines the goal of best-practices research as related to widening the
range of solutions to organizational problems, implying that implementing best
practices can become the solution to real problems. Overman and Boyd [22] categorize best-practices research as a version of the method of inductive practice-toprinciples research and define it as “the selective observation of a set of exemplars
across different contexts in order to derive more generalizable principles and theories” (p. 69). Best-practices research should be pragmatic, practice-driven, innova-
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tive and promoting business, positive and prescriptive, commercial and user friendly. Following examples of other best-practices research in organizations (e.g. Bogan and English [4]), researchers also have linked the concepts of best practices
and benchmarking to evolutionary processes of best organizations. Sources for
identifying best practices include literature reviews, industry trends, best-practice
centers, Internet and networking resources, benchmarking activities and site visits,
cooperative agreements, and the advices of experts (e.g. [11, 17]). Identifying and
clarifying best practices can be challenging, and the implementation of those practices can be overwhelming, individuals and organizations face in identifying and
implementing best practices. Pfeffer and Sutton [25] identified barriers to implementing best practices in productivity improvement, including the powerful knowing - doing gap. An example of an attempt to explore best practices in a field of
knowledge is presented by Bourque et al. in [6] on exploration of fundamental
principles of software engineering with a search for core concepts in this field as a
journey geared toward improving the practice. In some latest research studies, a
quality of BPM models is also undertaken, as a component of methodological best
practice application (e.g. [18]).
Existing approaches towards selection of better attitudes to increase quality of
BPM models might be of benefit, but frameworks like SEQUAL and the Guidelines
of Modelling are too abstract to be applicable for beginners and non-experts in
practice, and collections of pragmatic issues are presented without a research foundation. Becker et al [3] presented a framework (GoM) to structure factors for the
evaluation of process models. Also Mendling et al [16] presented a study of research on relationships between model structure and error probability with a synthesis as a set of seven process modelling guidelines (7PMG). These guidelines are
built on strong empirical insights, and are formulated to be rational to practitioners.
Even though some theoretical frameworks are available in the area of BPM modelling, these usually require a level of competence and distinguishing the major quality attributes remains too abstract to be directly applicable by non-experts. In other
words, such guidelines are hardly related to the real actions that process modelers
undertake in capturing e.g. the activities and actors in a process. The problem behind the guidelines is that hardly any empirical support is provided for them and, if
available, it is a memoir at best. From a research perspective, it can be noted that
much of the existing work into process modelling describes more formal side, and
does not focus on providing modelling support either.
A process (business process) is the combination of a set of activities within an
organization with a structure describing their logical order and dependence whose
objective is to produce a desired result. Process modelling enables common understanding and analysis of a business process. A process model can provide a comprehensive understanding of a process. An organization can be analyzed and integrated through its processes. Therefore there is a need and an importance of rele-
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vant modelling of organizational (business) processes. Using the right model involves taking into account the purpose of the analysis, and knowledge of the available architectures, frameworks, process modelling methodologies, techniques and
tools. The number of possible references on organization and BPM modelling and
BPM implementation is quite large, which does not facilitate process oriented
management and professionals in their work (see e.g. [1, 7, 8, 26]).
There are basically two intentions behind the use of business models in enterprises today [24] - the business development (developing visions and strategies,
designing/redesigning business and developing information systems), and ensuring
the quality of the business (maintaining/sharing the knowledge and ensuring the
acceptance of decisions). For the purpose of successful management each organization develops and implements models, especially business and/or business process
models. There are some differences between these two kinds of models. The substantial difference is in a set of questions and interests to be asked and represented
within a model. Also differences can be found in a level of model data aggregation.
For example, business model is usually understood in the following ways [9]:
• a business model shows what the organisation’s environment is and how the
organisation acts in relation to its environment,
• a key element of the business model is a description of the organisation’s architecture, and a usable business model reduces and delimits aspects,
• usually a business model is developed for only those parts of the organisation that make up the key business processes,
• a business model should include description of the dynamic behaviour of the
elements in the architecture.
The main design decisions to be represented in a business model are [9]: value
adding business actors being involved, offerings of which actors to which other
actors, elements of offerings, value-creating/adding activities producing/consuming
these offerings, which value-creating or adding activities are performed by which
actors. On the other hand a business process model typically shows the following
design decisions: actors involved in the operations, operational activities which can
be distinguished, activities executed by which actors, inputs and outputs of activities, sequence of activities to be carried out for a specific case, activities which can
be carried out for a specific case.
There are five modelling goals to facilitate human understanding, communication and developing a new management vision in process oriented approach implementation in an organization: supporting process improvement, supporting process management, automating process guidance, and automating execution (enactment) support. These goals together with some additional goals to automate process execution and to automate process management are the goals of using BPM
systems. It forms a progression from problem description to solution design, and
then action would be impossible to achieve without a process model. This is be-
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cause an operational (enactable) model gives a BPM system a limited decisionmaking ability, the ability to generate change request signals to other sub-systems,
or team “members,” and the ability to take account of endogenous or exogenous
changes to itself, the business processes it manages or the environment. Together
these abilities enable the BPM system to make automatic changes to business processes within a scope limited to the cover of its decision rules, the control privileges of its change request signals and its ability to recognize patterns from its sensors.
In business process model seven elements are usually linked [14, p. 458]:
• internal or external customers of the business process,
• products (or services) created by the business process,
• business process flow: operation view (number of tasks in a job, relative
size of tasks, nature of tasks, degree of customization), behavior view (patterns of process and task flow, task consolidation, scheduling of jobs, etc.),
• participants in the business process: organization structure (roles, responsibilities, users, groups, departments, etc.), and organization population
(individuals, agents having tasks assigned for execution and relationships),
• information the business process uses or creates,
• technology the business process uses, and
• external environment other than the customers.
3. Approach method
Within this study a multi-method approach is used, that included BPM textbooks and reports analysis, case studies, results of Web-based BPM community
discussions, some statistical analysis of the collected data about popularity of BPM
modelling, design and enactment standards; and a facilitated, face-to-face discussions with some BPM modelling practitioners. Because there are many ways in
which BPM modelers represent the widely practiced, although informally implemented, modelling heuristics they use, the framework used in this study was determined on the basis of the existing literature and on “suggestions from practice” –
experts opinions. As an approach, the paper uses the following research methods:
• informal speculations drawn from a selection of BPM modelling papers,
which address modelling results without presenting any validity analysis,
• sample of investigations with an exemplification (real-business or not),
• literature review of prior research on modelling practice (successes or failures) and prior surveys investigating process modelers opinions,
• case studies for empirical inquiries that investigate a contemporary practice
within its real-business context.
Basic questions, hints and topics in the best practice search within BPM modelling
must particularly focus on specific and essential core activities to be considered
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within modelling stages: process identification and definition, BPM system and
process conceptualization, process model formulation, process model testing and
evaluation (validation and verification), model utilization, implementation, dissemination, and integration within BPM system structure, and design of learning, training and communication infrastructure and strategies in BPM modelling.
4. Practical recommendations and guidelines in BPM modelling
In the BPM modelling literature, there are no explicit texts about best practices. However, this literature brings together a number of implicit examples related
to the concept of best practices from different branches of modelling, starting with
the earliest works done in workflow mapping. Specific studies provide overview on
what practices are currently used, such as in BPM community attempts with
benchmarking in the field, or indicate where in the bibliography we can find basic
modelling recommendations. Moreover, textbooks such as: [28] by Scheer, [30] by
Van der Aaalst et al, [29] by Scheer et al, [10] by Jacka and Keller, [21] by Ould,
[31] by Weske, have selected views, and implicitly reflect, the practices their authors consider “best”. These textbooks capture many, if not all, of the best practices
in the field. The opinions analyzed here create just a small sample of the methodological analyses and conclusions drawn by experienced BPM modelling practitioners over the past 25 years.
The criteria that can be identified within BPM modelling cycle practice (e.g.
model analysis, redesign, implementation, monitoring and controlling), in order to
select the best practices and guidelines, are as follows (e.g. [18, p.191]):
• transformations from one BPM modelling language to another,
• strengths and weaknesses of specific languages and IT tools support,
• algorithms for the formal verification of process models as target guidelines for practitioners,
• the integration of business processes with IT systems or web services,
• business process model execution,
• business excellence, and business process redesign and reengineering,
• cost optimization,
• business process reference models implementation, and
• process mining.
The set of practices identified in this paper is intended to be independent of the
type of system and processes to be modelled, the tool used to develop the model,
the purpose of the model, and the type of practitioner. The results of the research
and the comments expressed by the experts suggest that, as proposed by Bourdieu
[5] work, the development of a theory of practice in BPM modelling seems to be
also possible to achieve. BPM modelling guidelines provide sets of recommenda-
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tions on how to build a process model from scratch and how to improve models.
It is important to note that also there are different ways to describe the same process behavior using different model versions (patterns of flow) of this process.
Such guidelines as recommendations (Table 1) identify desirable properties that
can be used as directions when changing a process model to an enactmentequivalent, but more understandable with better quality.
Table 1. Examples of practical guidelines for business process modelling
Recommendation
Define measures and
indicators of process
performance
for
monitoring
Develop a model
with syntactic and
semantic correctness
Manage the process
modelling project
Model process and
system with relevance
Develop a model
with economic efficiency
Model process with
clarity and pay attention to model aesthetics
Model process with
comparability

Model process as a
part of systematic and
integrated design
Implement a process
model in integrated
external systems
Model as structured
as possible

Statements
The process performance measures and indicators must follow RUMBA
principle (reasonable, understandable, measurable, believable, achievable),
and additionally these measures must be sensitive, stable, relevant, reliable,
and dependent only on the factors to be measured.
This guideline of model correctness is a recommendation to create consistency and completeness against its meta model, and also a postulate of
model structure and behavior in relevance to real world (selection of relevant object system, modelling technique, and minimal structure).
This guideline suggests an application of relevant project management
method (hard and fast rules for the modelling procedure to follow).
This guideline of relevance postulates selection of a relevant object system,
getting the right people as process participants, taking a relevant modelling
technique, configuring an existing meta model adequately, and developing
a relevant (minimal) model system.
The guideline of economic efficiency is a cost/benefit constraint to all other
guidelines and creates the feasibility criterion with possibility to restrict the
correctness or the clarity of a model. It leads directly to an application of
reference frameworks and models.
This guideline of clarity is based on pragmatic aspect of semiotic theory
applied to process modelling. As a subjective recommendation it postulates
that the model must be understandable to the user with level of details cone
concept (differentiation to communication purpose) to be applied.
This guideline of comparability postulates the consistent use of all guidelines within modelling in order to compare information from models (e.g.
type of business, periods, standards, layout and naming conventions), and
setting the hypothesis on how the process is structured at different levels.
The guideline of design recommends well-defined relationships between all
business perspectives (views) in overall business architecture/framework in
modelling (e.g. organization, data, function, process, outputs).
This guideline postulates external BPMS integration of models, as depending on the support provided by selected systems, tool integration may require considerable coding and extensive testing (simulation, field testing).
A process model is structured if every split connector matches a respective
join connector of the same type. Structured models can be seen as formulas
with balanced brackets, i.e., every opening bracket has a corresponding
closing bracket of the same type. Unstructured models are not only more
likely to include errors, but people also tend to understand them less easily.
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Table 1 cont. Examples of practical guidelines for business process modelling
Recommendation
Use one start and one
end event in process
flow
Minimize the routing
paths per model
element
Avoid OR
elements

routing

Use
verb-object
activity labels

Decompose a model
if it has more than 50
elements

Verify, check syntactic, semantic and
pragmatic quality of
process model, and
certify it

Statements
The number of start and end events is positively connected with an increase
in error probability. Most workflow engines require a single start and end
node. Moreover, models satisfying this requirement are easier to understand
and allow for all kinds or analysis.
The higher the degree of an element in the process model, i.e. the number
of input and output arcs together, the harder it becomes to understand the
model. There is a strong correlation between the number of modelling
errors and the average/maximum degree of model elements.
Process models that have only AND/XOR connectors are less error-prone.
Furthermore, there are some ambiguities in the semantics of the OR-join
leading to pitfalls, paradoxes and implementation problems.
A wide exploration of labeling styles that are used in actual process models,
discloses the existence of two popular styles and a rest category. Modelers
consider the verb-object style, as significantly less ambiguous and more
useful than action-noun labels or labels that follow neither of these styles.
This guideline relates to simplicity recommendation that is motivated by a
positive correlation between size and errors. For models with more than 50
elements the error probability tends to be higher than 50%. Large models
should be split up into smaller models, and sub-components with a single
entry and a single exit can be replaced by one activity that points to the
original sub-component as separate models.
This guideline means that content of the model should comply with the
syntax as defined by the process modeling language in use. Verification
addresses formal structural and behavioral properties of a model that can be
checked without knowing the real-world process. Structural correctness
relates to the types of element that are used in the model and how they are
connected while behavioral correctness checks potential sequences of execution as defined by the process model. Certification investigates process
model usage by aspects of understandability, maintainability, and learning.

Source: own work on the basis of bibliography analysis

5. Results of BPM modelling practice analysis and discussions
A possible compendium of best practices cannot entirely substitute for textbook reviews. However, it can become a natural complement to textbook-type
materials for the practitioner: a quick reference for BPM modelling practice. Even
for novice practitioners, the compendium offers a guide that can direct them to
textbooks and other resources to increase their knowledge. According to the nearly
“classic” BPM modelling methodology (procedures, approaches), basic stages of
business process modelling are: business process identification and definition;
BPM system and process conceptualization; business process model formulation;
business process model testing and evaluation (validation and verification); business process model utilization, implementation, dissemination, and integration
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within BPM system structure; and design of learning, training infrastructure and
strategies for BPM modelling. Table 2 presents a summary of the BPM modelling
best-practice statements that seem to have the highest importance and high agreement within BPM modelling practitioners.
Table 2. Best practice important recommendations and statements for stages
Stage

Rule-like statements

Process identification and
definition

Orchestration and choreography model conceptualization

Model formulation with
process notation

Model testing/evaluation
Model implementation
and integration
Design of learning and
training infrastructure

Speak with and listen carefully and reflectively to process owners (clients) to
identify and understand the BPM problem situation.
Explicitly clarify and state the purpose of the modelling effort (e.g., process
strategy development, policy analysis, theory building, education, and training).
Identify the reference modes of central processes to be studied for the purpose of
clarifying expectations of process “to-be” performance.
Ask why the current process behavior of key process attributes and measurements generated is the way it presently is, and what is causing it.
Formulate a hypothesis for process dynamic performance.
Approach the process conceptualization precisely and from different views,
avoiding a rigid separation of the identification stages.
Generate a dialogue with the process owners and participants to focus on their
mental models and on process behavioral hypotheses.
Identify the critical activities, events and messages that describe the system,
making certain that their names are correct (verbs, nouns phrases).
Develop the structure through a series of simple to more comprehensive models,
adding detail as needed to improve realism and policy impacts.
Formulate and define process attributes that make sense, carefully supporting
parameters with data or experience based on real-life meanings.
Make sure that the model always exhibits dimensional consistency.
Compare simulated and animated process behavior patterns with real behavior
(data) using statistical measures of pattern fit, not point-by-point fit.
Make sure that the entire BPM modelling process focuses on the problems of
concern of the process stakeholders (owner, participants, other modelling perspectives and views).
Use simplified diagrams to present BPM model system stories in a variety of
ways and contexts, rather than relying on the model to tell its own story.

Source: own work on the basis of bibliography analysis

For example, in process identification and definition (Table 3), there is rather
high agreement on the importance of (1) involving process owners and participants
in the modelling stage, (2) clearly identifying the purpose of the process modelling,
(3) formulating a dynamic hypothesis about “as-is” and “to-be” process performance, and (4) clearly articulating the process flow using current and expected
patterns of behavior. A high priority of agreement in these practices reflects a wellestablished set of processes in the field, leading to a shared understanding of how
to identify and define a BPM model. However, there seems to be a lower priority
of agreement regarding where the focus of the modelling effort should be; i.e., in
modelling the system (class of case being studied) or the problem (case).
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In BPM system and process conceptualization, there is a high level of agreement about using different approaches creatively to gain a clear understanding of
the mental models of the process owners. Such an approach leverages the power
of thinking in terms of process flow hypotheses and identifying the critical aspects
of the system. The high level of agreement about conceptualizing, both by focusing
on how the actors in the BPM think about the processes and by using hypotheses as
a guiding framework, reflects a shared understanding of the importance of a multilevel base of model development using empirical evidence (mental models of system participants) and theoretical thinking (instance flow hypothesis).
Table 3. Best-practice statements in process identification and definition
Importance

Highest priority

High priority

Average priority

Summarized statements
Survey, elicit and thoroughly understand the identified process attributes.
Clarify the purpose of the process modelling and measures of process performance.
Elicit reference modes – process flow patterns of all pools and lanes actors and types of
triggering events to happen to see as central to the process model.
Ask process owners and participants what is generating the current process flow problem or of key performance indicators and process risk factors.
Formulate a dynamic hypothesis - an initial concise overview of the process structures
believed to be responsible for the problem (process performance).
Clearly identify the process actors for the orchestration and choreography modelling.
Identify and engage key BPM system stakeholders.
Clarify the symptoms that initiated the modelling activity (e.g. BPM implementation).
Agree on the time horizon for the model and settle on the appropriate time unit.
Identify desirable and undesirable future behaviors, over time, of key process variables.
Verify whether process identified by the actors is suitable for standard modelling
notations and study.
Form a process study team consisting of BPM and technical experts with participants.
Generate a concise and specific process flow and performance descriptions, identifying
a clear information flow and dynamic phenomenon.
Identify and set clear expectations for the duration and budget of the modelling study
Identify all available data sources and base the study on these data.

Source: own work on the basis of bibliography analysis

6. Conclusions and final remarks
Some may consider the identification of best practices in BPM modelling by
an analysis of rather recognized academic experts in the BPM field as a search for
an ultimate truth that can unavoidably stop all debate and development of the field.
The purpose of this research study is rather to help light up different truths that
BPM community, through its experts, recognizes as valuable and worth to reveal.
Searching for best practices can be productive, and yet it remains challenging stimulating a dialogue about improvement of practice by BPM modelling commu-
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nity knowledge as an instrument of improvement. Therefore, continued exploration
and integration of best practices in the BPM modelling field seems to be warranted,
creating force in BPM methodology improvements.
The highest-importance/low-agreement best-practice statements can be considered as vehicle to expand the limits of the field and drive improvements in the
development of business process models. The interaction of the modelling individuals and the BPM community also generates the frames of best practices. This
study of opinions about best practice will trigger learning processes in the BPM
modelling community that are based in best-practices research and action. Involving more practical reports made by expert practitioners in future studies would
have the potential of yielding a more comprehensive view of the status of practices
considered as best practice and their use in the BPM modelling field.
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The paper presents the changes that have occurred on the e-commerce market in
Poland. We examined both the supply side and the demand side of the market. Very
fast development of this market was possible due to technological innovation,
eg. mobile Internet and mobile applications. The e-commerce market includes online
stores and area of finance, communications, logistics, marketing and electronic
training. The online stores are the most important part of e-commerce. Turnover of
e-commerce in Poland increased very quickly, because the rate of 15% per year.
In 2014, the highest percentage of Internet shoppers were in the age group 25-34
years (59.9%) and the smallest in the group of 64-74 years (6.2%). The study concerned the years 2010-2014.
Keywords: e-commerce, online stores, Internet

1. Introduction
Electronic economy (e-economy) is a technical and marketing term, used to
promote retail trade on the Internet [1]. It is a certain type of a virtual space for
operation, where value is created and exchanged and transactions are entered [2].
Activity is conducted using electronic media, as well as universal and wide area
networks, mainly the Internet [3, 4]. E-economy is associated with management of
information, financial, material and personal resources in the process of commercial exchange using the Internet. Economy of this type pertains most often to electronic exchange of documents, banking, purchases, money transfers, interactive

voice information systems, reservation systems [5, 6]. Another significant term is
e-business, which consists of business operation based on acquiring customers via
the Internet. E-business does not necessarily have to be associated with sales over
the Internet. E-business is the key to transaction; however, the main subject of activity here is information [7, 8].
E-commerce is a part of e-business, which, on the other hand, is a part of
e-economy. E-commerce is the process of purchasing, selling and exchange of
products, services and information via computer networks [9, 10]. Thus,
e-commerce activity includes sales over the Internet, on Internet auctions via Web
pages other than stores and via electronic mail [11]. The development of
e-commerce took place in the early 1990s as the Internet emerged. The potential of
the new distribution channel was first used by mail order companies [12, 13].
At first, the network was used only to publish company and product information.
Introduction of the appropriate legislation allowed for commercial activity in the
network. The first Web store was Amazon.com bookstore, launched in 1995
[14, 15]. The increased pace of development of e-commerce was associated with
shifting of financial and human resources to this field of activity. Enterprises, which
were skeptical at first, were forced by the competition to invest in e-commerce [16].
After year 2005, e-business developed very quickly. This was aided by development
of mobile applications and improvement of the electronic distribution and payment
systems [17].
The definitions of e-commerce vary. According to the Central Statistical Office, e-commerce encompasses transactions concluded via the network, based on IP
protocol and via other computer networks, while final delivery of the product may
take place outside the network. The transactions themselves may pertain to companies and individual persons, governmental institutions and other private and public
organizations. Orders received via phone, fax or e-mail are not a component of
e-commerce according to terminology used by the Central Statistical Office [18].
Other definitions state that e-commerce includes EDI, cable and satellite TV, electronic cards, telephone communication, Intranet and Extranet networks [19]. As for
entities participating in e-commerce, the following systems have been identified:
business-to-business (B-to-B), business-to-consumer (B-to-C) business-to-public
(B-to-P), consumer-to-consumer (C-to-C), consumer-to-business (C-to-B) [20].
2. Research methodology
The main objective of the study was to assess the functioning and changes
taking place on the market of e-commerce in Poland. The detailed objectives included: presentation of the meaning of e-commerce in economy, of the stages of
changes on the e-commerce market, specification of changes on the e-commerce
market, depicting of correlations between e-commerce and economic condition of
the country. Research encompassed the period of 2010-2014. The source material
includes foreign and domestic literature on the subject, numerical data provided by
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the Central Statistical Office, reports and studies on e-commerce. The work was
developed using the descriptive, tabular and graphic tools, as well as the correlation
coefficient. In order to determine the relationship between the economic condition
in the country and the e-commerce market, the correlation coefficient was applied.
The indicators describing the economic condition of the country included indices
of changes in GDP, gross value added, domestic demand, import and export.
On the other hand, the parameters describing the condition of the e-commerce
market included the market value and the dynamics of its changes, the number of
e-shops and the associated change dynamics. The demand side of the market was
presented on the basis of surveys conducted by the Central Statistical Office.
3. The results
In the United States, which is the place of birth of e-commerce, the value of
e-commerce market in 2014 amounted to USD 307 billion. It has been forecasted
that in years 2015-2016, the average annual market growth will amount to 14%.
In Europe, the market value in 2014 was EUR 156 billion. It has been estimated
that in 2015, it will amount to 18.4%. The highest share in the European
e-commerce market in 2014 was held by Great Britain (13.5%), Germany (10.0%),
Sweden (7.6%), the Netherlands (7,1%), France (6,9%). The Polish market of
e-commerce, according to valuations for year 2014, was worth EUR 4.23 billion
[21]. According to methodology presented in the Polish reports, the market value in
2014 reached PLN 27 billion, which constituted 3.5 million PLN more than in the
previous year (Fig. 1). Thus, the annual level of dynamics at 15% growth was
maintained [22]. The share of e-commerce in overall sales in Poland in 2014
amounted to approximately 4-5%.
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Figure 1. The value and growth of e-commerce market in Poland in 2010-2014
Source: Handel internetowy w Polsce 2014. Analiza i prognoza rozwoju rynku e-commerce
2014-2019 (2015) PMR Publications
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E-commerce is usually associated with e-shops, in which sales are conducted
by enterprises. In 2014, according to sklepy24.pl, there were 14.1 thousand Web
stores (Fig. 2). In the early years of development of the market, the number of
stores kept increasing very quickly. In the subsequent years, as the market was
becoming saturated, the dynamics slowed down. It has been forecasted that in year
2015, the number of e-shops will even decrease. Polish e-commerce was very
much fragmented – 85% shops were managed by micro- and small-sized enterprises. The market is undergoing consolidation processes, but it is also subject to very
high rotation. In 2014, more than 50% of all e-shops had operated for less than 2
years, and only 11% - for more than 5 years [23].
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Figure 2. The number of e-stores and dynamics of their change in Poland in 2010-2014
Source: eCommerce Poland 2015, Executive summary report, Dotcom River, Wrocław 2013.

Apart from Web stores, e-commerce also includes Internet auctions. The most
popular service in Poland is Allegro, used by more than a half of the Polish Web
users (table 1). About ¼ users have taken advantage of Ceneo group services. Other providers have been much less popular.
Table 1. The most popular e-commerce sites in Poland in September in 2014
Service Name
Group Allegro
Group Ceneo
Group Empik Media Fasion
Group Okazje.info
zalando.pl
Group Onet
euro.com.pl
Group Nokaut.pl
groupon.pl
doz.pl

Number of Internet
users
12544104
5869297
2438221
2271359
2238245
2204264
1863189
1817111
1751317
1498388

Participation in the total
number of Internet users (%)
57.7
27.0
11.2
10.4
10.3
10.1
8.6
8.4
8.1
6.9

Source: Raport E-commerce. Ranking sklepów internetowych 2014, www.interaktywnie.com
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Table 2 presents results of the Pearson correlation coefficient and p value. The
limit value of significance level was assumed to be p = 0.05. Significant correlations were marked by grey background of the text. Correlation coefficients were
calculated for years 2006-2014. Very strong positive correlation values were found
to exist between the condition of economy and value of the e-commerce market
and the number of e-stores in Poland. Electronic commerce developed faster and
independent from economy; therefore, no significant correlation was found. The
research conducted confirms only a weak correlation between the dynamics of
changes in the export values and dynamics of changes in the number of stores.
Table 2. Pearson correlation coefficients between the situation and changes
in the e-commerce market and selected parameters of the economy
Parametrs
Pearson correlation coefficients
The coefficients of correlation between the value of e-commerce market and
value of
gross value
value of domestic value of
value of
GDP
added
demand
export
import
correlation
0.985
0.980
0.895
0.993
0.906
p value
0.002
0.004
0.040
0.001
0.034
The coefficients of correlation between the dynamics of change in value of e-commerce market
and
dynamics of
dynamics of
dynamics of
dynamics of
change in value
change in
change in
dynamics of change gross
of domestic
value of
value of
change GDP value added
demand
export
import
correlation
0.749
0.787
0.545
0.614
0.517
p value
0.145
0.114
0.342
0.271
0.372
The coefficients of correlation between the number of e-shops and
value of
gross value
value of domestic value of
value of
GDP
added
demand
export
import
correlation
0.988
0.991
0.872
0.993
0.868
p value
0.002
0.001
0.054
0.001
0.057
The coefficients of correlation between the dynamics of change in the number of e-shops and
dynamics of
dynamics of
dynamics of
dynamics of
change in value
change in
change in
dynamics of change gross
of domestic
value of
value of
change GDP value added
demand
export
import
correlation
0.588
0.684
0.333
0.888
0.617
p value
0.297
0.203
0.584
0.044
0.268

Demand on the market of e-commerce is reported by individual customers
and enterprises making purchases. The article focuses on individual customers.
In research conducted by the Central Statistical Office, changes in preferences for
use of the Internet and making purchases were determined on the basis of the sam-
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ple of 8100 households. The sample selection ensured its representativeness for the
entire population.
The basis for –ecommerce is access of both parties to the transaction to computers and to the Web. In years 2010-2014, household equipment improved gradually, as in 2010, 77% of all households had a computer (Fig. 3). Substantial disproportions were found between households with children and without children. Having children resulted in the necessity and obligation to have a computer. Differences between the two groups were very high. A similar correlation was observed
with regard to Internet access (Fig. 4). In year 2014, as many as 74.8% households
had such access. The greatest needs were recorded by households with children.
The place of residence had less impact on having access to the Internet.
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Figure 3. Access to computers in households in Poland in 2010-2014 (in % of total
households in a group). Source: Społeczeństwo informacyjne w Polsce. Wyniki badań
statystycznych z lat 2010-2014 (2014) GUS, Warszawa.
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Figure 4. Households with access to the Internet at home in Poland in 2010-2014
(in % of total households in a group). Source: Społeczeństwo informacyjne w Polsce.
Wyniki badań statystycznych z lat 2010-2014 (2014) GUS, Warszawa.
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The share of persons making purchases via Internet increased systematically
(Fig. 5). In 2014, as many as 17.4% of all Internet users made such purchases.
It can thus be stated that the number of customers of e-commerce is growing. Electronic purchases are made easier, among other things, by development of mobile
Internet, allowing us to make purchase from any location.
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Figure 5. Sellers of goods at auction in Internet in Poland in 2010-2014 (%)
Source: Społeczeństwo informacyjne w Polsce. Wyniki badań statystycznych z lat 20102014 (2014) GUS, Warszawa.

In years 2010-2014, the share of persons making purchases on the Internet increased gradually (Fig. 6). It should be noted, however, that access to modern technologies and distribution channels is easier for young people in comparison with
the older generation. In 2014, the highest percentage of Internet buyers belonged to
age group of 25-34 (59.9%), and it was the lowest in the group aged 64-74 (6.2%).
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Figure 6. Individuals ordering or purchasing goods or services over the Internet in Poland
in 2010-2014 (in % of total individuals in a group). Source: Społeczeństwo informacyjne w
Polsce. Wyniki badań statystycznych z lat 2010-2014 (2014) GUS, Warszawa.
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Figure 7. Goods purchased over the Internet in Poland in 2010-2014 (in % of individuals
ordering or purchasing over the Internet). Source: Społeczeństwo informacyjne w Polsce. Wyniki
badań statystycznych z lat 2010-2014 (2014) GUS, Warszawa.

Web users purchased various products (Fig. 7). In 2014, they most often purchased clothing and sports equipment (60.6%), and then – the remaining equipment, such as furniture, vehicles, household appliances, hobby and gardening articles, tools, toys, jewelry, art and trinkets (41.6%), books and periodicals (22.9%),
electronic equipment excluding computers (19.0%), food (23.8%). It should be
noted that buyer preferences changed in years 2010 – 2014. The sales of some
products kept increasing, while others were becoming less and less popular.
4. Summary
The market of e-commerce in Poland is among the fastest developing markets
– the dynamics of development in years 2010 – 2014 exceeded ten percent of
growth annually. The supply side consists mainly of e-shops – their number increased somewhat slower than the market value. The market was very fragmented,
dominated by entities existing for less than 2 years. Access to the market is very
easy. Only one in ten e-shops had operated for more than 5 years. Consolidation
processes are expected to take place on the market. The supply side also includes
actions organized by individual customers and enterprises using the popular Web
services, such as Allegro. A very high level of correlation between the market value and the number of shops in years 2006-2014 and the measures of economic
condition of Poland. No correlation was found when comparing the dynamics of
market changes and economic condition. E-commerce developed faster and independent of economy.
The supply side consists of customers, who make purchases over the Internet.
In years 2010 – 2014, the share of households having computers and Internet access grew systematically. Substantial differences were recorded between house-
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holds with and without children. In 2014, almost all households with children had
computers and Internet access, which was not a rule in households without children. The products that were most often purchased over the Internet included clothing and sports equipment (60.6% persons purchasing over the Internet in 2014).
The purchasing preferences changed, depending on goods and services. The sales
of some products kept increasing, while others were becoming less and less
popular.
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The paper presents the results of case study analysis conducted to assess the benefits of system implementation. The research was carried out in Polish recruitment
company. We assessed the benefits of recruitment system implementation using the
perspectives of a Balanced Scorecard and, in particular, the modelling and measurement of the main processes of recruitment. We designed indicators of the organization’s performance and we measured them before system implementation (as-is
state) and after possible implementation (can-be state). This procedure allowed us to
determine changes which the recruitment system could make, and also permitted to
take a final decision on whether to invest or discontinue planning implementation.
Keywords: Balanced Scorecard, IT implementation assessment, business process
modelling, performance indicators

1. Introduction
In recent years, development of IT technologies influenced the whole society
and also changed the way of human behavior and performance. Using modern
technology in everyday life as well as at work seems to be obvious. Lots of organizations have invested in many IT solutions in order to gain advantage over their
peers on the market [2, 16, 18]. Nevertheless, direct impact of this technological
changes on increase in companies’ efficiency or their results has not been confirmed [13]. What is more, some studies even present the reverse tendency [17].
The rapid growth of IT sector as well as the number of systems put pressure on

management of companies to make more reasonable business decisions supported
by evidence of success achieved by others. All of it leads to the need of examination of all pros and cons of new system implementation before the investment.
Lack of consistency regardless the findings about whether system implementation
give positive or negative effects on business led to the development of various
analysis and measuring methods allowing to asses this impact.
Our aim is to present an approach to assessment of the benefits of system implementation based on a case study of Polish recruitment company. We use the
method employing perspective of a Balanced Scorecard (BSC) and, in particular,
the modelling and measurement of the main process of the company – recruitment
process. We designed selected indicators of the organization’s performance and
measured them before system implementation (as-is state) and after possible implementation (can-be state). This procedure allowed us to determine the changes
which the recruitment system could make and also permitted to take a final decision on whether to invest or discontinue implementation process.
In the first part of this study authors inspect current state of research in the
field of assessment of impact of IT systems implementation. The goal is achieved
by review of available literature on this subject, overview of methods applied by
other authors and investigation on common challenges and approaches to resolving
them. The next chapter is about research design and methodology. Authors focus
on application of BSC as a tool and the role of describing, construction and analysis of business processes for it. The main part of the article is describing results of a
case study. Authors present the BSC for implementation of the recruitment system
(Applicant tracking system – ATS) and evaluate the benefits of the new IT system
in a Polish recruitment company. In the final part, there is a discussion and conclusions on conducted research. Authors also note the limitations of the study and
propose further research directions.
2. The assessment of benefits of system implementation: an overview
of literature
The main topic of this paper is assessing the benefits of system implementation and their impact on the results of companies. It is necessary to focus on how
companies are taking a decision about making an investment and what variables
make them spend considerable amounts of money on this. The key issue is to define how IT technology can influence companies before checking the ways and
examples of their decision process.
Review of literature shows that there is no single method for assessing the
benefits of system implementation or to decide on investment in the IT system.
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We can divide them into four categories [16]:
• Financial methods which present costs and benefits in terms of value;
• Multi-criteria methods which assign subjective ranking to all costs and benefits;
• Portfolio methods which assess IT projects by reference to one or more ordinal
scale (they reflects the main criteria of measurement);
• Index methods which show cost-benefit ratio as indicators.
Afore mentioned classification is not complete because it doesn't contain others
methods, such as strategic analysis and methods based on probability and decision
theory. Adding complementing set of categories to the ones already proposed
should allow to present the full picture of approaches to the assessment of IT projects [14]:
• Financial methods which include traditional indicators as NPC, EVA (Economical Value Added) or TCO (Total Cost of Ownership);
• Qualitative methods (heuristic) which include all the methods that assign a numerical value to the qualitative factors, including the Balanced Scorecard and
Economics of Information and analysis portfolio;
• Probabilistic methods which are based on the use of mathematical statistics,
probability, assessing the value of information and stochastic dependencies between the investment and the effort and also possible effects like: Real Options
Method and Applied Information Economics.
The decision on starting an IT project may also be driven not by rational thinking,
but rather by an impulse being an “act of faith” [6]. The reason for this might be
the lack of a common widely-spread unified approach to defining and measurement
IT investments in the literature [9]. The final conclusion is that there are a lot of
analyses and research on decision making process regardless of investment in IT
project, but none of them seems to be universal.
A literature review indicates the cases to carry out analysis before the decision
on the implementation of system. The analysis of construction companies showed
that half out of 250 interviewed companies from this market did not use any structured method to evaluate benefits and costs of planned IT projects. The other half
used just simple financial measures such as NPV or simple rate of return [8]. None
of the companies did any economic assessment of planned investment except for a
comparison of cost for each offer [13]. The case study of the company which produces food shows that making decision about investment in the system is also a
result of supporting the strategic initiative which involved changing the company’s
customer service. This venture was assessed through analysis of cost. The company
had clear-cut and written strategy which was not possible to be implemented without this investment [13]. A company which manufactures identification elements
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and outdoor advertising media required a system which could cut the time of service delivery. That company decided assess the economic viability of this
implementation by comparing the current IT solution which was available in the
company and the new project. They determined their business targets, economic
objectives, causes of inefficiencies of the current business processes and also established that current IT system does not support business processes in an efficient
manner. The conclusion was that they lacked sufficient IT support in particular
business processes. As a result, they established models and maps of business processes which allowed them to produce a set of recommendations for the possible
reengineering of processes. The recommendation was to change the processes,
force employees to work with procedures and to make some modifications in the
IT system. In conclusion, there was no need to implement a totally new, very
expansive IT system [13].
Presented examples prove that in the economic assessment of the IT system
implementation it is crucial not only took into consideration financial measures
but also another like indicators regarding customers, business processes or development.
3. Research design and methodology
We used Balanced Scorecard for our research, which is defined as a tool to
implement the strategy of the company. It is designed to indicate objectives of the
company and measures which may be used by the management to track the strategy implementation. It combines financial and non-financial with long and short
term measures. It is also composed of historical and expected (future success factors) factors comparison. It has four perspectives which are crucial during the analysis of effectiveness of an organization: financial, customer, internal business processes and learning and growth [11]. Nowadays, BSC can be used to measure
achievements of the entire organization or its departments [15], to manage the organization or to build the strategy [5], to evaluate the effectiveness of existing IT
system in the company [12]. We used its potential to structure measurement of the
benefits of system implementation in the organization. The fact that almost all
companies use IT shows that appropriate management with the additional use of
systems can provide a significant advantage which may be reflected by increased
financial performance [4]. The founders of BSC perceive the value of intangible
assets, including IT from perspective of its impact on the ability to implement and
realize strategy. They think that IT together with people or organization can contribute to the creation of enterprise value [10]. That is why BSC might be used not
only to assess benefits of an IT project but also as a tool to manage a company.
This article is based on a case study analysis. According to Yin [19] this kind
of researches are based on the mix of qualitative and quantitative evidence. They
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cope with technically distinctive situations by employing more variables which
allow to extend the number of dimensions in decision data points. They are aimed
to illustrate certain topics in an easy-to understand way preserving the most important advantage – they present real-life context [19]. This paper covers a BSC
application in assessment of implementation of an IT system in the Polish recruitment company. Approach of our research started from defining the current situation of the organization – it’s business profile and organizational structure. Then
authors analyzed historical data of the company which suggested that some changes are needed to gain better result and create basis for further development. The
idea was to invest in IT system which could help in execution the most important
process in the company recruitment. It was necessary to determine how the new
solution may affect the current business in order to define the strategic and operational benefits of the implementation. It seemed reasonable to use business process
models to analyze, measure and find functions and activities which might be automated by the computer system.
Business process models are combination of text and graphic notation assembled to illustrate so-called “real world” via as-is models or to reflect possible future
state – the can-be model. IT technology allows to develop new distribution channels, new products or services as well as reorganize business processes [1]. While
management of the company may have some vision of influence and changes
which the new solution should bring to the company, the difficulty is to visualize
the plans and ideas - also ones placed in BSC. IT specialists often do not have a
reliable model that could display how the company works and what kind of role IT
system will play in it. The easy solution for this challenge is mapping of business
processes. Implementation of the strategy strongly depends on how the company
will execute the work (internal processes) and will make its improvement (development), by whom action will be performed (client) and finally what will be the
impact these actions on the financial situation of the company (finance). The analysis of all these factors at once and capturing the relationship between the data at the
same time is very labor-intensive, but necessary while creating BSC. All indicators
and objectives in BSC must be aligned with the company. Business process analysis allows to observe all relationships. Mapping of the processes is a way to streamline processes and their organization.
We created and analyzed two types of business process maps of recruitment
processes used in the company: Direct Search and Search and Selection. Initially
maps and analyses were made in as-is state (before system implementation). The
final product of research process was SWOT analyze which was the starting point
to the mapping and analyzing the possible future state after implementation of the
system (can-be state). Authors collected data, which were used in the research,
from January until April 2015.
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That analyses allowed to create the project of BSC in can-be state after implementation of a new recruitment system. This state is based on the assumption
that the company already implemented ATS. It reflects the possible conditions of
the organization and is theoretical, twofold concept. Firstly, building BSC in canbe state enabled to assess the real benefits which organization can achieve from the
new system. Those benefits were presented as changes in the level of indicators
before and after implementation. Scheme of analysis is presented in Fig. 1.

Initial analyses of
the current state

Design and modeling of
recruitment process:
as-is state

SWOT analysis
of recruitment process

Defining of indicators
for perspectives
of BSC

Design and modeling of
recruitment process:
to-be state

Measurement of
recruitment process:
as-is state

Measurement of
recruitment process:
to-be state

Figure 1. Scheme of the case study analysis

4. Results of the conducted case study research
Analytical project was launched before taking the final decision on investment
in AST system. It aimed for assessing the economic viability of IT system implementation. Methodology described in this paper was used for evaluation. The analysis had nature of ex-ante evaluation – it compared the possible economic outcomes of business decisions to current situation in the company.
Deep analyses of the current situation in the company showed that the organization had suffered after the crisis on the financial market in 2008. Main clients of
the analyzed recruitment company were banks. During crisis those entities started
to reduce their costs - for example, by decreasing the number of employees. As a
result, most of the projects in 2008 were cancelled and since that time number of
projects commissioned to carry out was also decreasing. In 2012 company observed that the percentage of completed projects increased as compared to 2011 by
23 percentage points (from 36% to 59%). The company decided to focus on improving their recruitment processes. It was determined that the implementation of
the recruitment support system would enable automation of the recruitment process
and help to optimize its course. The company decided to conduct an analysis of
implementation of an application for electronic recruitment service.
IT projects are often performed to support key business processes of the organization. The fiasco of such a project or it’s execution in a different manner than
business processes are conducted in reality may lead to significant impediments or
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total blocking of the business. It is very important to be well prepared before any
actions are taken. That is why the second step of the research was an analysis and
mapping of two main recruitment processes in the company. First was Direct
Search which is looking for senior staff on internet websites or via telephone and
direct contacts. The second one is Search and Selection which is based on finding
employees in the database of the company. The foundation of analysis was information gained from employees of the company financial reports and database of
the company.
Maps and processes were analyzed using of business process modelling technique adopted by Adonis system. Authors carried out a survey and environmental
interview among employees of recruitment company to describe current state of
business processes. As a result, they obtained two basic models. Simulations on
afore described processes were made after mapping them to Adonis system. The
result was presenting cycle time schedule in breakdown to execution, waiting,
resting, transport periods, as well as cost of process.
SWOT analysis of recruitment process in the next step allowed to identify that
weaknesses are, for example, long processes cycle time, waiting time, difficulty in
finding the best candidates (low probability), high costs, missing feedback from
candidates or clients, lack of IT system to support recruitment, lots of possible mistakes caused by manual management of process, inconsistent, incomplete database
of candidates which resulted in low performance of searches.
The results showed that processes take much more time than it was thought
and this was the main challenge for the company. The capacity of the Direct Search
process is 63,74% (time of execution to time of the whole process cycle) and
Search and Selection is 80%. Moreover, costs of the processes are high and could
be decreased. There were also identified challenges related to searching the appropriate candidate and low probability of finding such person.
The answer to those issues was the creation of business models in can-be state
which presented the new course of processes. The analysis of the process in can-be
state was the same as one in as-is but with new flow and functionalities.
Final conclusions and assessment of the benefits of system implementation
were presented in four perspectives: financial, customer, internal business processes and learning and growth as Balanced Scorecard in can-be state. The authors defined strategy of the company which was “providing recruitment services at the
highest level in the industry”. They also analyzed groups of interest of the new system and what ATS can give them.
Balanced Scorecard consist of four perspectives and each one had strategic
goal and assigned to them operational goals. Every operation goal had own indicator or indicators. Benefits of the new system were shown as a change of the level of
certain indicators described by the formula: (as-is value – can-be value)/(as-is value). Target values originate from analysis of as-is and can-be recruitment processes
and its simulations, SWOT analysis, benchmarking to the other recruitment companies which work with ATS system, maximum values of indicators achieved by
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company in the past (indicators of continues improvement), analysis of the literature and research, analysis of groups of interest, environmental interview and assumptions of ambitious goals which are beyond the peaks reached in the past
(development objectives). The final results are presented in Tab. 1, 2, 3 and 4.
Table 1. The results of the measurement in financial perspective
Financial perspective indicators
Indicator

Change in %

Desirable trend

Net profit/loss

130%

↑

Indicator of deadlines

100%*

↔ or ↑

Labor efficiency indicator

350%

↑

Labor efficiency indicator per one employee

47%

↑

The value of foreign services

0%

↔

The amount of remuneration

-36%

↓

* target value was given as there was no current value

Target value of net profit/loss has fixed target value on the level of profit from
2008. That was last year when the company did not record a loss. Indicator of
deadlines was new and did not have current value. We assumed that company will
make all projects on time. Labor efficiency indicator (number of realizes projects)
presented big change but if we looked at the historical data, we see that it is the
lowest results from years 2005-2008 when company had stable position in the market and did not experienced effects of financial crisis in Poland. Target value of
labor efficiency indicator per one employee (net profit per employee) was determined on the basis of the result from 2009 when there was financial crisis and
company hired 9 people (currently 5). Value of foreign services is the lowest one in
history of the company so the target was to sustain it. The amount of the remuneration should drop after implementing a new IT system.
Table 2. The results of the measurement in customer perspective
Customer perspective indicators
Indicator

Change in % Desirable trend

The percentage of additionally recruited people

25%

↑

100%*

↔ or ↑

The number of complaints

50%

↓

The percentage of invited for interview candidates

30%

↑

Indicator of the services’ quality

4**

↔ or ↑

4 h.***

↔ or ↓

90%

↑

Indicator of deadlines

The waiting time for submitted queries
The percentage of submitted for implementation projects
* target value was given as there was no current value
** target value was given in scale from 1 to 5 as there was no current value
*** target time was given as there was no current value
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Many of indicators in the customer perspective are presented as target value
because company did check their objectives vs clients. As a result of ATS implementation the percentage of additionally recruited people should increase, because
company will be able to find more than one person suitable for the position. The
target is also to decrease the number of complaints to half of the current value. It is
really important to increase the percentage of candidates presented to clients who
are invited to the interview. The current value is highly unsatisfactory and the
company is aiming to double it.
Table 3. The results of the measurement in internal business processes
Internal business processes perspective indicators
Indicator

Change in %

Desirable trend

100%

↑

Direct Search

31%

↓

Search and Selection

48%

↓

Direct Search

29%

↓

The percentage of implemented projects
Cycle time of process:
Execution time of process:
Waiting time of process:
Costs of process
Capacity of process
Amount of activities supported or made via ATS
system in process:

Search and Selection

54%

↓

Direct Search

35%

↓

Search and Selection

29%

↓

Direct Search

22%

↓

Search and Selection

49%

↓

Direct Search

1%

↑

Search and Selection

13%

↓

5*

↑

Direct Search
Search and Selection

Probability of creation of candidate’s profile matching to customer’s needs
The percentage of documented recruitments
* target value was given as current value is 0
** target value was given as there was no current value

7*

↑

19%

↑

100%**

↔ or ↑

Afore presented table is mainly based on results of simulations made in Adonis system. All indicators concerning time and costs have decreasing tendency.
Company’s target is to have a lot of activities made with usage of ATS system. It is
also considered that ATS will help to find better candidate to customer’s requirements. The percentage of implemented projects was counted on the basis of historical data and the goal is to accomplish all commissioned projects. The last one is
about documentation and the goal is to describe and have data about all projects.
The last perspective’s indicators on learning and growth were evaluated on
the basis of interviews, analysis of the functionality of ATS, historical data and
benchmarking. Company did not make any trainings for employees in 2014, but the
decision that all of them will take part in training was made. Company’s goal is to
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develop and to implement new projects - it wants to expand into beyond its current
sector of expertise. Also none of the ideas proposed by the employees was submitted. New trainings and realization of ideas will lead to increase of subjective
assessment of job satisfaction. Not only will a new IT system help the employees
to work but also is evidence of the use of advanced technology for customers.
Table 4. The results of the measurement in learning and growth
Learning and growth perspective indicators
Indicator

Change in % Desirable trend

Number of conducted trainings to employees

2*

↑

The percentage of trained employees

100%

↑

The number of sectors for which recruitment projects are made

50%

↑

The number of projects submitted for implementation

259%

↑

The percentage of implemented ideas submitted by employees

25%

↑

Subjective assessment of job satisfaction

25%

↑

Direct Search

137%

↑

Search and Selection

207%

↑

1**

↑

The percentage of activities performed with usage of
IT systems in process:
Average rating of use of modern technology

* target value was given as current value is 0
** target value in range from 0 to 1 was given where 0 is no and 1 is yes

Finally, the authors developed a proposal of improvement of the company’s
activity on the basis of the study and prepared BSC in can-be state. It is important
to mention at the beginning that all changes between the base and the target in the
level of indicators imply that implementation of recruitment system to the company
is highly recommended. It is necessary that company regain its growth potential
and needs new technology to do this. The first enhancement is system implementation which will support recruitment process. Another equally attractive proposal is
implementation of management through objectives so via BSC. The company was
not managed by objectives so far and there were no defined plans for the expected
results or company’s development. It was observed that currently employees are
not motivated enough to improve business performance. The remedy for this might
be automation of some of their responsibilities and also implementation of an incentive system regulated by BSC. Implementation of a new system will indisputably change performance of the company so the management should also review
responsibilities distribution among employees. New solution can allow to decrease
spending on wages, set up a new department which would find new customers and
bring additional orders.
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5. Discussion and conclusions
Created BSC in can-be sate allowed to assess the system implementation in
four perspectives: financial, customer, internal business processes and learning and
growth. Separate package of indicators was set for each perspective. Changes in the
level of those indicators before and after possible implementation of the system
displayed potential benefits. Setting target values of the indicators would not be
possible without an analysis of business processes of the company which was the
most important part of the research. Those target values imply that Balanced
Scorecard is good for assessing the system implementation. The expected effects of
the implementation are: shortening the duration of the recruitment process, reducing the costs of carrying out the recruitment process, increasing the number of customers, increasing the number of commissioned projects, increasing the percentage
of completed projects, facilitating the evaluation of candidates, increasing the likelihood of finding a suitable candidate for the job, facilitating the access to data on
conducted and completed recruitment processes.
The problem which was encountered by authors during analysis was that
company didn’t conduct some of the analyses which were necessary to determine
the value of indicators. Fixed target values appear to be correct and they are justified in a variety of sources but without knowing the initial value it is hard to estimate the final values. It might be necessary to revise them again after implementation of the system and BSC.
BSC is a tool which shows the image and functioning of the whole enterprise.
It is important to keep it constantly updated. If such approach is sustained assessment of the benefits from IT system will be constantly available. It will be possible
to monitor the progress at any given time and to decide on corrective actions.
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BUSINESS PROCESS MANAGEMENT SUITE (BPMS) MARKET
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−2015
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IT tools supporting the BPM approach developed rapidly in the last 10 years.
Initially were available simple solutions for modeling and optimization of business
processes. The next generation has offered business process implementation and
monitoring in the real environment of the organization. Finally user requirements
forced vendors to add a bit of “intelligence” to their applications and iBPMS
entered on the market. The iBMPS market is still immature but some trends can be
seen. The source for such analysis can be found in analytical reports provided by
renowned research and advisory companies. In this paper was presented analysis of
BPMS and iBMPS markets based on Gartner’s Magic Quadrant reports from years:
2009, 2010, 2012, 2014 and 2015.
Keywords: business process, management, IT tools, BPM

1. Introduction
Business Process Management (BPM) is an approach that let to improve
corporate performance. Usually it needs accurate IT support that let to model,
design, implement and analyze business processes in the organization.
Evolution of IT tools supporting BPM shows three classes of applications:
• Business Process Modelling (BPM) products
• Business Process Management Suite (BPMS) products
• Intelligent Business Process Management Suite (iBPMS) products.

2. IT tools for Business Process Management
Business Process Modelling (BPM) tools allow to model business processes
using well-known standards and notations (e.g. EPC, BPMN, UML) and optimize
them on the base of pre-execution simulations and post-execution analysis of
metrics.
Business process management suite (BPMS) can be defined as “application
infrastructure to support BPM projects and programs”. Such application supports
the entire process improvement life cycle:
• process discovery and its modelling
• design,
• implementation,
• monitoring
• analysis and continuous improvement.
Basic functionality of BPMS [1] includes:
• support the modelling and analysis of business processes (including
tasks/activities, roles, decisions/logical operators, flows, collaboration, events,
goals, etc.)
• support process change, in modelling, implementing and execution stage with
history of changes
• coordinate every type of interaction patterns (human2human, human2system,
system2system) among user tasks, system tasks, internal and external data
resources
• enable participants do use (read and write) information within instances of
business processes assigned to them
• support the definition and management of business rules and business logic
• support collaboration during process design and redesign
• support notification of activities and events for participants
• support the monitoring and reporting of transactions and business process
instances
• support process simulation and optimization on the base of statistical/estimated,
historical and real-time data
• ability to integrate with external assets/applications using Web Services (SOAP,
REST)
• ability to interoperate in Service Oriented Architecture (SOA) paradigm
• ability to store process artifacts (e.g. models, process and rules definitions,
services etc.) to reuse them in different processes
• support designing of user interfaces (UI) for user tasks.
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BPMS expands functionality of pure-play Business Process Modelling tools by
process implementation and monitoring. But sometimes BPMS solutions were
unable to address new challenges – increasing data volumes, rapid change od
business environment, complex real-time decision-making capabilities and they
evolved to iBPMS (intelligent Business Management Suite).
Intelligent Business Process Management Suite (iBPMS) - according to
Gartner Group - “expands the traditional BPMS by adding the new functionality
needed to support Intelligent Business Operations (IBO), such as real-time business
analytics, deep complex-event processing (CEP), social media to support social
behavior and collaboration, and expanded technologies to support growing
requirements for mobility”.
Extended functionality of iBPMS includes [3]:
• real-time business analytics to improves decision-making process
• complex-event processing (CEP) to analyze high volumes of data
• expanded analytical capabilities in business activity monitoring (BAM)
• mobile tools interface to provide access to platform from every place
• social media interface to use context and social data in business process logic
• integration with on-demand analytical predictive (statistical) and simulation
tools
• access to new information sources including video, audio and social streams.
Evolution of IT tools for Business Process Management Tools and market trends
are clearly visible in reports provided by consulting companies as Gartner Group
and Forrester Research.

3. Gartner’s Magic Quadrant
Gartner Inc. was founded in 1979, and now is the world's leading information
technology research and advisory company. One of well-known analytical
methodology provided by Gartner is Gartner Magic Quadrant.
A Magic Quadrant gives graphical positioning of technology providers divided into
four types:
• Leaders providers that “execute well against their current vision and are well
positioned for tomorrow”
• Visionaries providers that “understand where the market is going or have a
vision for changing market rules, but do not yet execute well”
• Niche Players providers that “focus successfully on a small segment, or are
unfocused and do not out-innovate or outperform others”
• Challengers providers that “execute well today or may dominate a large
segment, but do not demonstrate an understanding of market direction”.
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4. Market trends between 2009 and 2015
4.1. BPMS changes to iBPMS (2010-2012)

Ability to execute

In 2010 Gartner presented its final report for BPMS tools (fig. 1). In this
report 9 vendors were classified as “leaders”, 10 vendors as “visionaries”. In total –
27 vendors were included in the report.

Figure 1. Gartner’s Magic Quadrant for BPMS at 2010 [2]

But 2 years later, when Gartner presented the first report for iBPMS (fig. 2)
only 13 vendors (including fact that Lombardi was acquired by IBM in 2010 and
its software was integrated with IBM WDPE as IBM BPM package) met inclusion
criteria. It means that only about 50% of vendors changed functionality of their
systems to offer “intelligent” BPMS.
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Ability to execute

Figure 2. Gartner’s Magic Quadrant for iBPMS at 2012 [3]

In 2012 only 3 vendors were classified as “leaders”:
• Pegasystem (PegaRULES Process Commander PRPC v 6.3)
• Appian (Appian BPMS v.6.6.1)
• IBM (IBM BPM 7.5.1)
Two former BPMS leaders (Oracle, Software AG) were classified as “visionaries”
and one former “visionary” (Cordys) moved to “niche players” class. Such
situation shows that transformation from BPMS to iBPMS is not easy and obvious
even for big, well-known vendors.
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4.2. Growth of iBPMS (2012−2015)

Ability to execute

Between 2012 and 2015 Gartner has presented 3 reports for iBPMS. On this base
can be shown changes in vendor’s positioning (fig. 3).

Figure 3. Positioning of iBPMS vendors 2012 – 2015. Source: own preparation on the
basis of Gartner Group materials

In those reports were no changes in the list of leaders but their positions
changed notably. Pegasoft and Appian significantly increased factor “ability to
execute” and IBM BPM had this factor on the constant, low (for leader) level. On
the other hand, in this class was no clear direction of change of the second factor
(“completeness of vision”) – e.g. for IBM this factor grew in the first period (20122014) and declined in the second period (2014-2015) but for Pegasystems declined
in the first period and them came back to the start level in the second period.
In the “visionaries” class the set of vendors has not changed as well. Three most
famous vendors nearly maintained their positions - Oracle moved on the border
between “leaders”, “visionaries” and “niche players”, Software AG improved its
application year by year in both directions, Tibco kept its “completeness of vision”
but changed (up and then down) “ability to execute”.
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4.3. Overall market change (2009−2015)

Ability to execute

Analysis of reports from 2009 and 2015 lets to compare positioning of vendors
who were present in both reports (fig. 4).

Figure 4. Comparison of BPMS and iBPMS markets in 2009 and 2015.
Source: own preparation on the basis of Gartner Group materials

Pegasystems is still classified as “leader” but its position on iBPMS market is
slightly lower than on BPMS market.
Appian significantly improved its position in both dimensions and to become a real
leader on the iBPMS market.
IBM improved its position in terms of “completeness of vision” but “ability to
execute” is similar in 2009 and 2015.
Oracle was in the “challenger” on BPMS market but on iBPMS is classified as
“visionaries”.
Tibco and Software AG lost their positions and on iBPMS market are only in
“visionaries” class.
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5. Conclusion
Modern IT tools supporting Business Process Management approach can offer a
wide range of functions. The key elements of today’s iBPMS applications are [5]:
• Process Orchestration Engine
• Graphical Model-Driven Composition Environment
• Content Interaction Environment
• Human Interactions
• On-Demand Analytics
• Process Intelligence and Business Activity Monitoring
• Business Rule Processing
• Connectivity
• Management and Administration
• Registry/Repository.
According to the newest Gartner’s report three vendors offer product with high
ability to execute and high completeness of vision. Analysis of previous reports
shows that those vendors (Pegasystems, Appian and IBM) are only leaders for last
4 years. Analysis of the trends indicates that there is no reason to think that any
other vendor will advance to the “leader” class soon.
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The paper is focused on the processes of software development of enterprise systems. It is related to the new concept of software development paradigm named
Context-Driven Meta-Modeling Paradigm (CDMM-P) introduced by the author. The
CDMM-P can be applied to define modeling or meta-modeling languages, to construct enterprise systems data layer. The CDMM-P concept is based on application
open ontologies in the form composed of notions characteristic for software engineering and it constitutes the first implementation and the first application of open
ontologies in software engineering domain. The paper presents the concept of a shift
of existing OMG standardization approach. It explains why the CDMM-P graph representation and its API should be the subject of standardization in place of MOFbased close ontology structures.
Keywords: software engineering, software development process automation, modeling, meta-modeling, UML, MOF, MDA, application context

1. Introduction
There is one well known and commonly accepted standardization approach to
software engineering domain managed by Object Management Group (OMG)
[9, 10]. However, this approach has several important limits. This paper introduces
new, more general approach to standardization in this domain. The approach proposed in the paper is based on the new software engineering paradigm named Con-

text-Driven Meta-Modeling Paradigm (CDMM-P) [24] and thus constitutes new
alternative approach to software engineering domain, according to author’s best
knowledge and according to [8]. From the careful literature analysis contained in
[24] it results that both traditional approaches to software engineering [14−16, 19,
20] and works related to ontology and its RDF and OWL standards [1, 3−7, 11−13,
18] differ significantly from the paper’s research thread, as they are built on different
assumptions. The paper contains a discussion focused on the identification of fields
for future standardization efforts, thus – the standardization shift.
The paradigm is attractive from economical point of view and has also many
application domains beside modeling and meta-modeling – this aspect is discussed
shortly in section 2. The illustrative case study for the CDMM-P was presented in
[23] on diagramming abstraction level in Context-Driven Meta-Modeling MetaModeler tool [22].
Two standardization paths mentioned above are characterized and revisited in
the next subsections.
1.1. UML-related standards
At the end of the 90s there were more than 30 modeling languages used for automating software development process and supported by appropriate methodologies. The short state-of-the-art from 1997 (the year of UML standard first publication) in software engineering discipline is shown in Figure 1.

Figure 1. Software engineering methodologies in 1997 and UML creation process

In 1996 the process of standardization of software methodologies has been initiated by Booch and Rumbaugh and has been continued with Jacobson later [2, 9, 10, 17].
From the perspective of this paper it is very important to realize how the standardiza-
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tion process was initiated. Two essential questions (Q) were asked at the beginning
and answered (A) soon:
Q1: How to combine existing modeling languages to obtain a standard modeling language?
A1: UML as the only combination of former modeling languages.
Q2: How to define the standard modeling language and other modeling languages?
A2: MOF as the only UML abstraction.
So, what was done during standardization process? Best common three parts of modeling languages were combined with several other modeling language best concepts
according to Figure 1. After that the abstraction (meta-model) named Meta-Object
Facility (MOF) for defining this modeling language was introduced and later applied
to other languages.
As the result the IT community obtained one standard modeling language
(UML) defined in one meta-modeling language (MOF).
From ontology point of view all these standards represent close ontologies, that
is closed systems of notions. And, in contrast to some knowledge representation
techniques, these close ontologies are applied for (meta-)modeling in software engineering discipline. However, (meta-)models also constitute a kind of knowledge.
Close ontology based standards already exist but do not work as intended. First
two samples illustrating the nature of the limit introduced into the whole approach to
standardization (close ontology) are AspectJ (2002) and Scala trait relationship
(2003). Notions introduced by Aspect-Oriented Programming (AOP) and the notion
of Scala trait were not reflected in the discussed standardization thread so far. This
conflicts with the Model-Driven Architecture (MDA) concept which is oriented on
fast accommodation of new technologies. The standardization process of OMG
standards is long lasting, which is the consequence of the assumption of close ontologies. The system of notions from the OMG standards is difficult to change, like
each systems of notions designed as closed and to remain closed. Moreover, the
standardization process tends to be longer year by year due to the number of new
concepts (eg. more than 120 programming languages for JVM in 2014) and due to
the growing size of the UML.
1.2. CDMM-related standards
In contrast to the official standardization process and in spite of its huge added
value, the alternative standardization thread was initiated by the author in 1993, that
is before introduction of close ontology standards characterized above. The research
way initiated that time resulted from different questions asked at the beginning.
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The first question and answer were:
Q1: How to create a tool for modeling in any (existing or not) modeling
language?
A1: Through application of the new paradigm.

Figure 2. CDMM-P applied to (meta-)modeling in 1997
MetamodelGraph package was published in [23]

The new value was introduced to (meta-)modeling via application of the new
paradigm. The paradigm changed the way classes are interrelated as the result of
application of the Inversion of Control (IoC) architectural pattern. Moreover, the
meta-model classes were divided into classes representing meta-model graph nodes
(meta-model entities) and classes representing meta-model graph edges (meta-model
relations). In effect, both classes and relationships of the meta-model were decoupled
in source code and were dynamically interrelated into meta-model graph at run time.
The next question was asked and answered then:
Q2: Is the abstraction of CDMM itself needed?
A2: No – CDMM can be applied recursively as its abstraction, if needed.
This way, through the application of CDMM-P to meta-modeling, we are able to
obtain many modeling languages defined each in one of many meta-modeling languages.
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Moreover, the application of CDMM-P resulted in creation of (meta-)modeling
languages based on open ontologies.
Now, the question about the status of standardization may be asked, like in case
of the approach presented in section 1.1: what is the subject of standardization while
open ontologies are applied?
2. CDMM-P characteristics from business perspective
Before the standardization shift will be discussed, the value of the CDMM-P is
presented. The paradigm is very important from business perspective. One reason is
software development process automation, but another one results from the impact to
contemporary IT technologies.
The CDMM-P is a paradigm which can be addressed to such software engineering
disciplines like:
• design
• programming
• modeling
• testing
• other… .
Another point of view to the CDMM-P shows that the paradigm can be applied to
constructing such software system elements like:
• (meta-)modeling languages
• applications data layer and mapping this layer to objects
• graph libraries
• knowledge models
• other… .
In the nearest future the CDMM-P paradigm can influence:
• approaches to constructing Virtual Machines (JVM, .Net)
• data mapping technologies
• programming languages
• other… .
It is worth noticing, that CDMM-P paradigm main design criterion was to maximize
ease of change introduction. This is one of the most demanded properties of software
systems – especially enterprise systems. The same criterion should be also applied to
(meta-)models construction, but it was not.
As the result of the mentioned criterion, the modeling languages as well as target domain-specific software products have improved Return on investment (ROI)
metric due to:
• lowering software development cost
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• shortening of time-to-market
• increase of product life-time.
These improvements impacting ROI directly can be achieved via:
• extensive automation of software development process
• simplification of enterprise systems change introduction
• meta-modeling on demand.
Application of CDMM-P should break current limits of close ontology base approaches to (meta-)modeling and enterprise systems data layer implementation.
3. Standardization shift subjects
Several questions can be asked regarding the standardization shift. This section
is focused on: What to shift?
The close ontology based standards were standardization subject so far. However all business advantages mentioned in section 2 can be achieved when open ontologies are applied, according to the conclusion from section 1. That is open ontologies should be promoted in place of their instances (close ontologies). And open
ontologies should be the subject of standardization.
However, in order to define precisely what should be the subject for standardization in open ontologies based approaches the specific features of CDMM approach
must be known. The most important specific features of CDMM approach which
differentiate it significantly from close ontology based approaches presented in section 1.1 are as follows:
• the modeling (not necessarily diagramming) tool is automatically generated from
meta-model
• the software project artifacts generator tool is automatically generated from metamodel
• special role of the application context XML file in self-organizing tools [21].
As the result there is no one universal modeling tool for a particular modeling language, say for UML, because there is no one standard modeling language. There is
also no one meta-modeling tool for one existing meta-modeling language – MOF.
But, obviously, there must be something “fixed” which helps to make use of
this flexible open ontology based approach. This is the Application Programming
Interface (API).
So, what are the problems caused by moving standardization focus to the APIs?
The most important problems are as follows:
• how to construct tool APIs
• how to scan/query meta-model in order to find all required model elements from
the tool’s client source code through the tool’s API.
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For the purpose of software artifacts generating the (meta-)model elements
must be accessed from generators. The following two access modes should be provided by the API:
• scanning/traversing meta-model graph
• querying meta-model graph.
Both functionalities should be fundamental for model-driven software project artifacts generating tools. The second access mode is not handled by contemporary tools
– this results from different properties of close and open ontology based approaches.
4. Standardization shift strategy
The next question, which is discussed in this section, is: How to shift?
Possible answers to this question are collected and shortly analyzed from the benefits
perspective. The discussion is focused on the “standardization decision tree” presented in Figure 3.

Figure 3. Standardization decision tree- author’s suggestions in frames

The decision tree from Figure 3 is composed of two parts. The blue part is focused on possible ways of accessing meta-model graph elements. The red part is
concentrated on the availability of meta-model graph structure information.
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Below the character of influence of each decision from the graph presented in
Figure 3 on the possible benefits is shortly discussed. The kind of influence can be
positive (pros) or negative (cons).
4.1. Graph traversal
Graph traversal pros and cons are as follows:
• Pros:
o the same approach that is known from existing modeling tools can be applied
– easier accommodation of the change by designers/developers community
• Cons:
o no access to a part of the graph – the meta-model graph can be accessed by
scanning all its elements
Abstract representation of the graph has the following pros and cons:
• Pros:
o ease of implementation – any form of graph representation may be chosen
• Cons:
o ambiguity of representation and APIs – it results from the number of possible
graph representations
Another option, not very obvious to the community, is to base the graph implementation on available technologies. This is just what the Context-Driven Met-Modeling
Framework (CDMM-F) offers. This concept is named in the paper the “technological
representation of the graph”. It also has its own pros and cons:
• Pros:
o unambiguous representation of the graph supported by technologies
o no need for implementing graph structure by the (meta-)modeling tool
vendor
• Cons:
o lack of appropriate technologies available
The problem is the lack of technologies that can support this approach. Implementation of such technologies is a huge challenge both from technical and business perspectives. But it offers:
• a chance of development for many existing technologies
• a chance of elaboration of new technologies.
This positive influence on technologies constitutes a kind of added value from the
technological representation of the graph approach. This is very innovative and
realistic.
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4.2. Graph querying
The concept of querying meta-model graph can be based on existing graph query languages or may trigger elaboration of new ones.
Existing graph query languages pros and cons are as follows:
• Pros:
o reusability – the software available on the market may be reused
• Cons:
o lacking support for multidimensional problems characteristic for CDMM
In the case of elaborating new graph query language(s) the following pros and cons
may be observed:
• Pros:
o support for multidimensional problems characteristic for CDMM – this problem may be addressed if this option is chosen as contemporary graph query
languages assume flat graph structure
• Cons:
o lack of such languages, lack of base technologies for such languages
This is again a big challenge to design such concepts and supporting technologies.
4.3. Graph structure dependent API
In order to traverse or query the meta-model graph from the API client’s source
code the developer may assume that the graph structure is known and is not subject
of change. This assumption is correct in case of close ontologies. However, in the
case of open ontologies the meta-model structure is assumed to be subject of relatively frequent changes and the same is about structure-dependent API.
Graph structure dependent API pros and cons are as follows:
• Pros:
o API for traversing graph structure is generated automatically
• Cons:
o the graph structure must be known by API’s client
If the graph structure-dependent API is applied, then as many APIs as (meta-) modeling languages are obtained.
4.4. Graph structure independent API
The problems mentioned in section 4.3 can be eliminated if the meta-model API
is fixed. It means that the API must be structure-independent. According to currently
available technologies it should be implemented in reflexive approach (ex. Java reflection) or should be based on meta-programming (ex. Groovy meta-programming).
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Graph structure independent API pros and cons are as follows:
• Pros:
o the graph structure may be unknown by API’s client
• Cons:
o unknown (none?)
As the result of this approach one universal API for all (meta-)modeling languages is
obtained. This way the old problem of porting a client code from one modeling tool
to the other is solved because having one standard API, the tools may follow this
standard and still they can compete in the form of extending the standard.
5. Conclusion
In the paper it is shown that application of open ontologies to software engineering domain may bring progress in several IT branches, among the others in modeling (creating model for a particular project in a modeling language), in metamodeling (defining modeling languages), in technologies related to enterprise systems data layer, in virtual machines, programming languages and in software development processes. It is also very attractive from economical point of view.
Some current problems and technological limits were also identified. The problems are driving the development and their solutions are intended to be published in
succeeding papers.
So, what are the benefits resulting from application of open ontology based approach(es) to software engineering domain? The fixed modeling languages or metalanguages with tool-specific APIs are exchanged by user-defined languages with
standardized API. As the result, tool vendors competition fields will migrate from
their traditional positions to the new ones.
It is worth noticing, that, generally speaking, the proposed standardization shift
is a shift of current compromises. This kind of “renegotiation” is typical for engineering industry domain. In the paper the ease of (meta-)modeling tools implementing is
sacrificed to ease of introducing or customizing modeling languages. In consequence, new (meta-)modeling tools are much more complex than before. On the
other hand, the (meta-)modeling process is significantly simplified and well known
barriers in modeling domain are broken.
There are several challenges for future research in software engineering resulting from the proposed standardization shift. They are connected to such problems
like multidimensionality, new programming languages, new virtual machines, mapping new software engineering notions to all MDA notions. But the most difficult
challenge is to implement the approach in enterprises.
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