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ANALYSIS OF CLOUD STORAGE SERVICES TO SYNCHRONIZE
DATA WITH MOBILE DEVICES USED IN ENTERPRISE

ARTURHLOBAZ *, ROTR SIEKIERSKI
" Department of Physics and Applied Informatics,uénsity of Lodz (UL)

In the paper analysis of available, free Cloud &jer services for compa-
ny/enterprise applications is presented. The choicthe most appropriate cloud
service will be associated with such features sacdmpatibility in relation to the
terms of use, data security, performance and #gtab#lerformed analysis focuses on
solutions which the license does not prohibit tee af their free version of the ser-
vice for commercial purposes, in the company. Apartant factor, partly influenc-
ing for the choice, will also be intuitiveness, aihal functionality and ease of use
offered by client applications.

Keywords: Cloud storage, Cloud services, Privateid] Public Cloud, OwnCloud,
Cloud security, Cloud services for Enterprise

1. Introduction

Nowadays, a modern model of data storage in corapaanid institutions in-
creasingly become cloud storage servide®]. This type of services is character-
ized by buying disk space area from hosting congsafor the purposes specified
by the customer. In this way, the person/compamsdmt have to worry about the
entire data infrastructure, required hardware,dnly indicates to the service pro-
vider requirements for the needed performance asidgpace. Therefore, the re-
sponsibility for safekeeping and maintenance o dialts on the supplier.

Besides the above functionality cloud storage sesvican also be used for
easy and optimal data sharing between employedseicompany, along with



granting the appropriate access levels. This kingotution, with possible access
from both desktops and mobile devices, doesn't altyv for remote work among
employees, but also allow them to work togethedocuments.

In the paper the analysis of available, free Cl&@torage services with the
possibility of using them commercially by compan@senterprises is presented.
Nowadays, more and more companies plan to "cré@tevn private cloud, than
use one of public clouds [1,3]. To select the naggiropriate service there will be
taken into account such features as its compayilbdr the intended use, data secu-
rity, performance and stability. Performed analyesuses on solutions which the
license does not prohibit the use of their freesioer of the service for commercial
purposes, in the company. An important factor, Wwhiartly influences for the
choice, will also be intuitiveness, additional ftinnality and ease of use offered
by client applications to access by the web browser

2. What is Cloud Storage?

The concept of cloud storage assumes the use ad computing to share IT
resources via the Internet. Provider of such aiceidelivers required resources for
the customer, so the customer does not have totbeanvestment costs in ad-
vance. Additionally the customer does not have doryvabout costly and complex
infrastructure and the necessary staff to suppofloud computing services can
be used to run virtual operating systems, dateageoi(data backup), as well as
complex and demanding computational techniques.

2.1. Types of Cloud Storage Services

The concept of cloud storage model (Fig. 1) asswsredces that enable the
storage, management and remote access to useowgita network (typically by
the Internet). We can distinguish three types ofidIstorage servicgd] (Tab. 1):

e private cloud storageis a system designed with access for only one per-
son or organization according to the indicated ireguents. This type of
cloud storage services can occur in two variantaning locally by the
administrator of the corporate network or by owgsisting. Both solu-
tions are good, but from a business perspectieesdfution running local-
ly is better/secure, because you have full cordr@r stored datfl, 4].
Administrator of the service that is running in t@mpany can control and
design system in terms of what the company/org#niza&xpects. Mostly
private cloud solution is not available outsidetloé company's internal
network.

e public cloud storageallows for management of data to a lesser exkemt t
private cloud and allows access to data througlintieenet network1, 4].



Access to data is restricted to authorized usethase users who have a
special address (usually web link). Examples oflipubloud services are
popular sites such as Dropbox or Google Drive.

« hybrid cloud is a combination of a private and public cloudage. It al-
lows to customize the functions and capabilitiethef current demand and
gives full control of the stored data administrati®he most important da-
ta can be protected in a specially designated tgrispace, while less im-
portant data can be stored in the public cloudaombssed by multiple us-
ers at a distance through the network [1, 4].

- Public cloud

_ _ public/ |
private / internal external

Service
provider

Figure 1. Diagram of the types of Cloud Storage services

2.2. Application of cloud storage services

Cloud storage service can be used for storing itapo(for the recipient) da-
ta. Thanks to this application in the case of snd@délure of customer hardware,
there is no fear of losing valuable information. [Zhe ability to store data on ex-
ternal servers also allows to quickly share filesl alocuments with your col-



leagues or even work on them simultaneously. Ckiothge services mostly have
their own client software to data synchronizatienuser do not have to worry
about sending data to the cloud [1]. Such a salutibows data to be up to date
both locally and on an external server.

The main advantage of cloud storage services isliigy of effective and
simultaneous work on user or group of users doctsnédimis work can be carried
out at the same time from different devices, edelmok, tablet, smartphone,
without need of manual copy files between two devidAccess to the data is pos-
sible from anywhere in the world, you need onlyesscto the Internet, which in
the era of mobile broadband (3G / 4G) is not a majoblem [3].

Table 1. Comparison of the types of cloud storage services

Characteristic Public cloud Private cloud Hybrid cloud

scalability high limited high

) very high, integrated
good, depending on the well protected, all i
options allow to turn on

security security offered by the data available only .
] . o additional layers of secu-
service provider within the network it
187
good, depends on the
performance of the server
performance average very good ) .
on which the service was
launched
average, depends on the
average, depending on . e possibility of use of cache
. high, limited to the
o Internet connection and the memory for frequently
reliability o . performance of the .
availability of the service ) used data and the availa-
. ) ) internal network N
on the service provider side bility of an Internet con-

nection

average, because it
low, because user usually ] - _
requires additional | average, because it allow

0

pay only for extra space fq
cost . expenses related to| to transfer part of data tg
data or increase of data

=

hardware and costs gf  an external hosting
electricity

transfer




2.3. For whom are cloud storage services designed?

Thanks to the versatile features of cloud storéigean be used by both the
home user as well as large corporations. For thiedyyuser the use of cloud stor-
age often ends up on using the service to storeupachat are important from the
data point of view, eg. holiday photos or documemtse available services often
easily allow to define appropriate access to setedata for other users. About this
access decides the owner of the data [1, 5].

The use of cloud storage services is not necegdamited to storing copies
of important data. Services administrator in cogfion can define a number of
features for user accounts, such as available Sgarga), access to a common
pool of data, the ability to simultaneous work atuiments/files.

3. Data security

One of the most important factors of entrusting data to the service provid-
er is security of this data. The customer shoulddmired that the data he sent are
secure and there is no possibility of access tm e unauthorized persons. There-
fore, when choosing the right service provider yourself, the most important
thing is to check if he is unable to access tha datrusted to him [7]. Sending a
strategically important data or reports by the camyp and access to them by unau-
thorized persons may have serious consequenctseforstitution.

3.1. Methods of data transmission protection

There are two possibilities for secure data tran®k The first possibility is
to trust methods of data encryption used by theiceiprovider. Then the obliga-
tion of completeness and correctness of the dataigeis on the service provider
side. Most of commercially available encryptionvéegs uses standards such as
AES, RSA or protocols like SSL. These security dead allow to encrypt data
in the way that they are unreadable to potentiapfgwho have obtained access
to them.

Another way to protect data files during transnagsis to encrypt them on
the client side before sending to the cloud. Iis thay, the client can be sure that
his data will not be read by unauthorized persbaga can be read only with spe-
cial key, defined by the user. For example, usaruwse to do it TrueCrypt contain-
er. The disadvantage of this solution is the neesyhchronize the entire data con-
tainer which size can reach several GB. An altereatay is to use special soft-
ware to encrypt individual files during synchroriea and decrypt in situation
when the user wants to use them. An example of sottiware is Sophos Safe-
Guard. Unfortunately, the use of that applicat®associated with the purchase of
software licenses.



3.2. Data storage on the service provider servetsta security

When choosing the proper cloud storage services,awuld be sure that his
data are not analyzed in any way, or indexed byséneice provider. The collected
information on the stored files and their conterdald be used to leakage of stra-
tegic data and be used by unauthorized personsefbine, important factor when
choosing appropriate services for customers isbtaio information about that if
the supplier is able to get access to our datadifahe files are stored in encrypt-
ed form inaccessible to anyone other than theireswh is known that different
priority have videos stored in the service by adir@ary user who is using cloud
storage as an additional storage for backup, amer atrategic financial data, and
development plans of the company. The second tydata leakage can cause a lot
of damage to the enterprise, and even lead t@usfll [7].

4. Analysis of cloud storage services for companyplications

The following analysis was commissioned thesis gy Ericpol company
based on scientific cooperation with the UniversifyLodz. Ericpol is a Polish
company operating in the IT industry. Headquartethe company is located in
Lodz but it also has offices in Krakow, Warsaw, €&mo and abroad - in Sweden
(Link6ping), Ukraine (Lviv) and Belarus (Brest).igpol in £odz employs more
than 2,000 people. The company provides servicdsiareas of:

e telecommunications - services for the design, reaitce and testing of
software for the hardware and software manufaciuferm around the
world,

« M2M (Machine to Machine) - engineering services,ntyain the design
and testing of "embedded systems" software clasthé largest manufac-
turers of automotive, eg. Peugeot and Citroen,

« medical market - including specialist programmiragkage "Dr. Eric" for
managing beauty salons and medical clinics,

* ERP sector applications and Business Intelligeraautions for effective
business management, used in industry, trade aaigiion management,

* banking and finance - solutions to support EntsgpiManagement, sales
support and debt collection,

The analysis will be used by Ericpol to start theud storage service in the inter-
nal environment of the company, among employeeigp&r needs a solution to
synchronizing and sharing data/documents betwegiogees. The company de-
pends primarily on the security of stored data,dfadility of the service, and easy
access to files using both desktops and mobilecdsviMobile devices are mainly
controlled by Android and iOS systems. Becausectimpany is working on cus-
tomer data, these data can not be stored in tHemldud - it determines the poli-



cy of the company. From the Ericpol point of vidwe tbest solution is to create its
own private cloud and have control over it. For eatiata in the cloud access can
be only from inside the company (from internal natky, and to the less critical
data access may be remote. User authenticatiotoHzes based on two solutions:
Radius and LDAP.

At the beginning the private cloud would be impleneel only at the head-
quarter in Lodz. If the solution will work properlig would be also implemented in
other company locations. Some generally definedirements let to apply differ-
ent solutions depending on the location/countre lgg. type of service server
(Linux/Windows) or client software for workstatiof/indows, Linux, MacQOS).

4.1. Detailed requirements for service

The selected service should fulfill the followireptures:

e to store data in the company,

« multi-platform services server,

« multi-platform client software for workstations werdWindows, Linux,
MacOS,

« multi-platform client software for mobile devicesmtrolled by Android,
iI0S, Windows Phone,

e granularity of security,

« the ability to enforce quotas for users,

* encryption of transmitted data,

» ability to remotely clean content of user accountte administrator,

* document sharing for certain groups of people,

* the ability of simultaneous work on a document,

« friendly client application for user,

* two-component authentication,

* authentication using a RADIUS, LDAP,

e application integration with other programs on nbdevices (web
browsers, file managers),

« stability,

« way of data synchronization - sending only the gealfiles.

4.2. Overview of available cloud storage services

In choosing the most appropriate service, in acmrd to the requirements pro-
vided by the company, following cloud storage seesiare analyzed:

» BitTorrent Sync (version 2.3.1) [8],

* Box (version 4.0) [9],

« Copy (version 1.4) [10],



« DropBox (version 3) [11],

e ElephantDrive (version 2.9) [12],

e Google Drive (version — beginning of 2016)[13],
« Mediafire (version 1.8.12) [14],

e MEGA (version 2.8) [15],

e OpenDrive (version 1.4) [16],

e OwnCloud (version 8.2) [17],

e OwnDrive (version 7.0) [18],

» SkyDrive/OneDrive (version 17.3) [19],

» SpiderOak (version 6.1)[20],

» Storino (version 0.9) [21],

* Wuala (version — Wuala Nadelhorn) [22].

The feature of all these services is that theerge does not limit the use of the
free version for commercial purposes. This elimesghe need of buying a license,
if the available options are sufficient for thevéeg user.

4.3. The choice of cloud storage service

After the comparative analysis of available, fréeud storage services, the
best solution for company purposes would be an dawCservice [5] (Fig. 2).
The choice of the specified service supports a keghl of security of the stored
data, the same as most of competing solutions. €atebe encrypted both during
storage on server disk and during transmission theemternet. A strong argument
is the fact that, unlike to other free solutiongitable on the market, selected ser-
vice allows users to store data within the orgaima(OnPremise). In this way,
control and physical protection of the data liegtmn service administrators within
the company [23].

The distinguishing feature of ownCloud from thetrssrvices is corporate
functionality in the free version. Support for LDA®lutions and integration with
Active Directory makes it easier to control usecamts of cloud storage service.
OwnCloud easily allows administrator to manage akda, granting privileges for
users and groups of users. In addition, it alsonalto use the built-in virus scan-
ner to automatically protect the stored data ag&nsomputer viruses.

OwnCloud with support for most popular operatingtsyns allows for seam-
lessly use of this service. Thanks to the openit@atiare and a shared API, there is
a large number of applications for account managixacept the official, provided
by the authors. The openness of the code givepdhsibility of adding custom
functionality (if necessary). The advantage of ¢thesen solution is also its dyna-
mic development and community support creatingtamdil functionality [17].
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Figure 2. Comparison of services
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Service administrator can easily configure ownCladith a user friendly web
interface (Fig. 3). It allows to quickly create usecounts, assign them to the ap-
propriate groups and giving them the limit of déglace for data (quota). Because
the service works on a private machine, the amofispace available to use de-
pends entirely on the capacity of the hard driwtalted in the computer, on which
ownCloud is launched.

B hund tamu

| whoios bund b
! H{ CloudUseil bnd
=y

Figure 3. Web Interface of ownCloud service

OwnCloud provides very good data security with Memsg of files and en-
cryption of whole directory of each user. All stdrdata are encrypted using AES-
256. As a result, none of the administrators dahaee access to the files of people
using the service. The file versioning also alldwsontrol changes in files, with
the possibility of returning to a previous versiofha file. Intuitive configuration
interface allows to quickly and efficiently configuthe service to work.

In addition to the mentioned above free serviceabdpies ownCloud devel-
oper gives the opportunity to move to a paid Emtsepversion, which offers addi-
tional functionality and official support for thatére solution [17].

5. Conclusion

In the paper the analysis of available, free ClStarage services is presented.
The analysis is based on the requirements recéivedthe one of big companies
from Lodz - Ericpol. It allowed to get to know pdde solutions and to indicate
the most appropriate one, with the possibilitytefuse in the company. The select-
ed service, ownCloud, characterized in that thigt&m is completely free and can

12



be used commercially in the company. The resulth@finalysis were delivered to
Ericpol and can also be used by other enterprisgsatant to deploy this type of a
similar service.
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OPTIMIZATION POTENTIAL TRANSPORT OF TRANSPORT
COMPANY

GUSTAW KONOPACKI

Military University of Technology, Department oftigynetics,
Institute of Information Systems

The article presents a method for determining thggmaum number of vehicles
transport company, depending on the size of theifspedemand for transport
services and depending on the performance propedfemeans of transport.
Formulated the task of multi-criteria optimizati@amd presents the results of its
solution.

Keywords: the transport potential, stochastic psecenulti-criteria optimization

1. Introduction

Important role of road transport in the economyustidoe seen in the fact that,
among other modes, it stands out above all:
* mobility: you can get it anywhere where there aveail, ship, etc.,
« high operability service, involving the availabjliof a relatively large
number of means of transport,
« high availability: getting lower car prices and tge better technical
parameters,
« timeliness and punctuality performance of services.
Unfortunately, the major disadvantages of this typgansport are:

e dependent on climatic conditions,
*  not very eco-friendly,



* high rate of accidents,
* arelatively small volume of individual means arisport,
e not very low maintenance costs of vehicle.

In practice, however, the advantages of road temsmutweigh its disadvantages,
what is the reason for its continued presencedrtrdmsport market.

One of the basic problems of the transport compaagaged is to provide its
continued presence in the market of transport sesyimainly by providing a
appropriate potential transport for the anticipatethand for transport services.

The transport potential of the transport company né identified with the
number of cars fit for the provision of transpodndces at any given time.
Reducing the number of cars below a certain mininf{timeshold value) will
reduce the capacity of the transport company, hod & loss of competitiveness
and, consequently, falling out of the market ohgort services.

The rest of this article will be considered a pewblto provide the required
level of transport potential of transport compatgking into account only the
technical aspect of cars: the suitability of thehigke for use at a time or its
uselessness.

2. Description of the problem

Consider the transport company, which has the cars (means of transport)
for the same destiny (e.g. lorries) and used tot tieedemand for homogeneous
type of transport services (e.g. transport of makgo). LetI'={1, 2, ...,I} be the
set of numbers of cars that do not need to beahmesi.e. they do not have to have
the same design solutions.

It is assumed that from the point of view of thengport company the process of
each car can be considered as a succession oeeoftimdependent states:

e suitability of the vehicle for the implementatiohtansport services,

* incapacity of the vehicle for the implementationti@nsport services (car

repair).

Thus, the process of exploitation of each car carcénsidered as a two-state
stochastic procesX(t) (Fig. 1), which is a sequence of consecutive (not
overlapping in time) states fithess (rectanguladsgs), separated states of
unfitness. This process will be further referreda®m asquare wave From the
viewpoint of further consideration of the problenagnitude of the amplitude is
not important.

15
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Figure 1. Example of a exploitation process of tkh, ( O | ) of car

Fig. 1 are symbolizeda ,al,;...., (k=1,2,...) durations of states fitness of
i-th car, and symbolg} , Bl ...., (k =12,...) - durations of states unfitness.

Let thatal, , (k = 1,2,...) are realizations of continuous random variablds,

respectively, with the same probability distribago For simplify the notation,
each of these random variables will be denoted py,bsl A. Let that

,Bf( , (k = 1,2,...) are realizations of continuous random variabB,é,respectiver,

with the same probability distributions. For sinfplthe notation, each of these
random variables will be denoted by symBal By t ', andt .., denoted moments
of two consecutive pulses (states fithess-thf car), and byl - the length of the
interval between occurrences of two consecutivegsu(states fitness oth car).
Using the designations shown in Fig. 1, exploitafwocess of-th car you can be
represented as a stochastic process, in whichotidition is satisfied:

T =ty —te >ay . 1)

It is assumed that the processes of exploitatioralbfcars are stochastic
processes, which are independent and stationaaybimader sense. Thus, for the
i-th car can be determined the expected lengtimef between occurrences of two
consecutive pulses, which is expressed in theviddig formula:

ET, = [T Of, (T)dT @)
0

wheref(T) is the density function of the probability distrition of the random
variable describing the length of time between ommces of two consecutive
pulses (states fitness) the process of exploitakienth car.

Is assumed that are known density functibfgt )and f #(t ) of probability

distributions of random variableg andB; respectively. It is also assumed that the
random variableg\; andB; are independent from each other and that have fini
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variances and finite expected valués; and Eb; expressed by the following
formulas:

Ea, = [a Of 7 (a)da,
0 (3)
Eb; = [ BCF 7 (B)dB.
0
If the process exploitation of car is stationahg probability that in randomly

chosen time momerf there occurs pulse (the state of car fithessjvisngby the
formula:

_Ea

P = ET, = Eui[Ey (4)
whereEy - expected frequency of occurrence pulse, wherein
1 1
Eu = = ) 5
M BT T Ea+ED, )

It is assumed that the transport company will hédnee required potential of
lading when in the required period of time in destaf fitness would be no less cars
than the threshold number

Due to the fact that the transport companies celnde a different number of
different transport means and to exploit them urdiffierent conditions of the
threshold number of means of transport in thosepemies will also be different.
The threshold number of vehicles should be seth@b t

* was the smallest possible under the given condition
« take into account parameters characterizing tlwdugon of the demand
for transport services in the area of the company.

The independence of the process of cars explaitativs means that it is possible
that a randomly chosen moment in a state of alestngay also be more than one
car. LetX(t) is the resultant of a process exploitation of chrs a process binary
(the state of fitness and the state of unfithéasihich the state of fithess, means
the state referred to 8€ (technical efficiency formed by superposition of states
fitness any car in number, at least equal to thresttold number of cars,
(r=1, 2, ... 1). TE state will be taken as the desired state wiseduration is not
less than the established valmén other cases, the statusid will be treated as a
state indicating the inability to satisfy the dembafior transport services at the
required level;r value is determined for each company separatetyexXample of
the proces¥(t) of cars exploitation is shown in Fig. 2.
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Figure 2. The process of formation of the resultant pro¢ggsexploitation of cars the
company (the duration of the stateTdy., is shorter tharrwhich means that transport
company does not have the adequate potential wearedpthis time)

3. Formulation of optimization problem

Considered further optimization task will conceondietermine the minimum
threshold number of cars (r = 1,2, ..., I), ensuring the satisfaction of the demand
for transport services.

The choice of this size would be made taking intooant following criteria of
minimizing:
« the expected frequency of the occurrence of stftdénessTE process
X(t) exploitation the cars in transport company,
« the expected duration the state of fitn€Es
taking into account the following restrictions:
e it is known for the number of cars (means of trangd in the transport
company,
e the threshold number of cars (means of transpart)rot be greater than
the number of cars exploited by the transport campa
e expected value the duration of the stateT&f may not be less than a
predetermined value

To solve the optimization task is required an gbito determine the expected
duration of theTE state of the proces{t).
LetY,(t) is the stochastic process of the form [11]:

Y@= x:0). ©)
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For the assumptions regarding the exploitation ggses of cars, an event that
in the random momen§k of cars from among cars owned by the companyles ab
to fitness can be written as:

Y, (¢)=k k=012,..,1. ()

The probability of this event is expressed by fdara, 9]:
k

|
Y1k =_|_k|-|(qi+ Xpi) , k=0,1,2,..., |, (8)
k! dx* i=1 0
at the condition
|
27k =1 9)
k=0

wherep; is expressed by equation (4), ape 1 - p;.
If the company has cars, which exploitation proesstiave the same
characteristics, there is
Ui=12..0 Pi=P
and

ik =(L] p*d1-p) ™, k=012, | . (10)

For a further consideration is the important sizéhe expected frequendyy «(17)
the occurrence of statéE of length (duration) of not less tham which was
formed by the superposition of the states of fisnes(k = 0,1,2, ..., 1) of any
amongl of the cars exploited by the company. Using (8) loaE «(7) expressed
by the following formula:

= (r):—diryI w(7), k=012, 1, (11)

wherein y«(7) is the probability that in a randomly chosen moimeinthe time
occurs the stat€E of length (duration) of not less thanwhich was formed by the
superposition of the states of fithdsgk = 0,1,2, ..., |) of any amond of the cars
exploited by the company.

Taking into account the previously mentioned asgionp concerning the
exploitation processes of cars we obtain the fdlhowexpression for the

probability yr(7) [3, 9]:
k
)= nQE R E) k=012, a2
Ddx® =1 x=0

where, taking into account (5)
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0

P (c)=Eu [ (x=7)f%(x)dx = En; [ox[ £2(y)dy, i =12 1,

T T X

00

Qi (c)=Eni [(x=7) F2(x)dx = En; [ox[ £2(y)dly, i =120 1 .

T T X
Taking into account (11) and (12) finally obtained:
ak+l |

K axkar i|:|1(Qi (v)+ P, (T)*co' k=012,.., 1. (13)

Euyy(r)=-

Let EA «(7) is the expected length (duration) the of stiEeof length (duration) of
not less tharr> 0, which was formed by the superposition of theestaif fitnesk,
(k=0,1,2, ..., I) of any among of the cars exploited by the compattyexpresses
by the following formula:

00

Ei(e)=[=%(z)de, Kk=0212...,1, (14)
0

where f " (‘r) is the density function of the probability distrilmn of the duration

of the state TE created by the superposition okthtes of fithesk, (k =0,1,2, ...,
I) of any amond of the cars that is not less than a certain vat®. Taking into

account (11) functionf (‘r) can be expressed by the following formula:

f2 ()= 1 (z), k=012..,I 15
l'kT_Ekadr_zyl’kT’ B e AR (15)

Taking into account (14) i (15) is obtained:

Edy x =W' k=012,...,1. (16)

If the company has cars, which exploitation proesdsave similar characteristics,
EA x expresses the relationship:

_ 1 pli-p) _
EM,k—Eﬂ (k) prk(i=p)’ k=012,...,1, (17)

whereinp andEu express dependencies (4) and (5), respectivetyasnthe same
for each car.
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From a practical point of view, may be interestihg following two cases:
* EA, - expected length the state of fitnd4s, when are taken into account
all the cars exploited in the comparky=(1),
» E@, - expected length the state of unfitnddd, when are taken into
account all the cars exploited in the compday ().
Formulas defining the above the sizes mentionedfatee form:

— I 1 _1

E4, _[ElE_ai] : (18)
-— I 1 _l

E0, _(iELE_bi] : (19)

Based on the previously adopted assumptions and fmimulas (13) and (16) can
be obtain the solution of a problem the receiptttef expected frequency the
occurrence of the pulseSE and the expected their length, created by the
superposition of the states of fithess of carsumiber is not less than set their
thresholadr. Thus, the transport company will have the requpetential of lading,
when at a random time interval of lengtill fulfilled the inequality:

v (t)=r, (20)
whereY,(t) expressed by equation (6).
Let Eﬂf’r , (r=1,2,...1) is the expected frequency of occurrence ofTiRestate,

formed by the superposition of states of fithesdeastr cars. This value is
calculated from the formula:

* ol r+k+1
Euiy =kZ_lo(-1) Euy r=12,..,1, (21)

where Eu, ., (k=1,2 ....,r-1) is the expected frequency of superposikoof states

of fitness of the cars from the amohgars, is expressed by equation (11) with the
conditionr=0, i.e.:

d
Eﬂ|,k(")=‘a}’|,k(‘% =Epu, k=012, 1. (22)
=0

Let ElT’r, (r=1,2 ....I) is the expected length (duration) of th& state,

formed by the superposition of states of fitheskeastr cars. This value, taking
into account (8), you can express by formula:

r=1
. 1-> 7k
Ea, =—*2 — r=12,..1. (23)
Eﬂl,r

21



If the company has cars, which exploitation proesdsave similar characteristics,
it is possible to adopt the following assumptions:

Dil:ll Eai = Ea, (24)
Dil:ll Ebl = Eb,
formulas (21) and (23) take the form of:
Eui, =C, ODp"'0O1-p)' ™ (Ep, (25)
"ok ok I -k
_1-yoimdi-p)
Ex, =—K=0 : (26)

E,uT,r
where p and Eu are expressed by the formulas, respectively (4) é&d
provided (24).
Optimization task [5, 7, 8], formulated at the begng of this point can be
clarified as follows:

for car company, which uséof cars to determine a minimum threshold number of
vehicles r, (=1,2,...,1) from the point of view of maximizing of expedteduency
of superposition of states of fitness at leabbm the amongd of the cars and of
maximizing of expected duration this superposiidth the following conditions:
e number of vehicle fleet of the company is knowneapal tol,
e the expected duration of superposition of stateftrdss at least of cars
not less than a specified valae

This optimization task formulated verbally takes tbllowing form formal [1]:

(2.4.R), (27)
where:
= 0 -the set of feasible solutions as:
Q={r: r=1,2,...,I;ElT’r21-} (28)
= @ - vector criterion as:
p=\r.EA, Eni,) (29
= R-the conical relationship dominating: as
R={(y1.v,)OYxY: yisydy2zyi.yizyil). (30)
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4. Solution of optimization problem

The task formulated out in point 3 is a nonlineaidtivobjective optimization
task. The solution of this task will involve the pmintment of a set of non-
dominated solutions (Pareto-optimal) by the retatibdomination (30).

Determination of the set of non-dominated solutiamgthis case may be
difficult due to the non-linear criterion. This nexk it impossible to direct
application of known methods for solving multi-erita optimization task [e.qg.
2,6,10]. Most often, a small cardinality of $ewill be used for a fulbverview of
possible acceptable solutions on the basis of whudh be designated non-
dominated set of solutions, or in the best casatisol dominant. In the event that a
full overview will not be out of the question, ufee methods of representation or
random.

Table 1 shows an examples of compromise solutiBasefo-optimal) for the
case when all the cars of the company have the sapieitation characteristics:
Ea = 20 [unit time], Eb = 2 [unit time].

Table 1.Examples of non-dominated solutions under conatdar optimization task

r Epy, Eig, T
i=10
5 0026424 1504127
6 0.070464 36.60317 8
7 0.120796 1247619
=14
5 0.000336 11908.47
6 0.002015 1653,399
7 0.009213 3093873 10
8 0.032244 7663253
9 0.085985 2471084
10 0.17197 10,11588
=30
15 0.000134 7455.133
16 0.000537 1863.45
17 0.001878 532.0571 20
18 0.005744 173.5571
19 0015317 64.66726
20 0.035471 2746955

As can be seen from the table above, the thregifitdent means of transport
below, which the transport company may lose a sultisi part or all its potential
transport grows disproportionately more slowly thiwe number of means of
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transport in the company at all. This means thegelacompanies with greater
number of means of transport, can more easily @aana reasonable level of
transport potential than smaller companies, argishtonfirmed by the fact, which
indicates the usefulness of considered model.

5. Conclusions

In the case of large companies activities explgitnlarge number of cars
formulas (25) and (26) can be approximated resgaygtby the following:

XZ

* 1 - r2
Eu,, = [Eud——¢e 27, (31)
W v 2mo
X o X
Ei, = e2e’ [e 20°dx , 32
I,r IEE,u ).(‘.r ( )

where
X, =r=10p, a=1/IEpll—pi. (33)

Fig. 3 is a graph showing the course of size desdrformulas (31) and (32)
depending on the threshold valuéor the case when a company u@é8 cars and
they all have similar exploitation characteristi&s = 100 [unit time], Eb = 25
[unit time].

16 0,25

14

12 - [ 02

” ~
s 1 A Y
10 y 5

F i .
rd
rd
rd

Figure 3. The course of size described formulas (31) aniid8pending on the threshold
valuer for the above-described data
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Fig. 3 dashed lines indicate the right border efititerval containing solutions not-
dominated. To the right of this border are domidas®lutions by indicated

previously: they are characterized by worse valaethe EzT,r : EﬂT’r andr in the
sense of accepted relationship of domination (30).
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1. Introduction

National tax administrations around the world parfosimilar functions.
The primary goal of each revenue authority is ttheco all tax revenues due in a
fair and efficient way. There is, however, a sigr@iht asymmetry: the number of
taxpayers in each state, in principle, many timeseeds the number of officials
responsible for verification of the accuracy ofame tax returns of the latter.
This means that tax administration must use metfarddentifying potential high-
risk areas where taxpayers might avoid (or evend&vdaxes. The dynamic
development of Internet technologies leads to 8@t changes in business
models of enterprises. This, in turn, forces tariagstration representatives to
take a fresh look at the effectiveness of anallticals they use with regard to
‘traditional’ business compared to digital economy.

2. Tax administration in the state tax system

Tax system is a system for collecting taxes apbleat a time in a given
country [1]. In legal terms, the structure of tystem must refer to the subject of
tax legislation, that is mainly to business tratisas conducted under specific
political and social conditions. Tax system carodie understood as legal and
organizational forms of taxation in their entirety. fact, tax system rarely is a
compact, unified, and logical whole; it has beewreti®ping gradually because of
formation of new types and forms of taxation on ¢ime hand, and disappearance
or transformation of former taxes on the other R2pm a broader perspective, a
properly designed tax system is a guarantee otoedpr the rights of individual
entities and businesses. It also provides publit sotial infrastructure necessary
for economic development. Tax system consists ofers¢ components,
interrelated and interdependent [3]. It is the sgpeesponsibility of the state tax
administration to ensure their efficiency.

The core task of each tax administration is to Bnpuoper application of tax
law, and its effectiveness depends on many extdactdrs, including economic,
political and social ones. Macroeconomic factordude the type of fiscal policy
model pursued by individual countries (fiscal pplimight be passive or active),
while microeconomic factors include for instance aocess to capital by
companies (difficulties in raising capital may euge businesses to seek tax
savings). Political factors include (i) the civiersice model along with the
resulting procedures for recruitment of staff torkvéin tax administration and
(ii) the degree of de(centralization) of the statininistrative structure along with
the resulting degree of autonomy of local (regiptiak authorities in tax policy.
Finally, the social factors: they include the lew#lthe so-called social capital
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which determines the right relationships between dtate and an individual and
between individuals. It may affect the level of ggiance of government-imposed
taxes and the tendency to voluntary and fully Ftitfe obligation to pay taxes.

Tax administration is defined based on objectivel anbjective criteria.
According to objective criteria, tax administratide an area of the state
administrative actions (at all levels of administra structure) taken under the tax
law. In turn, tax administration in the subjectisense means a part of public
administration apparatus consisting of state aittbsrand institutions appointed to
carry out tasks in the field of tax law [4].

Organizational and functional optimization of tadha@nistration is a prerequisite
for proper and effective performance of its tagegticularly regarding tax and fee
collection. Efficiency of tax authorities has calesiable impact on the performance of
these tasks, and thus the application of tax layractice. The efficiency of tax
administration means the efficiency of its struesyrwhich translates into the
efficiency of action. This term is associated witbth (i) friendly image of tax
administration operating according to transpareatqdures and legal powers, and
(ii) the desired behaviours towards the addressfaasrms of tax law [5].

The core tasks of tax administration are centredrad fiscal, economic and
social objectives. The fiscal objective is to usehnical and human resources to
verify the accuracy of tax returns filed by taxpayander self-assessment system
and enforce tax liabilities if taxpayer fails toypde balance due shown on the tax
return by the due date. Voluntary fulfilment of thability arising in connection
with the occurrence of situations or acts of ldeg@l events') specified in the tax
law is encouraged in most tax systems becauselitseo be the most effective
model to ensure the fulfilment of tax obligationgpiosed on obligors (i.e. a person
or entity who is legally or contractually obligea provide a benefit or payment to
another). It is also the cheapest model from thespeetive of tax system
administration as tax authorities are in fact pdocelly involved after an error is
made by obligor or deliberate understatement of ahmunt of tax liability is
discovered [6]. Thus, human and infrastructure ueses available to tax
authorities of a given state may be involved inam& of strictly fiscal nature:
if — as a result of procedures initiated to vetHg correctness of tax returns filed
by taxpayers under self-assessment system — patengigularities are found, tax
authorities take actions, often resulting in addisl inflows from overdue tax
liabilities. On the other hand, these resources beaysed for preventive purposes:
taxpayers filing their tax return under self-aseesst system are aware that the
correctness of their settlements might be verifisd tax authorities and that
potential arrears will be enforced with the usstate coercive measures.

Full verification of tax returns filed by taxpayeassimpossible, especially if it
is done in the traditional form, meaning that takniistration employee checks
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the accuracy of tax calculations based on tax mefied by taxpayer. For this
reason, the correctness of tax return calculasgrésumed; if, however, taxpayer
applies for tax refunds based on his calculatianhdax return might get a second
look [3].

The economic objective is to reduce the costsdhah government incurs to
collect taxes and enforce tax laws and — in a l@oadnse — to reduce the costs of
running the country. The type of tax administratéord its future actions should be
economically justified. Finally, the social objesiis to satisfy tax administration
stakeholders. As tax administration is a part afesauthorities, state stakeholders,
including internal stakeholders (administrativef$tf@] should also be satisfied.

Effective organizational structure is one of thenditions that tax
administration must meet to achieve these objextivAdopting a linear
(hierarchical) organizational structure seems totle problem of many tax
administrations. Even though the hierarchy guaeméevery resilient management
structure (subordination), it also 'toughens' of@ng, for instance by extending
the channels of communication between organizdtiamits (information is
transferred through all levels of management albieyarchy lines). This is a
reason why demands that organizational structutevofdministration should be
based on a functional model. Under this structdihe organization groups
employees according to a specialized or similaro$ebles or tasks that require
similar skills and knowledge [8]. Therefore, subpadion in such a structure is not
based on the hierarchy of individual units withihetorganization, but on
competencies as employees with shared skills aod/lkdge are grouped together
by function. Properly designed organizational gtritee can improve the
verification process of correctness of tax retuilesl by taxpayers. It might also
help single out those taxpayers who might be agtkatest risk of failing to fulfil
their tax obligations (this function is referreda® tax risk management).

3. Tax risk management as a tool for effective vdication of tax liabilities
fulfilment

Tax authorities directly responsible for collectibgx must face tax risk
understood as illegal actions taken by taxpayerslower tax revenues.
The Treasury is losing billions a year becausexpayers failing to pay taxes due.
Such losses pose tax risk, the identification amshagement of which, as in the
case of entities conducting business activityp iead to tangible benefits, that is to
the achievement of the above-mentioned objectiV@]s ipcluding the fiscal
objective.

Tax risk, from the perspective of tax administratis defined as uncertainty
related to the fulfilment of the fiscal objectiva.practice, this risk is manifested in
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the existence of differences between tax revenaesnaed in the state's annual
budget act and factually earned revenues [9]. Tskis based on several factors.
First of all, as already mentioned, most tax systame based on self-assessment
model (i.e. the model that enables taxpayer tosas#eir own income tax and
capital gains tax liabilities for the year) underrent tax law. It naturally poses a
potential danger that some business entities redjtir calculate and pay taxes will
either not perform this obligation at all or wilbdso in a manner that causes
substantial understatement of the actual level af burdens. Usually, tax
administration has limited human and technical wesgs to respond to this danger.
Therefore, the development and implementation fefcéfe methods of estimating
tax risk by tax administration is the key to mirmmisuch a risk. This in turn makes
it necessary to decide to where (to what areaseoétonomy) the resources should
be allocated, which is burdened with the risk obmg allocation thereof [3].

Actions taken by tax administration aimed at mimimg tax risk are called
tax risk management. The purpose of applying tsl management is to develop
(i) a systematic approach to identification andomtizing significant risks to
increase the efficiency of tax system and (ii) infiaiteted strategies to manage
these risks [3].They may include, for instance: a risk of non-futiént of
obligations by taxpayers, a risk of planned taxudaor a risk of insolvency of
taxpayer as a consequence of actions taken byutdorgies. The activity of tax
administration aimed at managing risk with regarddentification, assessment,
ranking, and treatment of tax compliance riskso(atferred to as Compliance Risk
Management, CRM) seems to be crucial. Voluntarfjifiugnt of tax obligations by
taxpayers includes primarily: registering as a &yqp in connection with business
activities taken, completing tax returns and filthgm at tax authorities in a timely
manner, calculating and paying taxes in a timelyhnmez. Most tax systems are
based on the assumption that taxpayers fulfil tteeirobligations voluntarily and
that their tax returns are filled in correctly [10Jonetheless, tax authorities acting
as institutions responsible for attaining the budgeenue, must be equipped with
instruments to verify the accuracy of tax settletsgimcluding tools for managing
compliance.

The Compliance Risk Management Process is baseflvenconsecutive
steps, which form the Compliance Risk ManagemeitecyThe first two steps
relate to risk identification, analysis of risksdathe behaviour of taxpayers that
cause the risks. The next two relate to treatméartning i.e. making choices —
about (groups of) taxpayers, risks and options faratment — and the
implementation of the treatment. The final steted to measurement, evaluation
and learning.
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Figure 1. Compliance Risk Management Process.
Source European Commission (2010) Compliance risk mamage guide for tax
administrations

Proper management of risks as regards the fulfilroémax obligation allows tax
administration to [10]:

a) treat taxpayers equally,

b) focus the burden of audit to non-compliant taxpayer

c) make best use of the available human, financiatectthical resources,

d) increase the level of voluntary compliance of taqs,

e) adjust available resources to the levels of risks,

f) weigh the possibilities that a compliant taxpayeuld become non-

compliant.

Tax risk management concepts used nowadays byratffecountries are often
based on the assumption that all types of tax lolgsh(unpaid taxes) have the
same importance, regardless of the type of taxpélyercause of error, or the type
of method to be used in order to eliminate or rediax risk [11]. These concepts
differ in terms of identification and classificatioof tax risk. Some of them are
focused on individual taxpayers, while others foousspecific types of errors or
groups of taxpayers noted for high error rate. $hkected concept may focus on
all taxes or on some types thereof.

Compliance Risk Management is a process that stgptiw development and
evaluation of tax strategy adopted by tax authesibut it does not contribute to its
development. Thus, the implementation of risk managnt procedures must be
preceded by development of such a strategy. lim#&n purpose is to ensure
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voluntary fulfilment of tax obligations by taxpagerit should be based on the
following assumptions [10]:
a) identifying and correcting historical errors ar¢ aqually important,
b) taxpayer is honest as long as nothing else is prove
c) there is no need to use extreme measures agamsirafew taxpayers in
order to influence behaviour of others,
d) itis better to detect small errors early rathantko detect big errors late,
e) the strategy must be developed in a way that shosepect and
understanding for the taxpayer situation.

The CRM approach is aimed at modifying taxpayershaviour regarding
fulfilment of tax obligations with the use of immed strategiesThe principles of
market segmentation are used to divide taxpayé&vssmaller groups which can be
easier managed and verified on the basis of sharadacteristics and potential
risks. Then risks regarding the fulfilment of takligations are identified and
priorities are determined from corporate perspectibhe purpose of these actions
is to provide solutions to the kgyoblems with fulfilling tax obligations. These
are the problems that often contribute to the weabf tax loophole [12].
Currently used tax risk management models faceadlertye of shifting many
elements of business models to virtual space, &dlyeto the Internet.

4. The impact of digital economy development on tasisk management

The last decades have brought dynamic increadeeimiportance and scope
of business done with the use péw technologies. It refers especially to
information technology, telecommunications, consumelectronics and
entertainment (digital economy is sometimes calledInternet economy, or web
economy). These components are used to build mduesimess models based on
information which has not only given a whole newamiag to today's economy
but has also made this process more dynamic [U8. ffading in products or
services using computer networks is referred te-aemmerce. According to the
OECD, e-commerce means (i) all forms of transasticompleted solely through
electronic measures by both individual and ingohal entities, or (i) business
(the buying and selling of goods and servicesherttansmitting of funds or data)
conducted over an electronic network, typically timernet and the related
infrastructure (telephones, bar code readers,har @lectronic appliances) [14].

The Internet, a global system of interconnected pder networks, is
characterised in particular by: bidirectional imigtion (the user is both the sender
and the recipient), multimedia (the ability to tsfar signals in different forms,
from text, to speech, picture, motion picture, andio-visual presentations), wide
availability (mainly because it is available on ieas media platforms:
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telecommunications, television etc.), time flextlgil(communication is available
both in real and virtual time), and selectivitygtability to get specific message to
people who express interest and have distinctiatufes) [13].

These processes create favourable condition foertergence of new risks of
non-fulfilment (partial fulfilment) of tax obligaths by taxpayers, which tax
administrations of most countries in the world mizste. Risk factors associated
with the digital economy development include [15]:

1) physical location of some sources of income, wielps identify the right
tax jurisdiction, is unavailable,

2) traditional forms of control, such as physical cohbf the flow of goods
(people) across borders, do not apply to online 6 goods (services),

3) websites can be administered remotely and be fremyed to other
countries, and thus to other tax systems, suchaashavens where
particular taxes are levied at a low rate or natllat

4) development of new business models, which are baseatangible assets
made available through the Internet,

5) difficulty in identifying entities providing theiservices online,

6) development of payment systems which operate autbiel existing bank
systems.

One of the main objectives of CRM is to minimize tisk of tax avoidance or tax
evasion by entities required to pay taxes undertdkdaw. Tax avoidance is the
process whereby taxpayers apply all exemptionsdmatlictions provided by tax
laws to avoid or reduce the amount of income tardly means that are within
the law or lack thereof [16]. Tax evasion is aeghl practice where taxpayers
avoid paying their true tax liability. It may lead criminal charges as individuals
who intentionally fail to pay proper taxes violagenerally applicable provisions
of law.

International business transactions and progresdiberalization of
international trade entail particular risk of taxoalance or evasion: taxpayers
providing their services in cross-border trade rigant to avoid or evade taxes by
'shifting' their income to countries that offer d@n individuals and businesses a
minimal tax liability with the use of transfer pirig.

The digital economy seems to ‘favour' the spreasuch phenomena as tax
avoidance and tax evasion: on the one hand, it daete favourable conditions
for conducting business activity in a more anonymeway than in traditional
economy, while on the other it helps create atdfistructures for tax purposes in
order to avoid taxation, especially at internatidegel.

The Internet economy is characterized by decreamipgrtance of territorial
factor in relation to business models developed émerprises. Business
transactions are often conducted virtually, theeefomaterial components
(technical resources, human factor) can be phygi¢ai away from the place
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where intangible resources available through thertet are used (the digital
economy has weakened the link between economiwitsgctind the specific
location). This in turn may cause some difficultias the cross-border e-commerce
expands, it may turn out that both the place ofdege for tax purposes and
source of income become more difficult to be reabbndetermined. It may also
lead to a situation where cross-border income is taged in any country
(unintentionally), thereby causing an additionaluetion in tax revenues.

Tax authorities face the challenge of how to usdst@o analyse the risk
associated with the digital economy. This new apgphois referred to as e-tax
administration, under which tax authorities shaalke advantage of opportunities
arising from the development of new technologieqi)oaccelerate the process of
filing tax returns, (i) increase the degree of q@bexity of tax proceedings,
(iif) extend the scope of the data about taxpay@¥,make analyses faster, (v)
provide taxpayers with tax information and finallyi) lower the costs of tax
administration operations [17].

According to the OECD, actions that tax adminigtratshould take in order
to adapt to the challenges of the digital econamajuide:

a) maintaining their ability to secure access toaldé and verifiable
information in order to identify taxpayers and abtahe information
necessary to administer their tax system,

b) adopting conventional identification practices fousiness engaged in
electronic commerce,

c) developing internationally compatible informatioequirements, such as
acceptance of electronic records, format of regoadsess to third-party
information and other access arrangements anddseoioretention and tax
collection arrangements,

d) developing Internet web sites where informatiorghsas tax legislation,
rulings, case law, revenue statistics and forms lmrviewed and down
loaded.

Adaptability of tax administration to virtual reiglishould include two main areas.
The first one is the use of electronic tools in esrdo reduce the existing
technological asymmetry between e-business modelstax risk management
models applied by tax administration, which oftele @esigned to reduce the
dangers coming from traditional business activiti€ee use of Big Data for

estimating tax risk of e-commerce transactions aetbcting entities to be

inspected should be particularly important. Thes'3wviodel is used for describing
Big Data: volume (large amounts of data to be pssed), velocity (high

variability and dynamics of processed data, inipaldr those processed in near
real-time), and variety (great variety of data,exsally unstructured data) [18]. The
use of Big Data seems necessary to analyse vastrasnof data available on the
Internet. Traces left in IT systems by individualio conduct business activity
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using such systems, traces left by technologicaicde operating automatically,
and also private databases, represent a hugetamlled information [19] which —
if properly filtered — may constitute an effectito®l for managing tax risk.

The second area of operations involves changingullies on the exchange of
information between tax authorities on an intewral scale. This means the need
for intensive cross-border cooperation betweenadministrations of individual
countries to effectively prevent tax avoidance tmdevasion of entities providing
their services online. Rapid exchange of tax infation is a necessary tool to
verify the declared basis for taxation in the cakeross-border income, which in
turn contributes to the enforcement of domestic lew. This is an effective
measure to preserve the sovereignty of states' bases and to ensure
proper exercise of powers to tax income assumedtétes under international
agreements [20].

Apart from actions to be taken by tax administmatit seems necessary to
adjust the tax law to technological challenges.sTtwncerns in particular the
provisions of international tax law which apply demarcation of tax jurisdiction
between states. Today's regulations are based eopatadigm of territoriality,
according to which the state has the right to tagain income derived from
sources within its boundaries (source principletaofation) or the income of an
entity is taxed according to the laws of the judsdn where it is resident
(residence principle of taxation). The paradigmtefitoriality loses its impact
when it comes to transactions carried out in virtreality (meaning that no
material good is the object or effect of such temtiens). This is a reason why
such legal concepts as 'virtual permanent estadiati emerge. Such a fixed place
of business would allow tax authorities to allocabeng rights on business profits
derived by foreign enterprises in respect of onlyual (not physical) presence
(activeness) associated with business activity gotedl on the Internet.

5. Conclusion

The digital economy development changes traditidnediness models that
companies used to adopt as it facilitates condgctibusiness activity
internationally, using the Internet. The state a&aministration is responsible for
ensuring that all taxpayers pay their fair shartagés. This goal can be effectively
achieved when tax avoidance and tax evasion aremed. These two practices
are particularly common in the case of cross-botdate where two (or more) tax
jurisdictions meet. This makes it necessary foraathorities to change traditional
models of tax risk management for new ones, baseth® use (and analysis) of
large amounts of data available on the Internet eladtronic tools for effective
cooperation between tax authorities of the coumtaiound the world. However,
adapting approaches and methods used by tax athaiimss to specific nature of
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business activity conducted via computer netwoegksot be considered sufficient
action. It is also necessary to verify many of ‘theditional’ institutions of tax law
in terms of their adequacy in transactions carged in the digital economy.
Special attention should be paid to internatioaal rules used by network-based
businesses operating across borders to avoid lag.pfoblem is indeed subject to
assessment as part of the OECD project callase Erosion and Profit Shifting
(Action 1 — Addressing the Tax Challenges of trgit&liEconomy, but analysis of
recommendations presented therein leads to thdusime that it does not cover
fundamental changes to international tax ruleshendontext of challenges of the
digital era, which seem necessary to ensure fileton an international scale.

REFERENCES

[1] Ofiarski Z. (2008)Prawo podatkowelexisNexis, Warszawa, Poland.
[2] Gomutowicz A. (2013Podatki i prawo podatkowe exisNexis, Warszawa, Poland

[3] D’Ascenzo M. (2015)Global Trends in Tax AdministrationJournal of Tax
Administration. 1/ 2015, 81-110.

[4] Masternak M. (2009)Administracja podatkowa Brzezihski B. (ed.), Prawo
podatkowe. Teoria, Instytucje, Funkcjonowanie, fioiRoland.

[5] Teszner K. (2012Mhdministracja podatkowa kontrola skarbowa w Polsce, LEX,
Warszawa, Poland.

[6] OECD Centre for Tax Policy and Administrati(2001)Principles of Good Tax
Administration— Practice Note
https://www.oecd.org/tax/administration/1907918.pdf

[71 Ministerstwo Finanséw (201Koncepcja Transformacji Polskiej Administraciji
Podatkowej- Raport podsumowuggy. Wersja: 3.0,
http://static.presspublica.pl/red/rp/doc/prawo/11Dekoncepcja_transformaciji_polski
ej_ap_.doc

[8] Kidd M. (2010) Revenue Administration: Functionally Organized Tax
Administration International Monetary Fund, Technical Guidanade\

[9] Klonowska A. (2019 Ryzyko podatkowe a realizacja celow polityki diskj
paristwa11/2016,https://www.obserwatorfinansowy.pl/formégtor/ryzyko-
podatkowe-a-realizacja-celow-polityki-fiskalnej-fstwva.

[10] European Commission (2010Compliance risk management guide for tax
administrations FPG32/GRPA4.

[11] Klonowska A. (2012)Znaczenie koncepcji zadzania ryzykiem dla administracji
podatkowejPolskie Towarzystwo Ekonomiczne, Zeszyty Naukol#&#2012, 89-97.

[12] Toro J., Jensen A., Thackray M., Kidd M., Russell(B015)Polska Administracja
Podatkowa - Wyzwania Modernizacyjne i Priorytetyat®giczne International
Monetary Fund

36



[13]
[14]
[15]

[16]

[17]

[18]

[19]

[20]

Szulc R., Kobylaski A. (2014)E-biznes Olsztyn, Poland.
Wawszczyk A. (2003E-gospodarkaWarszawa, Poland.

OECD Centre for Tax Policy and Administratio2004) Compliance Risk
Management Progress with the Development of Interr@tarch. Tools for Tax
Administration.

Zbigniew Wardak (2014Karnoskarbowa i kryminologiczna problematyka oszast
podatkowegpUniwersytet . 6dzki, £6d, Poland.

Sobochski J. (2014) Uwarunkowania rozwoju ustug e-administracji podatiej w

aspekcie zapewnienia podatkowych dochodéw zédud paistwg Uniwersytet

Szczeadiski, Zeszyty Naukowe, Problemy Zadzania, Finanséw i Marketingu
33/2014, 37-50.

Wieczorkowski J. (2014)Wykorzystanie koncepcji big data w administraciji
publicznej Szkota Gtéwna Handlowa, Roczniki Kolegium Anakkonomicznych,
33/2014, 567-579.

Maciejewski M. (2015)Skuteczn@ i efektywngé kontroli administracjj 5/2015,
Kontrola i Audyt, 27-38.

Jamray M. (2016)Opodatkowanie dochodéw transgranicznydlarszawa, Poland.

37



INFORMATION
SYSTEMS IN
MANAGEMENT Information Systems in Management (2017) Vol. ) 88-49

LOGISTICS SOLUTIONS FOR E-COMMERCE:
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The paper aims to present logistics solutions ifaftds e-commerce market
using the example of the rapidly growing InPost $¥oup. The group’s
development strategy focuses on the e-commerce emankd the expansion of
services including innovative solutions. The subjéerature, and documents and
information provided by the research subject, tifeolst SA, are the sources used in
this study. The paper presents the specificitiethefe-commerce sector, especially
courier services, express and parcel deliveriexeRers of shipments in the
e-commerce market are a demanding group of customéio continually pressure
the courier market operators to expand their raofjeservices. The study also
identifies drivers of competitive advantage in tenging logistics services sector
associated with e-commerce.

Keywords: E-commerce; B2C e-commerce market; lagisservices; courier,
express and parcel sector; InPost; Parcel Lockecemmerce Registered Mail

1. Introduction

This paper presents logistics solutions of entibegrating in e-commerce
market, such as Parcel Locker deliveries, cougdiveries and InPost E-commerce
Registered Mail based on services provided by InBésCapital Group (Group).
Based on Group’s financial reports from 2013 — 20ditanges in its revenue
structure have been analyzed, that are mostly ékeltrof the evolution of the
Group’s strategy. Since 2015 the Group has beedoprmantly focusing on



servicing the e-commerce market, which involvesergng, transporting and
distributing deliveries based on network of the @xr'es departments, Customer
Service Offices and network of Parcel Lockers.

Furthermore, in order to analyze the Group’s bussiremvironment, the author
has presented specificity of e-commerce industrusiness to Customer (B2C)
market (below also named as e-commerce markefde-tmarket, internet trade
market) and related logistics services sector glead TSL — Transport, Shipping,
Logistics), focusing principally on courier, expseand parcel sector (CEP). It is
underlined, that the intensive growth of e-commexcd consequently CEP sector
has resulted in increased competition. The drigéiompetitive advantage on the
dynamically changing market of logistics servicelated to e-commerce have been
indicated with innovation being one of the mostabfactors.

2. Research purpose, scope, methodology

The purpose of this paper is to present the spdgifof the e-commerce
market and CEP sector in Poland and to recognigestics solutions for the
e-commerce market in B2C sector on the exampleyoémhically growing InPost
SA Capital Group.

The research covers the e-commerce market betw@ed2020, the CEP
sector between 2011-2018 and the Group between 201G

Based on the case study, innovative logistic smhgtifor the e-commerce
market and changes in revenue structure of thecbhbjere analyzed. Research
topics related to the object, the e-commerce mathketCEP sector and the logistic
concept has been discussed and implemented basecbrdant analysis of
secondary sources.

3. Information regarding the e-commerce in B2C sect and the CEP industry

Continuous technological advancement and improacgess to the Internet
result in a steady increase in its user numberg0lb6 there were 25.8 m Polish
internet users, representing 76,6% of the populdfip Web users are at the same
time potential customers of e-commerce market i6.B2

According to an estimat@éarometr e-commerce 201&jt the end of 2016 the
e-trade industry in Poland was valued at PLN 35.8rbore than double the 2010
figure), whereas in 2020 it will exceed PLN 63 Bh [The growth of e-commerce
industry is also forecast in estimations relatecetail sector, in which the share of
products sold on the Internet will double, reachid§% by 2020 [2].
The development of the Polish e-commerce markdgrims of value, is shown in
Figure 1.
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Figure 1. Poland e-commerce market volume from 2010 to Z82M bn)
Source own preparation on the basis of [2]

The sale of products on the B2C e-commerce makketoccur via different
organizational forms, among others internet stdrewtioning as independent
entities not related to conventional retail chasnehternet stores set up by
conventional distributors with the purpose of dsiication of sale channels,
advertising websites, group buying, m-commercejasammmerce and auction
websites. Online auctions are a particularly imgairtpart of the Polish e-trade
market, accounting for around 65% of its turnov@r [nternet stores, with their
growing numbers and a more attractive and divei6ffer, control a large share
of internet shopping. In 2016, over 23,500 interatdres are expected to be
operating in Poland [2], a 2.5-fold growth in teda to 2010, whereas by 2020 the
figure will settle at a level exceeding 30,000 [4].

Among 25.8 m internet users, a growing proportisesuthis medium to shop.
Results presented lB-commerce w Polsce 2016. Gemius dla e-Commerakédol
report show, that 48% of internet users (a 5% gnawtrelation to 2015 [2]) have
used e-trade services at least once in theirtietiinternet users participating in
the research see numerous benefits of this forgmapping, the most important of
which are: convenience, time- and cost-saving adsal laigger choice of products
in comparison with traditional brick and mortarrste The main factors indicated
by the interviewed consumers as having potentiahdoice them to shop online
more often are related to costs, that are borrtadypuyers [1].

The presented forecast figures unanimously indicaetinued, intensive
growth of the segment, and consequently steadgaser of number of transactions
made with use of the Internet. This means morevatine logistics solutions are
needed to meet constantly increasing demands a$teioers.

In management theory, Logistics, as an interdis@py science, is perceived
as the ability of combining all of the organizatietements in an efficient and
reliable functioning whole. In addition to minimig operating costs, it emphasizes
maximizing cost-effectiveness and optimization bflaws. Due to the specificity
of the logistic concept, it is often treated as anagement category, and in this
way its management aspects and ability to applyditéerent levels of the
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organization are emphasized. Sometimes, it is asem concept which primarily
concerns the problems in the operational areahdh ¢ase, it shows such an area
associated with the processes and informationectlat the movement of physical
goods. This is usually reflected in taking caret tine right product of the right
quality and quantity is delivered to the right @aat the right and the right level of
cost. Moreover, Logistics can also be identified aasoncept connected with
strategic solutions [5]. In the world, there arenpanies which have built strategic
competitive advantages around unique logisticstisis.

Logistics is a key area of every business. In @anoérincreasing competition
in the e-commerce market, it can be a decisiveofaittr the success of entities
selling online. Nowadays, attractiveness of thedpob and the quality of its
promotion, are not enough guarantee success. ghetiine, price and the quality
of product delivery to the final consumer, are alstical [6].

Consequently, e-trade development translates irdwigg logistics services
industry and primarily its biggest and the most petitive sector - courier, express
and parcel deliveries [7]. According to advisomnfiPwC Perspektywy wzrostu
rynku KEP w Polsce do 2018 r$EP sector was worth PLN 5.1 bn in 2016 with
355 m parcels sent and delivered. It represen#% drowth in relation to 2015
and a two-digit growth rate is expected to persiger following years. It is
estimated, that in 2016 around 35% of revenuesamodnd 46% of the market
volume depended on B2C sector of e-commerce. Tfiggees are expected to
grow steadily. According to experts’ estimationy, 2018 this industry will be
valued at PLN 6.4 bn with around 440 m parcelsvdedid [8]. The development of
the Polish CEP is shown in Figure 2.
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Figure 2. Poland CEP sector development from 2011 to 2018
Source own preparation on the basis of [8]

With intensive growth comes an increasingly stdfnpetition. Currently, in
Polish CEP industry there are around 200 foreidities varying in size, scope and
geographical range of services [9].Branza przesytek kurierskich, ekspresowych i
paczkowych. Wptyw na poldskospodark report specific factors were presented,
that are necessary for acquiring and retaining rapetitive position in the CEP
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sector, including elasticity (considered as thelitgbio adapt to surrounding
changes), potential in terms of modification, widenand improvement of the set
of offered services (adaption of solutions to costs’ needs), cost reduction and
rationalization as well as the ability to implememinovative solutions
(e.g. technological). The report states that intiegasolutions and equipping
customers with convenient ways of collecting dele® are as important as success
factors in the CEP sector as timeliness and rdéitiabif deliveries [10].

The recipients of e-commerce deliveries constitugecific, conscious and
especially demanding group of customers, whichnsifees competition and leads
logistics companies to invest in modern and inngeasolutions and services.
These innovations relate to the many areas of tiganization, including the
implementation of new services, the use of latesriologies and the creation of
new business models.

Innovative services in logistics, including a foars e-commerce market, are
in line with trends observed in the other servioenpanies. For example simpler
product returns, demand forecasting, automatecaldsy, additional services
(e.g. the installation of electronics / domestiectiical appliances during delivery)
or a greater flexibility of services as a standag. to allow a change of date and
time of delivery in real time). Technological inragions include issues associated
with delivering and receiving packages (e.g. the afsdrones, particularly in areas
difficult to access), automation of warehouse psees (e.g. computer modelling
of processes and the use of robots) and furtherloement of existing
technologies (e.g. replacing traditional scanneith wnobile devices or using
electric courier vehicles). Innovations in the acdebusiness models include the
increasing popularity of shared services (delivasrvice performed by the
customers), the expansion of public network of iserpoints for B2C (self-service
machines used for delivery and receipt of shipmeatsl the implementation of
logistics services to the standard operations ofelamultinational companies
(international trade companies building their owpgy chains) [11].

4. Activities of InPost SA Capital Group directed & e-commerce

One of the most innovative and dynamically develgpéntities operating in
e-commerce industry offering logistic support @nsactions made on the Internet
is InPost SA Capital Group. The company specialireslelivery services for
corporate and individual clients. Since 2015 theuprhas been focusing mostly
on e-commerce services. InPost implements cuttilgg-solutions for personalized
customer services and IT [12].

Table 1 presents changes in InPost’s sales revanueture resulting changes
in the Group’s activity profile. This informatiors ibased on InPost's mid-year
shortened consolidated financial reports. Datah@& Table include the period
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between 2013 and 2016. Financial results of theuin preceding years are not
in the public domain (in 2015 the Group becameetison the Warsaw Stock
Exchange, therefore it has been obliged to pulfligncial reports since then).
In InPost’'s revenues structure following customeougs have been specified:
public administration, big enterprises, collectiagencies, small and medium
enterprises, e-commerce and other distribution reélan

In 2013 big enterprises (56%) accounted for thgdmt) share of the Group’s
revenue structure. In the following year the revestiucture changed significantly
with public administration having the greatest sh@5%). Such a shift was the
result of a deal, according to which since Janugr014, InPost SA Capital
Group has been receiving, distributing and deligrimail and returning
undelivered mail for Polish courts. The revenuesmir sales to public
administration continued to be the biggest soufdaamme until the end of 2015
(41%). The situation changed in the first half 68, when the share of customers
from this group dropped significantly to 19%. Tkias caused by the termination
of the deal for providing deliveries for courts Babruary 29, 2016. Since 2015
there has been major increase of e-commerce shasganues from sales.

Table 1.Revenues from sales in different groups of custsrime2013 — 2016 (min PLN)

Pub. Big Coll. S&M
Others
adm. enter. | agenc. | enter. | E-commerce | ., .x Total
* ** *k*k *kkk
2013 6,18 103,64 10,01 37,94 21,38 6,00 185,15

Share intotal| 3,34%| 55,98%  5,40% 20,49 11,55% 3,24% | 100,00%

1H2014 99,47 55,23 4,51 16,90 10,37 26,00 212,48

Share in total| 46,81% 2599%  2,12% 7,96 4,88% 12,24%| 100,00%

2014 198,55 | 104,84 10,25 56,99 30,96 41,79 443,38
Share in total| 44,78% 23,65%  2,31% 12,85 6,98% 9,43% | 100,00%
1H2015 120,53 52,34 7,80 46,81 30,48 11,85 269,81

Share in total| 44,67% 19,40%  2,89% 17,3 11,30% 4,39% | 100,00%

2015 231,93 90,94 16,87 105,28 113,85 14,51 573,38

Share in total| 40,45% 15,86%  2,94% 18,3¢  19,86% 2,53% | 100,00%

1H2016 45,24 31,32 7,99 28,5 124,86 - 237,91

Share intotal| 19,01% 13,16%  3,36% 11,94 52,49% - 100,00%

* Public administration, ** Big enterprises, *** (lection agencies, **** Small and medium enterpsse
*exx Other distribution channels

Source own preparation on the basis of [13]
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The e-commerce category, as specified in the rgpancludes services
provided for units operating in internet sales @ecsuch as internet stores and
auction websites. In 2013 revenues in this categocjuded mostly logistic
support of the Parcel Lockers network. After a deith Allegro Group in 2014,
the category also includes income from deliveriesegated by Allegro users.
In relation to the widening of range of servicesyied by the Group by courier
deliveries and InPost E-Commerce Registered Mhi§ position also includes
revenues from these categories from 2015 [12].

Marketing actions, new contracts, success in theieodeliveries sector, the
addition E-Commerce Registered Mail to the rangesarvices and a surge in
customer interest in Parcel Lockers packages ttmwslinto high volume of
deliveries provided by the Group. From January 2@iéMay 2016 the Group
shipped 16 m deliveries for e-commerce. Among thstamers, the most preferred
way of delivery was InPost Parcel Lockers. In timalgzed period this form of
delivery gained 78.6% in relation to the same pkemoprevious year. Increase of
the courier deliveries’ volume was equal to 70.6%relation to period January
2015 — May 2015. For the third most important sarvprovided by InPost and
dedicated for e-commerce, which is E-Commerce Remgid Mail, growth
dynamics in analyzed period was 317.5% year-to-y&4). The high volume of
deliveries provided by InPost in the internet tradetor was a reason why in the
first half of 2016 e-commerce accounted for 53%rall revenues of the Group
[13]. What is stressed by the Group’s CEO, Selbagtiaiof, InPost offer will be
expanded and the Group’s strategy will continuéotms mostly on e-commerce —
“We are still expanding our offer and focus on fihv@mising e-commerce sector.
In our opinion this sector currently has the bigggsowth perspective on Polish
market and as such is a potential source of inargathe company’s sale value in
the upcoming quarters[21].

5. Services offered by InPost SA Capital Group dedated to e-commerce

In the Group’s offer directed mostly at e-commentarket participants, the
following services can be specified: Parcel Lockemurier services bundle and
E-Commerce Registered Mail. Above-mentioned sesvitave been described in
the subsections below.

5.1. InPost Parcel Lockers

This service was introduced in 2009. The idea ixreate a solution that
allows the entities in the e-trade and mail-ordde sectors to independently send
and pick-up at a convenient time and place. A pdomker is a system of mail
lockers (in varying sizes), where one can sen@geive parcels 24/7 [10] . Thanks
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to this solution logistics costs can be decreabeolgh bulk delivery to a given
Parcel Locker instead of every recipient individpfl5]. At the moment of parcel
delivery to a Parcel Locker indicated by recipightsy are informed about this fact
by a text message, which contains a code allowiagtto open the corresponding
locker in the device. This service has the benefitsboth mail services
(e.g. numerous pick-up locations) and courier sessi(e.g. quick delivery at a
relatively low cost) [16]. Parcel Lockers are laghmainly in shopping centres, at
petrol stations and 24/7 car parks. At the momérie service implementaton on
the Polish market the devices were planned to batéol in the 20 largest Polish
cities. Nevertheless, the demand for the servicessdarge, that its range has been
expanded to a larger number of cities. A thousandewv devices are planned in
2016, which will result in their number increasiiog2600 [14].

The innovative idea of Parcel Lockers is based dwamlced logistics
solutions, cutting-edge information, communicatéond automation techonologies
and is precisely adapted to customers’ needs. yidtera is based on the following
key assumptions: a developed distribution netwartk a fully automated process,
which allows for a significant service cost redantiand hence competitive rates
for customers. In principle, the system was suppdsde simple and convenient,
making the final phase of internet purchases eaSiestomers expect quick and
reliable deliveries at a convenient time — in threréng, night, often within a few
hours from order placement, which is allowed by $igetem of Parcel Lockers.
Therefore Parcel Lockers is a customer-orientedeptolt is a new, as yet
unknown way of satisfying identified human needsemmns of deliveries reception.
This pioneering solution is an innovation desigraedi implemented following
research, targeted at finding technologies to oeplthe traditional ways of
conducting mail and courier services [10].

Innovative nature of Parcel Lockers has been redemumerous awards,
including E-commerce Paris 2015 (Logistics categoBngage Awards 2015
(Socially Devoted category) or Ekomersy 2014 (tlwodsecutive distinction in the
“Product/services supporting international expamsibe-shops” category) [17].

5.2. Courier services

Courier services offered by InPost SA Capital Greuce 2015 have been
targeted at individual and corporate clients. Garugervices in connection with
Parcel Lockers and a vast network of over 8,30Q pfices is the only offer in
Poland providing a complex and complementary raofelogistic services
domestically and abroad. The new solution helpgzhied the cooperation with the
biggest Polish e-trade platform Allegro and mankeotsignificant e-commerce
entities.

Courier services offered by InPost cover parcelvdgks to anywhere in
Poland. All of the options in the domestic servce realized to a recipient’s door
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or one of the InPost Parcel Lockers [12]. Courierviees introduced in 2015
immediately proved to be successful. During thst fir months of operation 3.2 m
deliveries were performed. It's worth noting that the past similar courier
operators attained such results after 7-8 yeaopefation. Such a result confirms,
that in the Polish e-commerce market there was ddrfar an integrated solution
allowing customers to order all services at onecqlarhis fact significantly
simplifies operations on the e-trade market, mogilough ‘Manager Paczek’
software, that is used for sending parcels, inmgi@and handling returns. Thanks
to Manager Paczekhe sender chooses one of delivery options: dwmaicbr,
which is pick-up of delivery at the sender’s antivdeing it do recipient’s door, or
collection from a specified place and delivering rexipient’s door, e.g. from
InPost Customer Service Offices [14].

Additionally, in 2016 a dynamic forwarding servisas introduced. It enables
free of charge modification of delivery pickup pdaevhich, depending on client’s
preferences, can either be an indicated Parceldramka Customer Service Office.
This service is in line with the strategy of mufamnel supplies and their
optimization, what is one of the key objectivedrd?ost. According to the Group’s
data (published on InPost website) a quarter ofiepuleliveries is redirected to
Parcel Lockers or Customer Service Offices, whishficms the demand for such
services [18].

5.3. InPost E-commerce Registered Mail

In 2015 apart from introduction of courier servicésPost added another
solution to its offer of e-commerce services — stFe-commerce Registered Mail.
This offer gurantees customers performing onlinegclpases quick ‘to-door’
delivery within three working days. E-commerce Régjied Mail is an alternative
to courier deliveries in the case of small sizeslopped products (up to 1 kg, e.g.
jewellery, CDs, beauty products, games or booka)@mpetitive price (PLN 4.99
net). The low price and high quality attract custesnlooking for good value for
their money, who do not want to overpay for a logiservice, especially when the
value of the goods is low. The service include$vdey notifications for customers
and return to sender free-of-charge if the pareaidt collected by the recipient.
E-commerce Registered Mail allows for monitoringloé delivery at each phase of
the process — by the sender in ‘Manager Paczekivaté and by the recipient on
the website [19]. This solution can surely be fowittactive by entities in the
e-commerce industry. This service is cheap, comverand safe for both e-sellers
and e-customers.

InPost E-commerce Registered Mail was implementes$ponse to current
internet trade market needs. Shipping cost minitimrais the service's key
advantage for consumers shopping in e-stores. Emeiw@ report shows that lower
shipping costs would entice 69% of consumers to bolfne more often [1].
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Forrester Research (FR) also confirms this claimcolding to FR, excessive
shipping costs are the most common reason why awersurefrain from shopping
online [19].

6. Conclusion

Booming e-commerce directly translates to a growlogistics services’
sector, particularly courier, express and parcéleley industry. E-trade delivery
recipients are a conscious, and exceptionally ddingrgroup of customers, which
intensifies competition in the CEP market. The wsial of drivers of
competitiveness in logistics services has found thaovative solutions and
equipping customers with convenient ways of caihectieliveries are becoming as
important as success factors as timeliness arabilily of deliveries.

One of the most innovative and dynamically develgpentities operating in
e-commerce industry offering logistic support @nsactions made on the Internet
is InPost SA Capital Group. The company specialiresielivery services for
corporate and individual clients. InPost as theraijpe who revolutionized Polish
e-commerce industry, systematically realizes natsgy in terms of internet trade
solutions. Based on in-depth consumer preferencedyses and as part of
optimization process of solutions dedicated to mwoerce, the Group takes actions
to increase the functionality and quality of itsvéees.

To 2013 the Group’s offer related to e-commerce mised mostly the
logistic support of Parcel Lockers network. In thésequent year, in relation to
establishing cooperation with Allegro Group, InPespanded its offer by services
dedicated for Allegro clients. In 2015, the rangiservices provided by the Group
was expanded by introducing courier services aRedh E-Commerce Registered
Mail. These new services in relation to Parcel lsvskand broad network of post
offices constitute the only offer providing a coewland complementary scope of
logistic services in Poland.

The success of solutions offered by InPost SA Groupe-customers, is
mainly reflected in increase in the volume of shams serviced by InPost, but also
in consumer research. Research carried out in 20ithin the Polish-Norwegian
Project GRASS, the contractor — Maritime University Szczecin) concerning
InPost customers’ opinions about the Parcel Lockersices showed that 75% of
users rated it “much better” or “better” than ttamhal courier services. At the
same time, 89% of respondents were prepared tonreead the terminals to their
friends. Among the proposed factors driving theiohmf this form of delivery,
75% of respondents cite the ability to receive st@pt 24/7 as a reason. Over 70%
of respondents considered that the service is ctitiwpéy priced. Approximately
59% of respondents indicated that their decisiomge the Parcel Lockers was
driven by a convenient location of the terminalg][2
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The InPost SA Capital Group management emphasizas dne of its
priorities is the systematic tracking of the neefienline customers and creating a
product mix that reflects those needs. According the current Group’s
development strategy, its activity will be focusdund the e-commerce sector in
the near term. The logistical servicing of Parcetkers, courier services and the
delivery of registered letters for online customailébe the main source of growth
and diversification of sales in the years to coarg the pace of development in
this sector will have a direct impact on the finahcesults of the Group [12].
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1. Introduction

The Payment Services Directive [1] (PSD, 2007/64/8Can EU Directive,
administered by the European Commission (Direato@éneral Internal Market)
to regulate payment services and payment serviowidaers throughout the
European Union (EU) and European Economic Area (EEFe Directive's
purpose was to increase pan-European competitiah participation in the
payments industry also from non-banks, and to pl@¥or a level playing field by
harmonizing consumer protection and the rights abdgations for payment
providers and users [2].

On October 8, 2015, the European Parliament adopibed European
Commission proposal to create safer and more inivevduropean payments
(PSD2). The new rules aim to better protect conssimahen they pay online,



promote the development and use of innovative erdind mobile payments, and
make cross-border European payment services $fer [

Commissioner Jonathan Hill, responsible for Finah&tability, Financial
Services and Capital Markets Union, said, "Thisslegion is a step towards a
digital single market; it will benefit consumersdamusinesses, and help the
economy grow." [3].

On November 16, 2015, the Council of the Europeaiot) passed PSD?2.
Member states will have two years to incorporate dhvective into their national
laws and regulations [4].

Changes and major impacts due to PSD Il bringsheo Third Party Providers
(TPPs)non-discriminatory treatment and guaranteed teahmiccess to the banking
payment systemsSince the PSD was adopted in 2007, new services éraerged
in the area of internet payments, where so calied party providers (TPPs) offer
specific payment solutions or services to customems example, there are to
services which collect and consolidate informatorthe different bank accounts of
a consumer in a single place ("account informasiervices - AIS"). These services
will typically allow consumers to have a globalwien their financial situation and
to analyse their spending patterns, expenses, cillaneeds in a user-friendly
manner. Other third party providers facilitate the&e of online banking to make
internet payments (so-called "payment initiatiomviees — PIS"). They help to
initiate a payment from the user account to thechmrt account by creating a
software “bridge” between these accounts, fillire information necessary for a
transfer (amount of the transaction, account numberssage) and inform the
merchant once the transaction has been initiated.

Until now, entering the market of payments was daraged for TPPs, as many
barriers were preventing them from offering thalusons on a large scale and in
different Member States. With these barriers rempwgore competition is expected
with new players entering new markets and offedhgaper solutions for payments
to more and more consumers throughout Europe [5].

2. Current state of knowlage - payment systems, Titd Party Providers

From technical point of view in electronic paymeystems based on the
online banking, data access and processing is awthiegs possible, thanks to the
‘screen scraping’ method, which allows in the poegiy configured way to look in
on the account information and thereafter autoraliyicead and download data as
current balance, transactions, crediting and desiory. Via the API interface and
the universal tag language intended to represeaidusgdata in structuralized way
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(xml) these data may be exported and be of uszaning rate or other linked
services, with the consumer acceptance.

For the analysis of the above information may beusd the sophisticated
algorithms aggregating data and giving it specifieatit.

The example of practical business use of the adcmformation service
‘AlS’ is the Zaplo company (www.zaplo.pl), which ime competition to bank
offers came to the market with the installment lagm to 10 thousand PLN
available in 15 minutes online.

Clients may submit an application and sign the exgent via the Internet an
after a dozen or so minutes have the borrowed monefeir bank account. The
service works in a way, that the client provides thdink account login information
to the entity which can check the transaction njstm his account. On this basis
the loan company is able to count the consumegditworthiness and make the
instant decision about conferring or refusing themnl or credit.

The ‘AlIS’ service is provided in this case by thestantor company
(www.instantor.com) , the Swedish company whiclersfthe customer’s account
history analysis from last 12 months. The Instamtesides Sweden and Poland
operates also in England, Spain, Germany, FinladdCxoatia.

Similar ‘AIS’ services are also provided by the iBlol company
‘Kontomierz.pl” with its ‘Kontomatik’ service (wwvkontomatik.pl) , bought in
2015 by the German Kreditech.

The other entity which belongs to the Third Parfyent Service Provider
‘TPP’ group and works as Payment Institution SexvRIS’ is the Sofort company
(www.sofort.com) which belongs to Klarna group (wikl&rna.com) being the
leader in direct payments in Germany. More thanal of all online shops in
Germany are Sofort partners.

The company cooperates with the online shops asigjkers of e-commerce
and shopping platform software in Germany, Austi&witzerland, Holland,
Belgium, Poland, Hungary, ltaly, Spain, France, cd@z&epublic, Slovakia and
Great Britain.

The Sofort payment system is one of the directnentransfer methods and
works based on the existing online banking systdéimesn’t require registration
of virtual account, so called ‘electronic walléfi/hile doing shopping via Internet,
the consumer is automatically relocated to the éedgayment form. The order
details are automatically passed. The data is gagsehe consumer’'s online
banking and the seller receives confirmation alstatting the transfer and can
start with the order realization at once. The camgpdoesn’t own means of
payment at any step of the procedure and is justlanical middleman initiating
the service of transfer coming from consumer’sranbanking.
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The automated access to the account works by ttigtzaund sessions and
‘screen scraping’ technology without active colleimn and mediation with the
interface coming from banks.

The Polish payment system eXpay (www.expay.pl)tecdy author of this
article works in similar way.

A mean of the use of ‘Big Data’ technology in payrnservices is Klarna
(www.klarna.com) system which provide simple anfi sgay of making payment
for over 25 million users daily. The service woksiong others in Scandinavia
where it mediates with 20% of all online transaasiolt also works in Germany,
Austria and USA offering conveniences for eithenstamers and goods deliverers.

An interesting way of payment is ‘Klarna Invoicehigh allows client to pay
after receiving the goods. After the uploading afimal information and choosing
the payment method, the parcel is being delivetedgawith the invoice (which
may also be sent via e-mail). All the invoices dtidae paid in 14 days time.

The idea of the whole enterprise born in Stockh&amool of Economics
where the three founders decided to invent a siraplé safe payment system
which would be comfortable for sellers and purchase

The company uses its own algorithm of risk relad@tier with prospective
fraud and credit risk, employs 80 data analysts.

The system examines over 200 factors that maytatfecrisk rating. Among
others it is historical data of former transactiaheir frequency, kind of purchased
service or good and time when the orders are pJaaembrding to the given time
zone. The Algorithm can also rate the consumerissual behavior and to the risk
rating of the postponed payment it uses e.g. @iiogls between the device’s IP
address, purchaser’'s geographical location andatidsess of residence or the
declared delivery address.

The exemplary scenario: if the consumer sudderderar100 USB keys on
the address significantly different than the onevah by his IP geolocation and
what is more — he fills the form in suspiciousiydptime or an aged person is
buying one-time multiple number of video gamesha tniddle of the night, the
algorithm allows to decide if it is necessary teaipt additional precaution.

In these cases Klarna may reduce the possibilipuathasing with postponed
payment date or ask for more information.

According to the PayPal research with Ipsos [6]commerce growth is
almost three times faster than e-commerce at aewtlobm 2013 to 2016, the
year’s average growth rate of mobile commerce ilambwill be 32,8 percent in
comparison to 10,4 percent growth of e-commercalliiconsidering the mobile
commerce).
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PayPal has implemented some simplification for oomeys paying from
mobile devices. Its ‘One Touch’ service is an amiiofunction of the PayPal
system which allows to do shopping faster and s#&ffter logging in the PayPal
system from mobile phone, tablet, laptop or deslktomputer it is possible to
choose an option without logging off in order taaliee transaction with all
authorized web pages faster and more comfortabtbeluser chooses the option
without logging off, during the next purchase wiltle use of the same device and
the same web browser, he doesn’'t need to log inRhgPal system again.
Switching on the ‘One Touch’ function allows dirgobve to the payment page
and fast realization of the purchase. Moreoveretherno need to remember the
credit card billing nor enter the password to thetem.

The answer to the ‘One Touch’ service on Polishketais the PayU Express
Service. This method allows to save debit cardanigidink account data in PayU
application and later realization the purchase outHogging in the bank account
and rewriting the SMS passwords nor providing el édnformation. The solution
works in cooperation with six banks that decidedctilaborate that way with
PayU.

3. Criticism of solving the problem by the use ofurrent methods

In context of solutions already used it is posstblanotice some limitations
which either impede the development of mobile eqo@mce and the retail systems
with postponed payment date.

As far as the case of the systems based on thefulse credit card (PayPal)
the issue of ergonomics and payment comfort aloith the transaction’s high
safety level has been majorly brought under contieé use of the payment
systems based on the online banking contains sontkirnconveniences.

Not every seller cooperates with PayPal enthusalfti especially those
acting on a market with aggressive price policy dose of the offer
competitiveness they cannot share a high, even r8epe commission with
payment middleman.

As a barrier in m-commerce development in microeoctin scale and
technological aspects for the systems based orinteenet banking, we should
consider every-time necessity of confirming thensection with one-time code
sending independently by the SMS. Switching duthng transaction between the
mobile web browser window and phone message inbaxder to check or copy
even 8-digit number is onerous and not ergonomicafoasual user. It decreases
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quality of the experience gaining by the consumdrlevusing this kind of
transaction and dishearten him to make anothehpsecin mobile form.

The problem applies either standard e-transferhiadst (‘pay-by-link’) and
services which only initiate the ‘PIS’ payment besathe transaction confirmation
is analogical in both cases.

The solution proposed by PayU express is not, tunfately universal.
Cooperation with not even a half of the banks amgt m the Poland area does not
guarantee common use of this method and the actwéribution of financial
institution in the transaction reduces opportusiti® lower the costs of the
payment integrator mediation.

In the case of the systems which allow to sell wittstponed payment,
despite the use by its designers more and moretivareand sophisticated
behavioral analysis techniques entered to the @i’ concept, it is possible to
point out lack either in the safety of used methaxid their business effectiveness.
Assuming any abuse from the user who is aware ateption used it is hard to
eliminate frauds and loses. The lack of specififorimation about purchaser’s
financial and credit situation along with his unaisibehavior may block the
transaction as a result of false alarm and infleetite decision about the
transaction resignation. All at all it may loweetbeller’'s conversion ratio.

There is lack of the research about how the disa#tdges and risks mentioned
above reduce the advantages coming from the usa@fvith postponed payment.

Similarly, to the solution offered by PayPal, quiigh commission imposed
on the seller affects the competitiveness of ededtrbusiness. It can be assumed
that its height compensate the risk related wighgayment's postponing.

4. Methods of solving problems — author’s conceptits

1. New method of mobile payment system — “1Xpay”.

The method applies to the mobile payment systerthénInternet while using

online banking and existing banking software. Tiperation works by making a

purchase with a mobile, direct transfer, usingesor scraping' technology and
transaction actions automation. The system is iedépnt from online banking

system platforms used by the consumers. It allowsskip the active bank

contribution and what comes with it — to lower tiests in micromanage and raise
of competitiveness of the electronic business iorogconomic scale.

2. New method in payment system with postponed paymate — “Scorepay”.

By the use of the existing creditworthiness ratmgthod realized by 'account
information service AIS' type systems we can adbpir technological progress
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not only to grant credits and loans, but also fer heed to build an integrated
electronic payment system with postponed paymet& skrvice. A system based
on that rule could minimalize abuse risk for paymewstem provider who is
responsible for transaction payoff. The method wordduce false alarms and
refusals and thereby make the service possible gubggested to higher number of
potential purchasers. When the active bank coritabun the transaction is no
longer needed, it is possible to decrease sels @l grow the competitiveness in
electronic business.

4. Presentation and characteristics of new methods

1. New mobile “One Touch” payment method “'1Xpag”a working name used in
the current project development. Process runustifated in Figure 1.

Client installs on the smartphone-type mobile dewite '1Xpay' application
in which he enters his online banking credentialaddogin and password).
The '1Xpay' application with the user's acceptagreodes and store credentials
data in his mobile device. The application alsosadliiring the installation for
granting the access to mobile phone’s text messadgex. In order to make a
transaction it is required to use compatible onlp@gment system by the seller
(‘eXpay’ in this case) and to make doing purchgsessible with the system.

Client connects with the sellers via the Interneting mobile device and
indicates his intention to buy some goods and amsfithe terms of transaction
next. Optionally in the devices equipped with timgérprint reader the applications
request an authorization with placing the finged #men starts a connection with
purchaser’'s bank server by a specific softwarehef éXpay payment system.
The software working in the background with the w$ethe ‘screen scraping’
technology fills the form with client’'s data to tlom-line banking automatically,
logging on the account without any further cliertntribution, it reads the charts
in purchaser’'s on-line banking system and accordinthe previous disposition
sends transfer to the sellers account with theealgeanount. In its next step the
bank’s server sends a one-time authorization cedei® mobile device using the
SMS channel. The purchase confirmation comes duentering the transaction
authorization code properly in the on-line banksygtem. The specific 1Xpay
application software, installed on the mobile dewieads the incoming one-time
code in the purchaser’s inbox and remembers itt,Nb& software reads the right
spaces in buyer's on-line banking system and entersone-time authorization
code remembered before, placing it in the adeqplatee in banking system and
confirms the transaction.
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Figure 1. 1Xpay solution
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Client
Initializes the purchase process in
merchant s shop

I

Merchant
Confirms the transaction s details with
the client
Scorepay core Merchant
Initializes the transaction process Initializes the transaction process
Scorepay core Client
Sends the transaction data to the Confirms and accept the transaction
Scorepay client process
Scorepay client Client
. pay . Enters the login details data to the
Receives the transaction data R X
Scorepay on-line banking

Scorepay client
Logs on purchaser s account and
examines his scoring
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eXpay client . X .
X Positive or negative transaction
Session close .
confirmation

Figure 2. Scorepay solution

2. New method of sale system with postponed paynu=te — “Scorepay”.
The process run is illustrated in Figure 2.

The payment system operating during the use ofotidine banking and
already existing banks’ software during which dieonnects with the seller via
the Internet in order to make a purchase and iteBchis intention to make a

purchase with postponed payment date.
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As a result the shop’s integrated system of commpapglication (payment
system) asks the client for his on-line bankingtesys login data (login and
password), next it connects the bank’'s server withelp of the ‘Scorepay’
software. The ‘Scorepay’ software, working in thackground with a use of
‘screen scraping’ technology enters the login daven before automatically for
the client and it reads the clients bank accoumsory of transactions. With the
use of the parameterized algorithm it rates theesmy by analyzing the account
data — if the client has sufficient payment scorifigud scoring) to complete the
transaction with postponed payment date.

For this purpose, for chosen period e.g. 6 monifes, software using the
algorithms of the ‘Scorepay’ application and theregn scraping’ technology
performs an automatic check of the data such anbej crediting regularity, if
there was any penalty percentage counted or badlifécutions and other
information important from the scoring point of wie If the verification ends
positively, the client receives such an informatioa the ‘Scorepay’ system — a
confirmation of the ability to make a transactiothapostponed payment. If it ends
negatively, the client receives a message with timga

5. Conclusion

The new EU rules and the above proposed paymertoaetshould help
stimulate competition in the electronic paymentsrkeg by providing more
convenient in use and easy in adoption solutiohg& Would then allow consumers
to benefit from more and better choices betweeferift types of payment
services and service providers. During the pastsy@gw players have emerged in
the area of internet payments offering consumeespibssibility to pay instantly
without the need for a credit card (around 60%hefEEU population does not have
a credit card)[5]. These services establish a payiimk between the payer and the
online merchant via the payer’'s online banking med@ihese innovative and low
cost payment solutions called “payment initiati@envices” are already offered in a
number of Member States (e.g. Sofort in GermanyalDn the Netherlands,
Trustly in Sweden, eXpay in Poland).

Proposed author's method “1Xpay” is during impletagion in accordance
with “RTS” (Regulatory Technical Standards) pubdidiby the European Banking
Authority(EBA). These Regulatory Technical Standardn strong customer
authentication and secure communication under R#D& major consequences on
the current standards and established procesdesashless transactions.

The new rules and payment methods will contribateatbetter consumer
experience when paying throughout the Europeanrunio
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The paper presents the changes that have takemipléite IT market in Poland.
It was examined both the supply side and the dersatedof the market. Through-
out the IT sector in Poland in 2014 were employed thousand people. This was a
market creating the most new jobs in Poland. Theevaf the IT services market in
Poland represented abdutof the total value of the domestic IT market. Téugest
share in sales of IT products and services in Rolaad equipment (53.5%), then
services (30%) and finally software (16.5%). FroolaRd were exported mainly
services programmers for foreign customers. Ikjgeeted that in the coming years,
the largest increase will occur in the case of @lsalutions, and subsequently the
data center and outsourcing services. Most seaditivchanges in the economic is
IT hardware sector, less software and services.

Key words: IT market, hardware, software, ITT seggi

1. Introduction

Information technology tools include all elementswing IT to function and
develop itself. They involve computers and technézpuipment cooperating with
them, computer software, methods of communicatetween computers, methods
(algorithms) of solving particular tasks, methodsl dools of data organization,
storage and transfer as well as programming laregufg 2].

In the entire IT sector in Poland in 2014, 400,p@0ple were employed. It is
a market creating the largest number of new wodgddn the country. In Poland



there are plants producing computer hardware, hekyelie number of hardware
produced constituted two thirds of the desktop amems sold in the country.
About 10% of computer hardware market in Polandaweted for tablets [3].

Firms providing IT services employ more than 140,Qi&ople in Poland.
It has been estimated that, in 2013, IT serviceswated for 1.7% of the value of
the global IT services market. The value of theséfvices market in Poland ac-
counted for one third of the total value of the @stic IT market. The number of
firms providing IT services which operate in Poldadncreasing rapidly as it in-
creased by half, from 40,200 to 60,700, in yea®9202013. The highest increase
in the number of firms (by over 60%) was recorded\Mroctaw, Krakéw, Lublin
and Rzeszéw. At that time, two thirds of workersrevemployed in firms with
foreign capital [4, 5].

In 2010, HP ranked first in the world in computeles, followed by Acer and
Dell. In 2014, 308,600,000 computers were sold radothe world. The leaders
were Lenovo (19.2%) and HP (18.4%), followed byl DEB.5%), Acer (7.8%) and
Apple (6.4%). It is worth noting that a yearly degse in computer sales is record-
ed, mainly due to the competition of tablets andrsphones. Fewer and fewer
desktop computers are being bought, whereas thdemof laptops bought re-
mains at the same level. It is predicted that & rilext years the entire sector of
computer hardware and other equipment will increaastae annual rate of 2-3%
[6, 7, 8, 9]. In the case of business software wbdd leader in 2014 was Oracle
(17.3%), followed by SAP (14.3%), IBM (11.4%), Misoft (8.4%) and SAS
(6.8%) [10].

In 2014, the biggest IT firms in Poland based dasseevenue were consecu-
tively HP Poland, Action, AB, ABC Data, Lenovo Poth Komputronik, IBM
Poland, Asseco Poland, Microsoft, and Dell Poldndhe majority of the firms,
their activity was 100% connected with IT. In 2014e biggest share in the sales
of IT products and services in Poland had hardysBe5%), then services (30%)
and, finally, software (16.5%). Mainly programmisgrvices for foreign clients
were exported from Poland [11].

A barrier to a faster IT market development in Rdl&s limited capital for IT
investment in firms. The biggest chance, in tusigrieater use of European Union
funds and raising awareness of the firms aboutfliertd IT investment. It is pre-
dicted that in the near future the largest incressiebe recorded in cloud solu-
tions, and subsequently, data center solutionsaatsourcing services [12, 13].
The development of the sector in the future willdoacerned with the application
of solutions within cloud, mobility, Big Data/anélys, social technology, Internet
of Things, 3D printing, automation/robotics and esdecurity [14].

At the beginning of the twenty first century, arrease in the sales of soft-
ware and services and decrease in the computewaaadector can be observed.
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The situation on the IT market in Poland was depahdn the economic trends.
IT hardware sector is most vulnerable to econonmianges, whereas software
and IT services sectors are less so [15, 16].

2. Research methodology

The main objective of the study was to assess uhetibning and changes
taking place on the IT market in Poland. The dethdbjectives included: presen-
tation of the meaning of IT in economy, specifioatbf changes on the IT market,
depicting of correlations between IT market andnecaic condition of the coun-
try. Research encompassed the period of 2005-2016 source material includes
foreign and domestic literature on the subject, ewital data provided by the Cen-
tral Statistical Office, reports and studies onThe work was developed using the
descriptive, tabular and graphic tools, as wethascorrelation coefficient. In order
to determine the relationship between the econamiwlition in the country and
the IT market, the correlation coefficient was &bl The indicators describing the
economic condition of the country included indioéshanges in GDP, gross value
added, domestic demand, import and export. On ther dhand, the parameters
describing the condition of the IT market includb@ market value and the dy-
namics of its changes, the number of computer satesthe dynamics of its
changes, the domestic computer production and skeceted change dynamics.
The demand side of the market was presented doettie of surveys conducted by
the Central Statistical Office.

3. The results

IT market in Poland is one of the most dynamicdkiveloping areas of ac-
tivity. In 1995, the market value was about $ lillon, and, in 2015, as much as $
15.7 billion, which means a thirteen-fold increéBeg. 1). In the final years of the
twentieth century, the changes were not big. It erady after Poland’s accession to
the EU that a dynamic market growth occurred. Rblgained free access to the
huge European market and also saw the inflow oftalaipom abroad. As a result,
the IT industry began to expand rapidly. Of coursarket trends and its structure
were changing. In addition to hardware sales, livises started to gain im-
portance. In years 1995 — 2015, the industry ire@dan average 14.2% per year.
It should also be noted that during the economsiscthere was a decline in the
value of the IT market by 9.7%. It was the onlyrygawhich there was a decline.
The largest increases were recorded in 2004 — 28%)if) each of these years the
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value of the IT market in Poland increased at |1288 annually. 2006 was a re-
cord year with the growth rate of 36.2%.
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Figure 1. The value of the IT market in Poland in 1995-2({/& USD)
Source IDC Raports.

Computer sales was the most important area of Thedrket. Initially, in
2005 — 2007, computers sold were imported (FigSR)ce 2008, a large increase
in the production of computers can be noted, whschelated to the launch of
plants in Poland. At the same time, it should béeddthat domestically produced
computers were largely intended for export. Impaftcomputers also occurred.
In 2009 — 2011, Poland produced more computersittsaid. In 2009, there was a
decline in their sales, however, their producticaaswncreased despite the econom-
ic crisis. Peak production took place in 2010,dwakd by a gradual decline in the
number of manufactured devices. In years 2013 52¢€dles amounted to around
5 million units. On the market there appeared charng the structure of devices
sold. In the 90s of the twentieth century, in theyestages of the development of
the IT market, desktop computers dominated in s@lfier Poland’s accession to
the EU, laptops gained a significant advantageamtgunted for two thirds of the
market,. Desktop computers were an important toblomly at work but also for
customers requiring the highest quality equipmémtsubsequent years, the im-
portance of tablets on the market increased, agyl tlowly started to replace lap-
tops. Here changes in the structure of the equip@@nalso observed. Small tab-
lets are replaced with bigger ones or smartphoHes future of the market should
belong to large-screen tablets, at least 9-inchyigrsmartphones, so called pha-
blets (with screen sizes from 5.5 to 7 inches)thim second decade of the twenty
first century, there was a rapid increase in thessaf hybrids, that is tablets with
an attached keyboard. The most important charatt=rion the market are associ-
ated with versatility and mobility.
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Figure 2. Production and sales of computers in 2005-201&6nsand)
Source IDC Raports, publications of the Central StataitiOffice.

The number of computer equipment systematicallyreimsed in Poland
(Fig. 3). In the case of enterprises, the percentafgentities with computers in
years 2005 — 2015 exceeded 90% and it underwtatditange. In the final period
of the analysis, even a small decline of this iatbc in this group of entities can be
observed. Changes in households were very dyndmR005, only 40% of these
individuals had computers, and, in 2015, as many8¥. Already in 2005, the
computer was indispensable work tool in firms, wipkivate users started to use
computers with their greater affordability. Houskehoomputer ownership shows
how the market changes and what the level of ttgation is. What should also be
taken into account is the fact that in some houskshihere is more than one com-
puter, and the replacement of equipment usuallyscevery 5-6 years. There is
also a group of customers who follow new marketetlgsments and replace
equipment frequently.

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

O households & enterprises Years

Figure 3. Access to computers in households and enterpiirs#sof total in the group)
Source publications of the Central Statistical Office
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The demand side can also be characterized by atweb® Internet. The
greater it is, the faster demand for devices, apfins, and services grows. As in
the case of computer equipment, dynamic growth wlaserved in households
(Fig. 4). In 2005, only 30% of these entities hadess to the Internet, whereas in
2015 it was already 76%. It can be concluded thatate of change was similar to
this in the case of computer equipment. Internedssa matter of fact, a service
complementary to computers. In the firms, alread2005, 87% of the entities had
access to the Internet, while in 2015 93%. Satmatiith these services took place
earlier, already in 2010 (96%). It should also beed that structural changes occur
on the market. New fast broadband Internet senacesntroduced. As in the case
of computers, customers pay more and more attetdiomobility.
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Figure 4. Access to Internet in households and enterpriaek (f total in the group)
Source publications of the Central Statistical Office.

Table 1 presents results of the Pearson correlatiefficient and p value. The
limit value of significance level was assumed topbe 0.05. Significant correla-
tions were marked by grey background of the texiréation coefficients were
calculated for years 2005-2015.

Very strong positive correlation values were fotmexist between the condi-
tion of economy and value of the IT market anddbeaputer sales and production
in Poland. IT market developed faster and indepeinftem economy, therefore,
no significant correlation was found. Only in these of changes in foreign trade,
strong dependencies in relation to the changeamtarket value and dynamics of
computer sales occurred. The relations were strofogechanges in exports than
imports. The research confirms only a weak relatietween the dynamics of
changes in the parameters of the economy and tendgs of changes in the pro-
duction of computers. Production and assembly edetdevices were transferred to
other parts of the world. Additionally, a changetle demand of customers and
increased demand for tablets and smartphones asasvelecreasing demand for
desktop computers and laptops were also mentioned.

66



Table 1.Pearson correlation coefficients between the sitnand changes in the IT
market and selected parameters of the economy

Parametrs | Pearson correlation coefficients

The coefficients of correlation between the valtiETanarket and

pn

gross value value of domestig value of
value of GDP added demand value of exportimport
correlation 0,935 0,933 0,943 0,951 0,974
p value 0,001 0,001 0,001 0,001 0,001
The coefficients of correlation between the dyr@naf change in value IT market and
dynamics of dynamics of
dynamics of | change in value | dynamics of | change in
dynamics of change gross | of domestic change in value of
change GDP value added | demand value of export| import
correlation 0,564 0,536 0,621 0,932 0,722
p value 0,071 0,089 0,041 0,001 0,012
The coefficients of correlation between the nundferomputer sales and
gross value value of domestig value of
value of GDP added demand value of exportimport
correlation 0,927 0,926 0,898 0,958 0,931
p value 0,001 0,001 0,001 0,001 0,001
The coefficients of correlation between the dynanaitchange in the number of computer sales an
dynamics of dynamics of
dynamics of | change in value | dynamics of | change in
dynamics of change gross | of domestic change in value of
change GDP value added | demand value of export| import
correlation 0,30( 0,274 0,394 0,753 0,632
p value 0,30( 0,444 0,261 0,012 0,050
The coefficients of correlation between the nunmdfezromputer production and
gross value value of domestig value of
value of GDP added demand value of exportimport
correlation 0,704 0,710 0,736 0,569 0,593
p value 0,016 0,014 0,010 0,068 0,054
The coefficients of correlation between the dynanaitchange in the number of computer producti
and
dynamics of dynamics of
dynamics of | change in value | dynamics of | change in
dynamics of change gross | of domestic change in value of
change GDP value added |demand value of export| import
correlation 0,069 0,074 0,158 -0,201 0,054
p value 0,844 0,839 0,663 0,578 0,882

Source:own research
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4. Summary

The market of IT in Poland is among the fastesettging markets — the dy-

namics of development in years 2005 — 2015 exceggtedercent of growth annu-
ally. The supply side is made up of computers aath ¢hrocessing equipment,
software and companies providing services. Rapd dynamic changes which
resulted from the introduction of new products,hsas tablets, smartphones and
phablets, emerged on the market. The demand sidedded by customers who

purchase computers and use the software. In yeg#§ 2 2015, the share of

households having computers and Internet access gygtematically. In the case

of enterprises, the share of entities with acces®mputers and the Internet was at
a high level, so the changes were little. In theecaf households, a correlation
between computer possession and the Internet abessbeen found. As men-

tioned, the demand for hardware changed fairly ldui@s was the case with the

Internet, which offered better services over timech as broadband and mobile
Internet. A very high level of correlation betwetkie market value and the number
of computer sales in years 2005-2015 and the mesgireconomic condition of
Poland was found. No correlation was found when gamng the dynamics of

market changes and economic condition. IT markdtdeveloped faster and inde-
pendent of economy.
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MANAGEMENT AND CONTROL OF SMART CAR WITH THE
USE OF MOBILE APPLICATIONS

KRZYSZTOFSTEPIEN, ANETA PONISZEWSKAMARANDA

Institute of Information Technology, Lodz Univeysif Technology, Poland

Nowadays electronic world is being introduced iat@ry area of our life. The
smart car is a hew generation of smartphone, veejulland necessary for many of
us to live. That is why a lot of producers try lwite in this area. Over the last twen-
ty years people experienced a rapid progress irtelephone branch, probably in
over next twenty years they would expect the saitnat®on on cars field. The pro-
blem presented in the paper concerns the posgibflicreating a mobile application
for management and control of a smart car.

Keywords:Smart Car, Mobile Application Development, IOS Riah, Android
Platform

1. Introduction

Nowadays electronic world is being introduced iete@ry area of our life.
Recent ten years abound with devices using newntdobies and broaden their
functionalities. One of them is simply telephoneithivi last years it evolved into
Smartphone — modern device replacing big sort bérotevices. Today most of
people are using this tiny computer, thereforevemfe producers are outrun by
customers with providing better and more innovateétware for home or corpo-
rate user. However, there are still some undis@alrareas which unravel plenty of
features that could be very helpful in everydag.libne of them is smart-car — an
area which still turns out to be more mechanicahtélectronic.



Currently, there are more than one billion of darshe world; one third of
them is actually used for business, but only 2%hmem are permanently connected
and monitored online. People become accustomeddosmartphones the whole
day. Ever since the introduction of the smartphamnggmakers have been catching
up with introducing similarly useful electronics tine dashboards of new models.
With even the newest model of cars hobbled by slayeelopment and produc-
tion timelines, however, drivers found the navigatapplications on their phones
more capable and up-to-date than the ones indashiboards.

The main problem is to provide a suitable applarativhich can contain all
useful tools and provide them to the user as desimige. Sometimes when people
experience the contents of modern cars, they naticeplex navigation system
(which is certainly not an option for the money-soious) is riddled with too many
options such as menus which are so complex anduitive that in usage should
require a pilot's license. Therefore, instead afpheg driver eyes on the road, one
splits his time between fidgeting with the screew dighting with the robotic
woman's voice emanating from the dashboard. But éwo not notice any info-
tainment system, it gets worse. We notice drivehwis smartphone in his/her lap
instead of concentrating on the road and tryingetodestination on Google Maps.

Android as a dominant mobile operating system lr@ady been used as the
basis for several in-car entertainment systems tHigtinitiative will see the OS
embedded into the cars' dashboard. Nowadays leastimayt car” solutions such as
AndroidAuto[2] or CarPlay [3] do nothing but add an extra layer for drivess
access the same features we already have accésotber words neitheindroi-
dAuto nor CarPlay are actually the operating systems specified is éinea, but
rather driver-facing applications that create nmiie their simple phone applica-
tions.

The problem presented in the paper concerns theechaspects of creating
process of own mobile application, call&hjoyYourCar for management and
control of smart car. Smart car will be simply easbdel of car fulfilled the tech-
nical requirements. The application was writtenJawa language for Android
devices. To manage the communication between achAadroid device, OBD-II
(On-board diagnostigsservice port and Bluetooth wireless interfaceMeein car
and Smartphone/tablet were used.

Moreover,EnjoyYourCarapplication was extended by separate application —
CarTrackerthat is responsible for tracking a car. Applicatghould be installed
on separate device hidden inside car.

The presented paper is structured as follows: ae@i gives the outline of
smart car concept and approach of OBD-Il interf&ection 3 presents the pro-
posed solution for management and control of seert Section 4 deals with ar-
chitecture of created solution, while section 5cdégs its logic aspects.
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2. ldea of smart cars

Nowadays each smartphone user has a possibilitjmanage their home
equipment, work appointments and such like at ang-tPeople even do not imag-
ine that these features could extend to car. Geitera ofsmart caris to bring the
power of our smartphone to relatively dumb naturerhicle infotainment. Car
multimedia systems often have quite a poor numb&ratures. Moreover, this sort
of systems is fairly new and often unavailablerfast of the cars [9]. Some of car
and audio producers try to create mirror betweemedtimedia and smartphone.

Unfortunately, there are no rules to standardimedort of activity, so most of
the solutions are not sufficient. For years, thetreeconsoles of cars have been
dominated by "infotainment" systems, which havenbeéesigned to control every-
thing from music, navigation, to climate systemsodigh they have got better over
the years, these systems have been boycotted wiitlusing interfaces, slow re-
sponse and an overwhelming number of options. resalt, the best in-car naviga-
tion and entertainment system is often the smangio our pocket [7, 11].

Timeline of Automobile Computerization

GM engineers Electronic cruise The engines in Electronic stability First touch screen Electronics expand
propose using radio control is made all GM models control is introduced appears, in a Buick into seat motors,
relay stations and possible through a have a Motorola in the Toyota Crown. Riviera, instrument panel
sensors buried in Motorola processor, microcomputer lighting, and car
roads to give drivers that controls the locks.

directions and traffic carburetor and fual

updates. injection.

A new international The first satellite A sysiem for reading Blind-spot warning The Infiniti Q50 is the Tesla's Model Sis

standard lets navigation system is car performance appears on a Volvo world's first steer-by- introduced. lthas a

computer systems released: GuidaStar data, known as SB0. wire car. 17-inch touch screen,

embedded In cars for the Cldsmobile ODBIl, becomes wireless connectivity,

talk to each other. Eighty Eight. standard on all and over-the-air
vehicles. upgrades.

Figure 1. How modern technology came into car through liftst years [1]
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Smart-car is a new generation of cars which implgméntegration of the
newest operating systems into a car (Fig. 1). Ttesesimply habituating ad-
vantages of mobile phones into car interior. Nowaddue to smartphones we can
get closer to a variety of areas. Smart-car wilthecomfortable bridge connection
between a car and a user. Moreover, this sortte§iation would help in car diag-
nostics, detecting corrupted parts, etc. Digitalhdeards have long included Blue-
tooth or smartphone docks, letting the drivers madeds-free calls or play music
stored on their phone. However, car producers hatfight with the obstacles such
as distraction problems, compatibility and evenpbels attitude to online car.
A visible benefit is that they finally believe tha¢w car buyers want their vehicles
to be "smartphones with wheels" [7, 11].

Approach of OBD-II interface

On-board diagnostics (OBD¥] represents the capability of vehicle's self-
diagnostic and reporting without specific servisage. OBD allows driver or me-
chanic read status about variety of vehicle subgyst OBD-II represents internal
computer responsible for monitoring emissions, dperileage, etc. OBD-II is
coupled with the Check Engine light, which shindsew the internal systems in-
side car detects a problem [5]. Check Engine Lidapending on the problem can
stay on or flashes. Using scan tools, mechanice\ern daily users, have possibil-
ity to read trouble codes and detects particulablems [8]. OBD-II allows also
collecting data concerning vehicle's performange [5

OBD is an interface to monitor several peripheratide a car and provide
user variety information about car, its conditioe;. Basic requirements of OBD
interface are as follows: standardized diagnoslicy connection, standardized
error codes for all users, ability to identify egdoy all commercially available
diagnostic devices, ability to determine error dbads, standardize error indica-
tion conditions on emissions of harmful substanstandardize signs and abbre-
viations of structural parts and systems.

OBD-ll is actually the most current standard fdrtla¢ cars for monitoring the
data. Basically by usingoard diagnostic Parameter ID (OBD PIXodes me-
chanics or drivers have possibility to obtain tlagadrom cars by establishing con-
nection with theeCU (Electronic Control Unit)Location of the OBD-II connector
is common and it is located under the driver's snd&le the car [6]. The newest
OBD implementations are standardized. They usaralatdized series of diagnos-
tic trouble code@TCs — Data Trouble Codgswhich allow driver to identify and
repair any malfunctions inside every vehicle [6]. 10
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3. Solution for management and control of smart car

Nowadays smartphones come into nearly every seofiour life. This boom
was caused mostly by price of these devices. The situation slowly comes to
car area which tries to adapt the existing soltiono car environment. Unfortu-
nately, existing frameworks are not helpful herdl. iAterfaces and services to
manage the connection between car and phone aedfatittionalities have to be
written by developers what was presented in thevbskction.

World surrounding us is constantly changing andodohately attacks us
with enormous number of information demanding oraisf attention to chose
which are significant and memorable. It simply fEgais to focus on many things
simultaneously. Car is one of them where we spela af time. Smartphone is
very helpful device, although it cannot be usedcam with existing interface.
The main idea is to provide the working interfacd &unctionalities which can be
easily used in a car and the functionalities whighdrivers actually nee.

Based on current consumer needs application foagement and control of
smart car should gather all missing and all not pelished factors to combine one
solution which will improve drivers’ life:

e Connect to car to use this functionality OBD-Il Bluetooth micantroller
is needed. User can access all information abausweh as speed, RPM
(Revolutions Per Minute), temperature of engine tardperature outside.
Moreover, in case of any engine fault codes, tlee nan read them and re-
ceive information which car part causes any pddicerror.

« Manage car navigatior user can access Google Maps with his localizatio
and park the car. When it is needed he can clickarker to access location
and then reroute to Google Maps application anchel¢fie proper route.

« Phone friends — user can phone anyone he wantaputing number or
chose one of contacts which are imported from petisaccount logged in
smartphone or tablet.

* Play music- application reads all music from device storecgxrternal card.
User can see on the screen all information abau¢iatly played song.

* Record drive- if the used device has back camera, user catheskevice as
road recorder to capture situation on the road.n#fdvies are stored on the
device and can be easily played as any Androicovadayer.

« Manage Car events user can add his cars to the application anidaldi-
formation about them. Then everyone can add evemgected with car
such as buying fuel, paying for insurance, repaits, It is also possible to
add notifications to remain about important faetshsas installment paying
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expiration date. Application creates also overgtiart about driven kilome-
ters and money spent on car investments.

< Current position of the caf this feature demands separate phone with built-
in GPS module. Phone would be hidden inside givam It would listen if
any new SMSs are delivered. If any new SMS is dedit from provided
telephone number (driver's personal number), gplene sends return SMS
with current location of the car. Moreover, wheiver parks car somewhere
and send SMS with body containing "start protectimessage, given phone
start checking car's position every 10 secondsarifchange parked position,
it again starts sending SMSs to the driver withrenirlocation

« Voice recognition- to preserve safety, user manages the applicatior:
tionalities by voice commands. Using a voice thieairhas possibility to ac-
cess particular elements of an application by singpling voice command.
EnjoyYourCarusing Google Speech service tries to get commantaiming
the words connecting application dictionary to perf specific action.

Presented requirements covered all the functioeslihat are not the only ones.
Application to be fully functional needs to be manand created according to sev-
eral rules which are compulsory nowadays: ensuaffline communication be-
tween smartphone and car, comfortable design, Ggidn available for most of
Android versions, efficiency and scalability.

4. Architecture of created application

The main element dEnjoyYourCarapplication is an Android application ca-
pable to run on most of Android devices which angently in use (Android 4.4
and newer). Application needs Internet connectiouse the particular functionali-
ties (e.g. to download Google Maps), but in overwiireg the most functionalities
can be used offline. To connect with car, the &afibn needs enabled Bluetooth
and plugged into c&LM327 Bluetooth microcontrolleiThe rest of functionalities
run independently (Fig. 2).

Databasecontains the information of user's car, its prtperand logbook
with history about the ca©BD modulés responsible for maintaining the connec-
tion between car and smartphone. Application sendsquest to the car via OBD
PIDs. Particular PIDs receive the following infortioa: voltage of storage battery,
distance travelled, VIN (Vehicle Identification Nber) of the car, current RPM
(Revolutions Per Minute), current throttle positidoel type, consumption rate,
fuel level, current speed, engine coolant tempegangine oil temperature.

75



GSm

[ Speech recognition ] module
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Navigation My Car Telephone 0BD Music Recording Tracking
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[ Accesing data module J [ Accesing and sending data module }

dalabase

Conneclion between specific modules (read / write access)

O O Random car with OBD-l port

Specific module

Figure 2. EnjoyYourCarapplication schema

Navigation modulés responsible for maintaining the current positaf the
user and car, and designate route from driveréqotirked carTelephone module
is responsible for downloading the current contércisi phone and manages them
by user while drivingMusic moduleplays all songs which are currently saved on
the device. It shows all information about a sond anables the driver to manage
music while driving a caRoute recording modulis video recorder to stream road
while driving a car when the used devices hasilear camera.

My car moduleconnects directly with the database inside smartptand it is
responsible for managing all events connected drtrer's car. User can add new
random events (such as buying insurance) or spdcitiel events. Moreover, he
can create specific notification to remind aboypdmtant events.

All the modules presented above stays speech reg@ygwhich is responsi-
ble for managing voice commands to enable an wseranageEnjoyYourCarap-
plication while driving without touching anythingn@martphone/tablet.
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Another module responsible for tracking car presesgparate application —
CarTracker which should be installed on another smartphomenfatible with
Android 4.4 or newer). Application tracks given dare to the specific conditions
which can be described further.

Data requested via OBD-Il port is not stored anywheAll of data are
showed on the screen live. To store the temporatgEhjoyYourCarapplication
usesArrayList which receives objects that further enable thdiegion to request
data via OBD-Il PID's. Each object holds OBD-II PH20o request data the OBD-II
needs four digit hex: first two numbers are resfmador mode (show data, re-
quest Data Trouble Codes, etc.), next two numhersegsponsible for specific data
which the user wants to get. Firstly, user initiei the connection with car by
sending request via Bluetooth. Then if connectionld be established, he sends
PID code.

5. Logic aspects oEnjoyYourCar application

EnjoyYourCar application was created according to MVC (Modebwi
Controller) pattern. MVC tries to make a strongmection between business logic
and the presentation layer.

Record drive- this feature is based strictly dfediaRecorderlass provided
by Android API. Most smartphones that has Andraidtioe board have already a
camera application that records video, but Enjoy'Cam application tries to im-
plement their functionalities according to the riegments and to be more com-
fortable for the user. Firstly application checksether there is a possibility to use
camera, then initialize audio and video recordéirdly, it configures data source
to provide place for videos and finally starts melag

Speech recognizer as it was presented, speech recognition stagisadvthe
functionalities and it is responsible for requesgtihe data from a user, checking
whether defined word (or phrase) is currently rédelfrom the database and per-
forming specific taskMainActivity class is responsible for managing general lay-
out of the application -- it runs specific servighich might be enabled on button
click. This service allows an access to the speecbgnizer. The implementation
of this API is likely streaming audio to remote\sas to perform speech recogni-
tion. This APl is not intended to be used for comtius recognition, which would
consume a significant amount of battery and banifhwidpplication via service
connects to Google server to authenticate voica, daen stops recording and
checks whether a defined command is availableatiogiary and performs specific
task according to rules defined in application.

Playing music— EnjoyYourCar application enables the user to/ prausic
stored in tablet/smartphone internal memory. Thdraid multimedia framework
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includes the support for playing variety of commmadia types, so that the devel-
oper can easily integrate audio, video and imaggshis applications. It is possi-
ble to play audio or video from media files stoiecapplication's resources (raw
resources), from standalone files in the file systg from a data stream arriving
over a network connection, all usiMgdiaPlayer APIsMoreover,FFmpegMedi-
aMetadataRetrieveclass is used to access data of single music Tiés class
provides a unified interface for retrieving framedameta data from an input
media file.

Navigation— user has also the possibility to access Googlpsvdnd store his
car position on the device memory. EnjoyYourCarligption in this case uses
LocationManagerclass that provides an access to the system docagrvices.
These services allow an application to obtain pltiopdates of the device's geo-
graphical location or run an application-specifietént (abstract description of an
operation to be performed) when the device entegsptoximity of a given geo-
graphical location.

Updating location of the phone with Android OS isasynchronous process.
It means that location API does not call a newatrentil a new location is really
available. Instead of infinite thread, the userat#e an object that has specific
method (callback) that was invoked when a new lonawas calculated. In case of
Android Location Manager APthis object isLocationListenerand the main
callback for location updatesamLocationChangedhethod.

Calling feature— to preserve safety inside a car by concentratargety of
functionalities in one application, the user hamssibility to phone someone using
EnjoyYourCar application. To make a phone call theent (ntent. ACTION-
CALL) was used. Moreover, to call the existing cont&intactsContractclass
was used that represents a contract between thacte®provider and the applica-
tions. It contains the definitions for supportedI8/Bnd columns.

Tracking car — EnjoyYourCar application provides separate nmdw track
a car. It needs second smartphone with Android ©& fuilt-in GPS device.
Whole module was based &MS BroadcastReceivéelass responsible for inter-
cepting new events) which intercepts new messajaen new random message is
received, application request current location sewt it to the driver. Moreover, if
driver sends message "start protection”, the agpdic starts a thread responsible
for simultaneously checking location every 10 selsorMain logic of the applica-
tion bases on two separate threads. First threackshwhether a new message was
received, then checks if actually driver sendstessage and then send a response
with current locations. Second thread simultangoakkecks whether body of the
message from driver contains "start protection'apér If the condition is correct,
application checks every 10 seconds current logsitif application receives the
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message with body containing "stop protection”,gbeond thread is disabled until
"start protection” would be again received.

OBD-II functionalities

EnjoyYourCar application uses ELM 327 microcontpolilo manage the con-
nection between car and smartphone/tablet. The ©&Bmands are made up of
hexadecimal codes written in ASCII characters. Gahe these commands con-
tain two or more pairs of hexadecimal numbers; hanethere are a few com-
mands that require only one hex pair. The first paix in the OBD command rep-
resents the OBD mode which should be used. The@enerkflow of the applica-
tion functionality is as follows:

1. Connect to the OBD-II adapter through Bluetooth.

2. Initialize OBD-II adapter with AT commands (AT isspecific command
language to manage modems and other equipment)cdrhmand set con-
sists of series of short text strings which carctabined to produce com-
mands for operations such as dialing, hanging wpchianging the parame-
ters of the connection.

3. Continuously get data from the vehicle through gshe corresponding PID
codes.

4. ECU (Electronic Control Unit) responds with the ajathe OBD-II adapter
relays the reply back to the software.

5. Application decodes the reply and displays it @ tiser.

EnjoyYourCarapplication has variety functionalities. It contsisf two drawers.
First one is located at the bottom of the screehallows driver to manage most
important functionalities during driving a car. Ngation drawer located on the left
provides rest of functionalities (Fig. 3).

6. Conclusion

The smart car is a new generation of smartphomy, weeful and necessary
for mostly all of us to live. That is why a lot pfoducers try to thrive in this area.
Over the last twenty years people experienced &l qaqogress in the telephone
branch, probably in over next twenty years they l@xpect the same situation on
cars field, in which it is crucial to keep relialgace which could go simultaneous-
ly with functionalities. But even if developers pase functional solution, it would
be very important to think about present cars.
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Figure 3. EnjoyYourCarapplication main screen

EnjoyYourCar application is one of the steps whicimg closer the idea of
smart car to all drivers. Application which would bompatible with the most of
Android devices would be a good step for providimjversal platform where the
single obstacle would be the ownership of any Atdsmartphone. Each car man-
ufacturers as well as each phone producer hasvitsapproach to this domain, and
now it is time to move towards actual applicatiansl services rather than wasting
time improving integration between particular prou EnjoyYourCar was obvi-
ously planned according to modular architectureiclvienabled easy migration
from one technology towards the other. During ¢omabf this application other
factors were also concerned such as lowest posgibte of migration and the least
influence on the User Experience avoiding seridusges in GUI.

The technology used for integration between carghahe would enable safe
phone usage. Therefore EnjoyYourCar is focusedatheging all good practices
used by existing applications presented by a walétcompanies ranging from
Google to Apple. Most of existing mobile applicasowere designed rather for
home usage than in the vehicle; that is why EnjayCar tried to create its own
Ul (User Interface) to provide appropriate Useetface which will be comforta-
ble while driving.

There is no evidence that all vehicles in the #itwill be connected some-
how. However, small revolution on this area hagady started. Moreover, it
would become a regular topic on many conferencesemted not only by Google
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or Apple. The future presents an integrated worith wariety of synchronized
systems such as computers, tablets, smartphonesaesicEnjoyYourCar is one of
the steps which could be developed in the futut® imiversal platform capable to
satisfy every driver.
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